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Who We Are: Red Team Mission 

• Red Team Mission Statement: “Measure TSA screening effectiveness against real-

world, intelligence driven threats in order to inform enterprise risk management and 
performance improvement” 

 

• Problem(s): the 9/11 attacks were “a failure of imagination…” 

• Imagination is not a gift usually associated with bureaucracies 

• The adversary is a thinking one, who is always trying to stay ahead of our countermeasures 

• Understanding system performance is difficult, but necessary 

• Red Team covert testing must return reliable quantitative data; must be defensible 

 

• Solution(s): Build an objective Red Team to challenge assumptions, reject the status quo, and 

ignore conventional wisdom 

• Provide actionable information for TSA key decision-makers  
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Why do you think it is important to have such a diverse population of personnel? 

Who We Are: Red Team Composition 

The Red Team has personnel with wide ranging expertise 

• Physical Security  

• Surveillance and Counter Surveillance  

• Explosives (EOD and organic chemist) 

• Statistics and Mathematics 

• Chemical and Systems Engineering 

• Intelligence Analysis 

• Compliance 

 

 

 

• Policy, Industry and Training 

• Operations 

• Law Enforcement 

• Military 

• Cognitive and Research Psychology 

• Test Design 

• Training 
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Who We Are: Threat Examples 
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What We Provide: Actionable Information 

Actionable Information 

Information that enables and 

empowers TSA decision makers 

to take action. 

Goal: Provide TSA Leadership with 
rigorous and objective information in an 

adversary-based context (before the 
enemy does). 

Actionable 
Information 

Objectivity Context 

Rigor 
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Red Team Mission Areas 

Vulnerability  

Probes  

Characteristics: 
 

 Short/Fast planning cycles 

 Informed by current intelligence 

 Low volume of tests (20-30 per 

vector) 

 Answers the question “are we 

vulnerable?” 

 Can be engaged rapidly if 

necessary (i.e. Inspire 13) 
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Red Team Mission Areas 

Vulnerability  

Assessments  

           Characteristics: 
 

 Moderate planning cycle and effort 

 Moderate volume of tests (75-100 

per vector) 

 Answers the question “has security 

effectiveness changed after a 

specific mitigation strategy was 

implemented?” 

 Analysis and results include  

 factors contributing to  

  success or failure 
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Red Team Mission Areas 

Vulnerability  

Index  

           Characteristics: 
 

 Long-term trends in security 

effectiveness 

 High volume of tests (1000s per 

year) 

 Answers the question “has system 

performance changed over time?” 

 Continuous & consistent data 

collection/analysis 

 Impact of changes to tech,  

 processes and people 
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Questions? 

Jason Pinegar 
Director (Acting) 
Inspection | Red Team Index Division 
Email: Jason.Pinegar@tsa.dhs.gov 
Office 571-227-2747 | Cell 202-779-1430 
 

Contact Info 



We contend that one way to bureaucratize imagination is to build an objective Red 
Team to serve as the agency’s conscience, whose role is to:  

 

Challenge assumptions 

Reject the status quo 

Ignore conventional wisdom 

 
 

In other words, we give a voice to the adversary!  
 

Why? 
    
 

SENSITIVE SECURITY INFORMATION 

 Who We Are: Red Team Mission 

 Solution: Build an objective Red Team 
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The Red Team ensures TSA gets the Ground Truth. 

Who We Are: The Role of the Red Team 

Deployed when the agency requires actionable information. 

Employ rigorous and scientifically sound methodology.  

Makes objective assessments without biases. 

Conduct operations safely, with high levels of covertness and discretion 

to provide context. 

 



UNCLASSIFIED 

 

UNCLASSIFIED 

Who We Are: Sources of Authority 

‘‘Aviation and 

Transportation 

Security Act (ATSA)” 

Public Law 107-71 

107th Congress 

49 CFR Parts 1544 

and 1546 

Airlines Inspection 

Authority 

49 CFR 1542 
Airport Inspection 

Authority 

‘‘FAA Extension, 

Safety, and Security 

Act of 2016” 

Public Law 114-190 

114th Congress 
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Who We Are: Red Team Responsibilities 

Covert tests of US transportation security systems 

Covert tests of cargo security screening operations  

Assist international security partners in developing covert testing (Red 

Teams) programs 

Congressionally-mandated access control testing 

Vulnerability probes related to insider threats 
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Rigor refers to the strength of the design’s underlying logic 

and the confidence with which conclusions can be drawn.  

We treat our projects similar to the way scientific research or 

clinical trials are done, through: 

 Disciplined test methodology - start to finish 

 Limit variables  

Ensures our work is repeatable. 

Actionable 
Information 

Objectivity Context 

Rigor 

What We Provide: Rigor 
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The Red Team applies rigor in a number of ways: 

Test design 

Actionable 
Information 

Objectivity Context 

Rigor 

What We Provide: Rigor 

“Break” the test 

Airport/Target selection 

Data collection forms 

Threat selection 
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Objectivity provides defensibility to 

Red Team results. Any actions or even 

perceptions that indicate a lack of 

objectivity can undermine our results.   

Actionable 
Information 

Objectivity Context 

Rigor 

What We Provide: Objectivity 

How do we remain objective? 

Combat biases. 



UNCLASSIFIED 

 

UNCLASSIFIED 

Actionable 
Information 

Objectivity Context 

Rigor 

What We Provide: Objectivity 

How can bias influence covert testing? 

Organizational alignment  

So…how can we combat bias? 

Adversary emulation 

Rigorous methodology 

     Disciplined test methodology - start to finish 

     Limit variables  
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Data collection forms Actionable 
Information 

Objectivity Context 

Rigor 

What We Provide: Context 

Context is circumstances that form the setting 

for an event in terms of which it can be fully 

understood and assessed. 

How does the Red Team provide context? 

Video – seeing is believing 

Officer surveys 

SME panels 
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The Voice Of The Adversary 

Conducts attacks inspired by propaganda; 
low end access and capability 

Build a Character 

with appropriate 

capability 

Inspired 

Enabled 

Directed 

Low end capability made more robust by 
support (i.e., given a recipe for explosives) 

Following the script of the adversary 

Adds realism to the test 

Removes feelings and biases about the test 


