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1. Executive Summary

A workshop focused on the development and deployment of fusible technolo-
gies for the checkpoint was held at Northeastern University (NEU) in Boston 
on May 10-11, 2016. This workshop was the fourteenth in a series dealing 
with advanced development for security applications (ADSA14).  The work-
shop was a continuation of the twelfth and thirteenth workshops, ADSA12 
and ADSA13.
The theme of this workshop, the development and deployment of fusible tech-
nologies for the checkpoint, was chosen as the workshop topic in order to 
support the Department of Homeland Security’s (DHS) objective of improving 
the performance of existing technologies and improving the passenger expe-
rience at checkpoints. Another goal of the workshop was to support DHS’s 
objective to increase the participation of third parties, such as researchers 
from academia, national labs, and industry other than the incumbent vendors, 
in algorithm and system development for security applications.
The following topics were addressed at the workshop: 

• Emerging fusible hardware and algorithms 
• Specifying, testing, and deploying fusible technology
• Standards
• Concept of operations
• Improving performance of human operators
• Assessing and using risk
These topics were addressed from the perspectives of the following stake-
holders:

• Passengers
• TSA
• Airlines
• Airports
The key indings from the workshop on what can be done to improve the ex-
perience for the stakeholders at the checkpoint, per the editors of this report, 
are as follows: 

• Silver bullets (i.e., single technology solutions) do not exist.
• Encourage the development of fused systems.
• Encourage the development of requirement speci ications for systems 

that will be fused.
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At the meeting, it was recommended that ADSA15 (Fall 2016) should address 
next generation screening technologies and processes for the checkpoint.
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2. Disclaimers

This document was prepared as an account of work sponsored by an agency 
of the United States government. Neither the United States government nor 
Northeastern University nor any of their employees makes any warranty, ex-
pressed or implied, or assumes any legal liability or responsibility for the ac-
curacy, completeness, or usefulness of any information, apparatus, product, 
or process disclosed, or represents that its use would not infringe privately 
owned rights. Reference herein to any speci ic commercial product, process 
or service by trade name, trademark, manufacturer, or otherwise does not 
necessarily constitute or imply its endorsement, recommendation or favoring 
by the United States government or Northeastern University. The views and 
opinions of authors expressed herein do not necessarily state or re lect those 
of the United States government or Northeastern University, and shall not be 
used for advertising or product endorsement purposes.
This document summarizes a workshop at which a number of people partic-
ipated in discussions and/or gave presentations. The views in this summary 
are those of ALERT and do not necessarily re lect the views of all the partici-
pants. All errors and omissions are the sole responsibility of ALERT.
This material is based upon work supported by the U.S. Department of Home-
land Security, Science and Technology Directorate, Of ice of University Pro-
grams, under Grant Award Number 2013-ST-061-ED0001. The views and 
conclusions contained in this document are those of the authors and should 
not be interpreted as necessarily representing the of icial policies, either ex-
pressed or implied, of the U.S. Department of Homeland Security.
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3. Introduction

The Explosive Division (EXD) of the U.S. Department of Homeland Securi-
ty (DHS) Science & Technology Directorate (S&T), in coordination with the 
Transportation Security Administration (TSA), have the objectives of improv-
ing the performance of existing technologies, developing new technologies, 
and improving the passenger experience at checkpoints. One tactic that DHS 
is pursuing to achieve these objectives is to create an environment in which 
the capabilities and capacities of the established vendors can be augment-
ed or complemented by third-party algorithm and hardware development. A 
third-party developer in this context refers to academia, National Labs, and 
companies other than the incumbent vendors. DHS is particularly interested 
in adopting the model that has been used by the medical imaging industry, in 
which university researchers and small commercial companies develop tech-
nologies that are eventually deployed in commercial imaging equipment.  
A tactic that DHS is using to stimulate third-party algorithm and hardware 
development is to sponsor a series of workshops addressing the research op-
portunities that may enable the development of next-generation technologies 
for homeland security applications.  The series of workshops are entitled “Ad-
vanced Development for Security Applications (ADSA).” The workshops are 
convened by Professor Michael B. Silevitch as part of the DHS Center of Ex-
cellence (COE) for Awareness and Localization of Explosives-Related Threats 
(ALERT) at NEU. 
ADSA14 was held on May 10-11, 2016 at NEU.  The workshop focused on 
the development and deployment of fusible technologies for the checkpoint. 
The workshop was a continuation of the twelfth and thirteenth workshops, 
ADSA12 and ADSA13.
This report discusses what transpired at the workshop and details a summary 
of the indings and recommendations. 
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4. Discussion

4.1 Objectives of the Workshop
The focus of the workshop was on the development and deployment of fusible 
technologies for the checkpoint. The topics that were addressed centered on 
the following points: 

• Fusing hardware and algorithms:
 o Concepts of operations for fused systems
 o Vendor neutral airports
 o Common interfaces for data and control
 o System readiness testing

• Emerging hardware:
 o Explosives trace detection
 o Chemical sensing of explosives
 o X-ray phase-contrast
 o X-ray diffraction
 o X-ray backscatter
 o X-ray transmission
 o Non-rotating X-ray CT
 o MMW AIT improvements – standoff and portal
 o Multi-spectral imaging

• Emerging algorithms and processes:
 o Video tracking of passengers and their divested items
 o Weapons detection
 o ATRs for 2D X-ray and 3D CT
 o Developing problem sets equivalent to classi ied problems

• Improving the passenger experience:
 o Improving throughput and reducing divestiture
 o Integration of detection systems at the checkpoint

• Assessing and using risk:
 o Deterrence
 o Application of gaming
 o Developing and verifying models of adversary behaviors
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• Other:
 o Role of third parties in the development of enhanced explosive detec-

tion equipment
 o Improving performance of human operators

The purpose of this chapter is to summarize the discussion and recommen-
dations in response to these objectives and related questions that surfaced 
during the workshop.

4.2 Stakeholder Perspectives
The discussion at the workshop was centered on the perspectives and desires 
of the following stakeholders:

• Passengers’ (non-terrorist) perspective:
 o Con idence that lying is safe
 o Faster, predictable screening with reduced divestiture
 o Fewer pat-downs and bag opening

• Airport perspective:
 o Reduced total operating cost due to:

• Labor
• Purchase price and maintenance costs
• Secondary inspection

 o No events at my airport
 o Passengers, luggage, and cargo getting on their lights

• Airline perspective:
 o Passengers, luggage and cargo getting on their lights and lights leav-

ing on time
 o Passengers wanting to ly
 o No events on their speci ic airline

• Government, TSA, perspective:
 o No incidents
 o Reliable equipment and manageable, cost-effective screening pro-

cesses that deliver actual perfect detection and low false alarms
 o Terrorists deterred from trying to take down planes
 o No explosives detected because terrorists are not trying
 o Happy passengers, airlines, and airports
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 o Systems designed with increased sensitivity and selectivity against a 
broader set of potential explosives and prohibited items

4.3 What Did We Hear?
We agreed on the following observations:

• There is no silver bullet and therefore fusing is required.
• Funding (TSA/DHS) is available through BAAs and prize competitions.
• There is subject matter expertise (SME) accessible at the TSL.
• Analogous proxy and equivalent problem scenarios can be set up.

 o Precedent has been established through ALERT task orders.
 o There have been some impressive advancements working in the un-

classi ied space.
• TSA is embracing networked systems and third party involvement.
• Systems should be integrated to aggregate data.
• Simulation and modeling of checkpoint would help.
• Upstream changes impact downstream systems.
• Certi ication/testing requirements drive system design.

 o Can changes in regulatory testing affect security effectiveness and 
throughput of checkpoint?

• Tag and track (e.g., video tracking of passengers and divested items) 
would help CONOPs.

 o There is much to learn from the computer vision ield.
• Accessible Property Screening:

 o Phase contrast may help tier 2 inspection.
 o CT at checkpoint requires the study of CONOPs if OSARP is done on 

tier 2.
• AIT:

 o X-ray based AIT could be redeployed if a number of issues (e.g., per-
ceptions of exposure to ionizing radiation) are addressed.

 o Privacy concerns must be addressed with fusing to AIT.
 o Dielectric effect could be useful for detection selectivity in MMW.

• Pushing screening out (away from the checkpoint):
 o Distant standoff screening is necessary as part of a comprehensive 

risk model.
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 o Not everyone nor everything will be scanned by every sensor.
• Need to review past to design the present attempts at fused systems and 

DICOM.
• Solutions need to be it for purpose:

 o They must consider the operator.
 o Deployment to 450 U.S. airports is dif icult.

• Displacement is happening – Brussels and other soft targets, for example.
• What should PD and PFA be?

 o Will lower PFA, which could be achieved with lower PD, lead to better 
security?

• People miss things because they are told to hurry up.
• “I do weapons detection.  I can get explosives detection from someone 

else.”
• There is potential in standoff trace, chemical methods, optical methods:

 o These all have to be fused with other systems.
 o None of these alone will solve the entire problem.

• Different ways to do MMW:
 o Standoff and portal are options.

• There are ways to improve behavior detection.
• There are ways to enhance the performance of a screener.
• Gami ication can be used to extract insights.
• Crowd-sourcing may be used to protect soft targets.
• There is a lot of participation from the UK.
• Thousands of unanswered questions:

 o It is still worth answering the questions?

4.4 What Did We Not Hear?
• Financial models
• Role of risk-based screening and deterrence
• Detailed requirements for fused system
• How fused systems will be speci ied, tested, deployed and maintained
• Effect of CONOPs on TSO costs and security effectiveness
• How third parties can access data
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• How to avoid choke-points and kill boxes
• Exploitation of big data
• Not enough about layering
• Case studies of other fused systems
• Other factors: Cargo, pilots workers
• From TSOs

4.5 What Can Be Done?
Recommendations for enhancing the checkpoint include:

• Encouraging the development of fused systems; and
• Encouraging the development of requirement speci ications for systems 

that will be fused.

4.6 ADSA15
The following topics should be considered for ADSA15 and other ADSA work-
shops in addition to the topics listed in Section 4.4.

• Soft targets
• Tag and track (e.g., video tracking of passengers and divested objects)
• System architectures, networking, and CONOPs
• Deterrence
• Adaptable ATRs (AATR)
• Simulants – development and testing
• Data mining
• Improving statistical signi icance of testing
• Human in the complete loop 
• Civil rights and privacy concerns
• Other customers (sports venues, federal buildings, and mass transit)
• Prize competitions
• Hand-held inspection devices (e.g., metal detectors)
• Texture in explosives
• TSA deployment models and issues
• Financial implications of fusion
• Testing fusible systems
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7. Appendix: Notes

This section contains miscellaneous notes about the workshop itself and the 
inal report.

1. The timing in the agenda was only loosely followed because of the amount 
of discussion that took place during the presentations and to allow for 
additional times for participants to network.

2. Some of the presenters edited their material (mainly redacted informa-
tion) after the workshop.

3. The minutes were edited for purposes of clarity. All errors in the minutes 
are due to the editors of this report and not due to the speakers them-
selves.  Minutes were only recorded during the question and answer peri-
od for each presentation.

4. PDF versions of the presentations from this workshop can be found at the 
following link: https://my iles.neu.edu/groups/ALERT/strategic_stud-
ies/ADSA14_Presentations/
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8. Appendix: Agenda

8.1 May 10, 2016 - Day 1

TIME TOPIC SPEAKER AFFILIATION
Introduction

8:00 Registration/Continental Breakfast

8:30 Welcoming Remarks - ALERT Michael Silevitch ALERT / NEU

8:35 Welcoming Remarks - DHS Laura Parker DHS

8:40 Setting the Stage Carl Crawford Csuptwo, LLC

Aviation Checkpoint of the Future – Government Perspective

8:50 APEX Screening at Speed Initiative 
(Aviation Checkpoint of the Future)

John Fortune DHS

9:15 Functionality Needs in 
Transportation Security Systems

Douglas MacIvor TSA

9:40 TSA Perspectives - Q&A Frank Cartwright TSA

Tangerine Detection

10:05 How to Say That We Need a Tangerine 
Detector?

Matthew 
Merzbacher

Morpho Detection, 
LLC

10:20 Break

Emerging X-Ray Methods

10:50 Enhanced Detection of Weapons 
and Explosives Through X-Ray 
Phase-Contrast and Dark- ield 
Imaging

Alessandro Olivo University College 
London

11:15 Gratings-Based X-Ray Imaging for 
Explosives Detection

Erin Miller Paci ic Northwest 
National Laboratory

11:40 Lunch

12:30 Halo’s Work on X-Ray Diffraction Simon Godber Halo X-Ray 
Technologies Ltd.

12:55 X-Ray Body Scanners with Fused 
Backscatter and Transmission 
Imaging

Steve Smith Tek84 Engineering 
Group

1:20 OD’s Products and the Barriers to 
Using Transmission X-Rays at the 
Checkpoint

Jan Steven van 
Wingerden
John Shannon

OD Security
OD Security North 
America

1:45 XinRay’s Checkpoint Scanner Brian Gonzales XinRay Systems
Video and Large Data

2:10 PFA Reduction Ron Molway TSA
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TIME TOPIC SPEAKER AFFILIATION
2:35 Designing the Next Generation 

Check-Point with Data
Deeph Chana Imperial College 

London

3:00 Video Tracking and Active Learning Avi Kak Purdue University
Detection Standards

3:25 Evolution of Certi ication Criteria Fred Roder Consultant

3:50 Break

Standards and Development Platforms

4:20 Open  Threat Assessment Platform Andrew Cox Sandia National 
Laboratories

4:45 Lessons Learned During the 
Development and Deployment of 
DICOM

Oleg Pianykh Harvard Medical 
School

5:10 What Can Happen When Subsystems 
Are Fused?

Kevin Johnson U.S. Naval Research 
Laboratory

5:35 System Readiness Level Brian Sauser University of North 
Texas

6:00 Adjourn Carl Crawford Csuptwo, LLC

8.2 May 11, 2016 - Day 2

TIME TOPIC SPEAKER AFFILIATION
Introduction

7:30 Continental Breakfast

8:00 Call to Order & ADSA15 Discussion Carl Crawford Csuptwo, LLC
MMW, Simulants and TSL

8:10 MMW Identi ication of Explosives Barry Smith DHS, TSL

8:35 XP-DITE: Outcome-Focused, 
System-Level Approaches for 
Checkpoints

Mike Kemp Iconal Technology 
Ltd., UK

9:00 Smiths Mm-Wave Person Imager Martin Hartick Smiths Detection

9:20 Stand-Off Threat Detection Using 
Active MMW 

Ed Godere Radio Physics

9:25 Working with TSL Brian Krenzien DHS, TSL

9:50 Break
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TIME TOPIC SPEAKER AFFILIATION
Trace, Chemical and Stand-off Detection

10:20 Stand-Off Trace Detection Robert 
Furstenberg

U.S. Naval Research 
Laboratory

10:45 AN Detection with MS Susan 
Rose-Pehrsson

U.S. Naval Research 
Laboratory

11:10 Chemical Sensing of Explosives Otto Gregory University of Rhode 
Island

11:35 Multispectral Imaging of Concealed 
Explosives

James Kane Polestar

Emerging Algorithms

12:00 Automatic Object Classi ication for 
2D X-Ray and 3D CT

Toby Breckon Durham University, 
UK

12:25 Partially Occluded Weapons Identi i-
cation Through Partonomy

Nikolay Metodiev 
Sirakov

Texas A&M 
University - 
Commerce

12:50 Lunch
Humans in the Loop

1:20 How To Say That We Need a 
Tangerine Detector?

Matthew 
Merzbacher

Morpho Detection, 
LLC

1:30 Improving Performance of Human 
Operators

Stephen Mitroff George Washington 
University

1:55 Break

2:35 Improve TSA Behavior Detection 
with Engagement

Carl Maccario Center of Nonverbal 
Communication

Next Steps

2:50 Summary and Next Steps Carl Crawford
Suriyan Whitehead

Csuptwo, LLC                  
Booz Allen Hamilton

Closing Remarks

3:50 Closing Remarks Michael Silevitch ALERT/NEU

3:55 Closing Remarks Laura Parker DHS

4:00 Adjourn Carl Crawford Csuptwo, LLC

Note: The timing in the agenda was only loosely followed due to the amount 
of discussion that took place during the presentations and to give additional 
time for participants to network.



Advanced Development
for Security Applications

Final Report
May 2016 Workshop

20

9. Appendix: Previous Workshops

Information about the previous thirteen workshops, including their inal re-
ports, can be found at: www.northeastern.edu/alert/transitioning-technolo-
gy/strategic-studies.
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tion, Peabody, Massachusetts, where he led the application 
of signal and image processing techniques for medical and 

security scanners. He developed the reconstruction and explosive detection 
algorithms for a computerized tomographic (CT) scanner deployed in air-
ports worldwide. He was also employed at General Electric Medical Systems, 
Milwaukee, Wisconsin, where he invented the enabling technology for helical 
scanning for medical CT scanners, and at Elscint, Haifa, Israel, where he devel-
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oped technology for cardiac CT scanners. He also has developed technology 
for magnetic resonance imaging (MRI), single photon emission tomography 
(SPECT), positron emission tomography (PET), ultrasound imaging (U/S), 
dual energy imaging, and automated threat detection algorithms based on 
computer aided detection (CAD). Dr. Crawford has a doctorate in electrical 
engineering from Purdue University. He is a Fellow of the Institute of Electri-
cal and Electronics Engineers (IEEE), a Fellow of the American Association of 
Physicists in Medicine (AAPM), and is an associate editor of IEEE Transactions 
on Medical Imaging.

John M. Fortune
Dr. John M. Fortune is the Apex Screening at Speed Program 
Manager in the Explosives Division of the DHS Science and 
Technology (S&T) Directorate. The Screening at Speed Pro-
gram is pursuing transformative R&D activities that support 
a future vision for increasing aviation security effectiveness 
and improving the passenger experience. He is also the pro-
gram manager for the Resilient Tunnel Project, which is 
designing in latable plugs to protect subway tunnels from 

looding; development of 360-degree video systems; and video systems archi-
tectures to enable rapid analysis of city-scale video data. Previously, Dr. For-
tune was a Branch Chief in S&T’s Resilient Systems Division, where he focused 
on enhancing the resilience of the Nation’s most critical infrastructure sec-
tors, such as energy, transportation, water, and communications. He oversaw 
several projects to assess vulnerability and design countermeasures for crit-
ical transportation infrastructure, including the development of a blast pro-
tection strategy that was purchased and installed by a major U.S. mass transit 
agency in 2011. In his earlier work at S&T, Dr. Fortune served in the Emerging 
Threats Portfolio, where he oversaw a nationwide assessment of underwater 
subway tunnels, a high priority effort requested by the TSA Administrator, 
and he worked closely with the intelligence community to understand poten-
tially disruptive threats to the Nation’s security. Dr. Fortune came to DHS in 
2005 as an American Association for the Advancement of Science and Tech-
nology Policy Fellow. Prior to joining DHS, Dr. Fortune was a researcher at the 
National Institutes of Health. He holds a PhD in Biochemistry from Vanderbilt 
University and a B.S. in Chemistry from Duke University.
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Robert Furstenberg
Robert Furstenberg is a Research Physicist at the Naval Re-
search Laboratory (NRL) in the Materials and Sensors sec-
tion, Code 6365. He joined NRL in 2006 as a postdoctoral 
fellow after graduating from the University of Illinois with a 
PhD degree in Physics. His main research interests are op-
tical characterization of materials, infrared spectroscopy, in-
strumentation, modeling, and algorithm design. Currently, he 
is developing optical stand-off detection techniques for trace 

amounts of explosives or other hazardous materials utilizing quantum cas-
cade lasers and other IR laser sources. He is also involved in the development 
of ingerprint-like “real world” trace analyte standards based on sieved mi-
cro-particles suitable for testing and validation of various detection systems.

Simon X. Godber
Simon Godber has worked alongside the research teams at 
Nottingham Trent University and Cran ield University since 
2008 and has contributed to the current research effort on 
focal construct technology (FCT). 
He is a founding Director and CEO of HALO X-ray Technol-
ogies, which was started in 2012 to exploit commercial 
applications of FCT. His previous experience with translating 
X-ray research into products is guiding the development of 

new systems in a number of application areas, including aviation, border se-
curity, medical, and industrial process control. 
Simon has worked in the aviation security ield for over 25 years. He was a 
founding member of Image Scan Holdings plc in 1996, and was CTO when it 
loated on the UK AIM stock market in 2001. He has broad experience of in-

dustrial systems and software control, and has led a number of research and 
development programmes developing new X-ray products.
HALO currently provides commercial input to a number of international re-
search programmes being jointly undertaken at Nottingham Trent University 
and Cran ield University. Simon is the principal liaison between the company 
and the academic teams.
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Ed Godere
Ed Godere is a seasoned business executive with over 17 years 
of P&L experience with small- and medium-sized companies. 
He has a track record of successfully transitioning advanced 
technologies to products with solid strategic, marketing, and 
operations skills.
Prior to joining RPS, Ed was the Vice President, North 
America with Digital Barriers LLC, an advanced integrated 
security solutions provider selling into the U.S. Department 

of Defense, Federal Law Enforcement, and commercial security integrators 
throughout North America. In his previous role, Ed was the Senior Vice Pres-
ident for Unmanned Systems at QinetiQ North America, where he grew the 
companies Unmanned Systems business from $6M in annual revenue to 
$200M in 5 years, providing explosive ordnance disposal robots to the U.S. 
Department of Defense, state and local law enforcement throughout the U.S., 
as well as to defense and security agencies in 40 countries around the word, 
making QinetiQ North America one of the largest suppliers of EOD robots in 
the world.  Prior to joining QinetiQ North America, Ed worked in advanced 
technologies as a program manager in the aerospace and defense industry 
with Textron.

Otto J. Gregory
Otto J. Gregory, PhD, is currently a Distinguished Engineer-
ing Professor in the Department of Chemical Engineering at 
the University of Rhode Island and Co-Director of the Sensors 
and Surface Technology Partnership for Research and Educa-
tion (SSTP). He received his B.S. and M.S. degrees in Chemical 
Engineering from the University of Rhode Island in 
1975 and 1977 and his PhD in Engineering from Brown 
University in 1983. Prof. Gregory served as Associate 

Dean of Research and Graduate Studies in the College of Engineering at the 
University of Rhode Island (2003-2005); he also served as Director of the 
Rhode Island Center for Thin Film and Interface Research, a URI-Brown 
University NSF Engineering Research Center, from 1993-1996. He founded 
and co-directs the University of Rhode Island’s Sensors and Surface Technol-
ogy Partnership.  
His research interests include sensors for harsh environments, chemical sen-
sors for explosives detection, thermoelectrics/pyroelectrics, and forensics. 
He has authored/co-authored more than 95 peer-reviewed journal articles, 
which have provided the background for 30 U.S. Patents.
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Martin Hartick 
Dr. Martin Hartick is currently the Manager of Physics Technology with Smiths 
Detection in Wiesbaden, Germany. In this position, Dr. Hartick is responsible 
for evaluating  technologies in view of their applicability to Smiths Detection 
products in the areas of people screening, carry-on, checked baggage, and air 
cargo. Dr. Hartick leads a development group which performs detector de-
velopments and feasibility studies mainly within funded projects for various 
Smiths Detection programs. He participated within funded projects for the 
development of mm-wave based body scanners, diffraction X-ray scanners 
and in various other DHS, EU and German funded programs. He earned his 
Ph. D. at the Technical University Darmstadt, Germany in the area of nuclear 
solid state physics.

Kevin Johnson
Dr. Kevin Johnson earned his PhD in analytical chemistry 
from the University of Washington in 2003. His doctoral 
work involved the development of chemometric data analy-
sis methodologies for novel high-speed gas chromatographic 
instrumentation. Following this, he was awarded a National 
Research Council postdoctoral associateship at the U.S. Naval 
Research Laboratory-Washington, D.C., where he conducted 
research into building diagnostic and predicative capabilities 

for mobility fuel quality assessment through chemometric modeling utilizing 
spectroscopic and chromatographic analyses. Since 2005, Dr. Johnson has 
served as a staff scientist at the U.S. Naval Research Laboratory-Washington, 
D.C., where his work centers on the research and development of strategies 
for chemical sensing, multisensor fusion, sensor array design, and methods 
for trace vapor generation/validation.

Avi Kak
Avi Kak is a Professor of Electrical and Computer Engineering 
at Purdue University. His reaseach focuses on applying ma-
chine learning algoritghms to problems in camera networks, 
robotics, computer visino, and software engineering. He is a 
co-author of the book, “Digital Picture Processing,” now con-
sidered to be a classic in computer vision and image process-
ing. Anotehr classis he has co-authored is the book, “Princi-
ples of Computerized Tomographic Imaging,” that despite its 

age, is still widely used in all aspects of education and research dealing with 
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tomographic imaging. More recently, he has authored the Objects Trilogy se-
ries of books. The titles in this series are “Programming with Objects,” “Script-
ing with Objetcs,” and “Designing with Objects.” For over a decade, he was the 
Editor-in-Chied of one of the top-ranked journals in computer vision: “Com-
puter Vison and Image Understanding.” Avi Kak received his Ph.D. in Electrical 
Engineering from IIT Delhi in 1970. 

James Kane
Dr. Kane is the Vice President of Technology and Product 
Development at Polestar Technologies, Inc. He has a PhD in 
Physical Chemistry from Rutgers University and over thir-
ty- ive years of experience in the design and development 
of optical instrumentation for a wide range of applications 
including in vivo monitoring of blood gases, transcutaneous 
imaging of hypoxia in tissues, bioprocess monitoring and con-
trol, chemiluminescent monitoring of ethylene, and stand-off 

detection of concealed explosives. As an inventor of Polestar’s STARE system 
for explosives detection, Dr. Kane was responsible for the design of the sys-
tem optics, as well as the methods employed in both imaging processing and 
threat detection.

Michael Kemp
Dr. Mike Kemp is founder of Iconal Technology Ltd, which 
works with government organisations on new and emerging 
technologies for security. Dr. Kemp is known internation-
ally as an expert on stand-off explosives detection and has 
worked as a consultant and technical adviser to a number of 
governments and programmes in the UK, Europe, and USA. 
He leads Iconal’s government-only series of state-of-the-art 
reviews of detection technology. He has also chaired and 

participated in U.S., EU, and NATO working groups on security topics.
Dr. Kemp has worked in medical image processing, image reconstruction from 
sparse data, millimetre-wave and terahertz technology, and sensor data fu-
sion. He has worked on stand-off and aviation security technology integration 
and evaluation programmes. Ongoing projects include participation in two 
collaborative European FP7 research projects: XP-DITE on new approaches to 
aviation security checkpoint design and evaluation and HECTOS on test, eval-
uation, and harmonised product certi ication.  Recent work has also included 
the development of test protocols for stand-off detection and the design and 
evaluation of explosives detection simulants.
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Dr. Kemp has a degree in Physics and a PhD in Radio Astronomy from the 
University of Cambridge. He is a Chartered Engineer, Member of IET and IEEE, 
and held technical and management positions in several companies before 
setting up Iconal in 2006.

Brian Krenzien
Mr. Krenzien is the Acting Executive Director of the Transpor-
tation Security Laboratory (TSL), part of the U.S. Department 
of Homeland Security Science and Technology Directorate. As 
the Acting Director, Mr. Krenzien oversees the day-to-day op-
erations of the TSL’s 12-acre campus. The TSL supports the 
development, testing, evaluation, and certi ication of explo-
sives and contraband detection technologies with a staff of 
55 federal personnel and 100 technical services contractors.  

Prior to his role as Acting Director, Mr. Krenzien was the Business Manager for 
the TSL, overseeing all Cooperative Research and Development Agreements, 
Contracts, and resource allocation associated with the TSL’s mission space, 
and Mr. Krenzien continues to coordinate several infrastructure and facilities 
expansion efforts.
Before joining the TSL, Mr. Krenzien was a senior program manager for Battelle 
Memorial Institute’s Atlantic City, NJ of ice.  As program manager, he planned 
and executed project- and program-level work for the Department through a 
Battelle technical services contract for 5 years. Prior to his time with Battelle, 
Mr. Krenzien was a commissioned of icer in the United States Coast Guard 
focusing on surface operations, law enforcement, and search and rescue.  Mr. 
Krenzien holds a Bachelor of Science degree in Marine Transportation from 
the United States Merchant Marine Academy, Kings Point New York; Master of 
Administration degree in Public Administration from the University of New 
Haven; and a Master of Science degree in Engineering Management from the 
New Jersey Institute of Technology.

Carl J. Maccario
Carl Maccario is a graduate of Suffolk University in Boston, 
Massachusetts.  He received his Bachelor of Science in 1982. 
He has spent the last 15 years studying, researching, and 
teaching nonverbal communication, reading nonverbal cues, 
and self-awareness of what nonverbal messages we send to 
others, even when we are speaking. Carl has taught reading 
nonverbal cues for sales people and the business world at 
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some of the leading business and insurance companies in the country. Shortly 
after Congress created the Department of Homeland Security, Carl began his 
career with the Federal Government, utilizing his knowledge and security ex-
perience to help design, develop, and implement the irst Behavior Screening 
Program for a major international airport, which is now implemented in air-
ports across the United States.  
Carl has been a contributing author to the text book “Nonverbal Behavior: 
Science and Application and Protecting Airline Passengers in the Age of Ter-
rorism”, published by ABC-CLIO, and is a certi ied instructor in Evaluating 
Truthfulness and Detecting Deception by the Ekman Group. He has been a 
guest lecturer at Northeastern University, Boston, on Psychology and the 
Law. Carl has also consulted in private industry as well. He continues to work 
closely with some of the world’s foremost scientists in the study of deception, 
emotion, and evaluating truthfulness. In January of 2015, Carl also conducted 
training in the United Arab Emirates on Suspicious Behavior Detection, Cog-
nitive Questioning Techniques, and nonverbal communication. He recently 
conducted Suspicious Activity Recognition training for the June 2015 Pan Am 
games in Toronto for CSC Event Security.

Matthew Merzbacher
Dr. Merzbacher is Director of Product Quali ications at Mor-
pho Detection (part of the SAFRAN group), where he is re-
sponsible for detection testing across Morpho’s products for 
explosives and radiation detection. In addition to maintain-
ing an active technical career, Dr. Merzbacher is chair of the 
ANSI standards group on image quality for CT-based explo-
sives detection systems, and chaired the NEMA DICOS Threat 
Detection Working Group. He joined InVision Technologies in 

2003 as a Research Scientist in the Machine Vision group before taking over 
as manager of that group. Dr. Merzbacher has a PhD in Computer Science from 
UCLA, specializing in data mining. He has several patents on image processing 
for explosives detection.
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Erin Miller
Erin Miller is a physicist in the Radiation Detection and Nu-
clear Sciences group at Paci ic Northwest National Laborato-
ry, and the Technical Team Lead for Radiation Imaging and 
Materials Science.  She received her PhD in Physics from the 
University of Washington in 2005, developing an X-ray mi-
crotomography system to investigate structure-property re-
lationships of mesoscale materials.  She has over 15 years of 
experience in phase contrast X-ray imaging, and led PNNL’s 

LDRD efforts to investigate gratings-based phase contrast imaging for appli-
cations including geochemistry, microbial bio ilms, and explosives detection. 
Her research also includes developing algorithms for combining passive and 
radiographic data for source detection and characterization, and exploring 
a variety of deterministic and hybrid methods for radiation transport simu-
lation and inverse problems. She has worked in a variety of areas including 
simulations of spectroscopic and radiographic measurements of cargo con-
tainers, air cargo screening, nuclear resonance luorescence, applications of 
synchrotron radiation to national security, and studying strain ields near 
precipitates in CdZnTe.

Stephen Mitroff
Dr. Stephen Mitroff’s research examines the nature of visual 
cognition—examining mechanisms of visual memory, per-
ception, and attention. He has a current primary focus on 
individual differences to reveal how it is that some people 
can outperform others, how can we quickly identify the best 
performers, and how can we then train those individuals to 
make them even better. Dr. Mitroff’s lab explores the topic 
of visual search—how target items are found among distrac-

tors—and works with a variety of groups to inform both academic theory and 
“real-word” questions. For example, he examines visual search performance 
with expert populations (e.g., TSA of icers, radiologists) and with big data ob-
tained from a smartphone app.
Dr. Mitroff is an Associate Professor in the Department of Psychology at The 
George Washington University. He received his undergraduate degree in Cog-
nitive Science from UC Berkeley, and a Master’s degree and PhD in Cognitive 
Psychology from Harvard. He completed 3 years of research focused on adult 
visual cognition and infant cognitive development at Yale prior to spending 10 
years in the Department of Psychology and Neuroscience at Duke University. 
He joined The George Washington University in 2015. Dr. Mitroff has received 
research funding from the National Institute of Health, the National Science 
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Foundation, the Department of Homeland Security, the Transportation Secu-
rity Administration, the Institute for Homeland Security Solutions, the Army 
Research Of ice, DARPA, and Nike, Inc. More information about his research 
and his academic publications can be found at http://www.mitrof lab.org.

Ronald P. Molway Jr. 
Ron Molway is a recognized subject matter expert with over 
thirty years of experience in the science and application of 
explosives and explosives detection technologies. His cur-
rent focus includes the synthesis of user-level requirements 
needed for next-generation screening technology develop-
ment, with added emphasis in operational process improve-
ment. Prior to his current role with TSA’s Of ice of Security 
Operations, Ron served as TSA’s Technical Requirements 

Manager and Liaison with the Research and Development community, and as 
Technical Liaison with TSA’s International partners. Ron has conducted na-
tional-level explosives vulnerability reviews of airports, pipelines, and other 
transportation modes, to include comprehensive blast effects testing of air-
craft and freight-rail tank cars. During his 20-year military career, he served in 
various operational and staff leadership positions with the U.S. Navy’s Special 
Operations diving, bomb disposal, and counterterrorism teams (EOD). Ron 
holds a Master of Science degree from The George Washington University in 
Engineering Management and Systems Engineering, with emphasis in Risk 
Management. He also holds a Bachelor of Science degree, with honors, from 
Southern Illinois University, and is a certi ied Project Management Profes-
sional (PMP) by the Project Management Institute (PMI).

Alessandro “Sandro” Olivo
Alessandro (“Sandro”) Olivo is Professor of Applied Physics 
with the Department of Medical Physics and Biomedical En-
gineering at UCL, and the Head of the X-ray Phase Contrast 
Imaging Group, currently 13-strong. He obtained his MSc 
(1995, summa cum laude) and PhD (1999) degrees from the 
University of Trieste in Italy, and started his PhD after a short 
stint as a hospital physicist. After his PhD, he was employed 
for 5 years by the same university to develop and support the 

imaging beamline at the local synchrotron. He then applied for a Marie Curie 
Fellowship, on the basis of which he moved to UCL, where he started working 
on the translation of synchrotron techniques into laboratory environments. 
Overall, Sandro has worked in X-ray imaging for over 20 years, and is consid-
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ered a pioneer in the ield of XPCI, having co-designed the in vivo mammogra-
phy system operational at the Trieste synchrotron and invented the “edge-illu-
mination” and “coded-aperture” XPCI methods. He has been awarded >£10M 
in research funding, published >160 papers, and given >80 conference talks/
seminars, ~50 of which were invited. Articles on his work have appeared in 
Nature, Scienti ic American, Physics Today, and Physics World.

Laura Parker
Laura Parker is a Program Manager in the Explosives Division 
of the Science and Technology Directorate at the Department 
of Homeland Security (DHS) as well as the Program Manager 
for the ALERT Center of Excellence, a DHS-sponsored con-
sortium of universities performing research that addresses 
explosive threats led by Northeastern University.  She works 
on multiple projects for the trace detection of explosives and 
algorithm development for improved explosives detection.  

Previous to her present position at DHS, Laura worked as a contractor, provid-
ing technical and programmatic support of chemical and biological defense 
and explosives programs for several Department of Defense (DoD) of ices.  
She also worked in several DoD Navy laboratories in the ield of energetic 
materials.  She obtained her PhD in Chemistry from the Pennsylvania State 
University.

Oleg S. Pianykh
Dr. Oleg S. Pianykh is the Director of Medical Analytics at 
the Department of Imaging at Massachusetts General Hospi-
tal, and is an Assistant Professor at Harvard Medical School. 
With an academic background in applied computer science, 
Dr. Pianykh has been actively working in the ield of inno-
vative healthcare for the past 20 years. His scienti ic work 
ranges from research on digital imaging and data-driven 
clinical work low to publishing and teaching advanced grad-

uate courses at Harvard and other leading universities. On the applied side, 
Dr. Pianykh has served as a CIO for a state-wide healthcare network, CEO for 
Universal PACS Inc., and participated in many consulting/startup initiatives. 
Dr. Pianykh’s current interests include big data analysis, operations manage-
ment, and information technology in healthcare.
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Fredrick L. Roder
Dr. Roder has worked in explosives detection and counter-
measures for over four decades. In addition to originating 
the concept of computed tomographic explosives detection 
[the basis for currently certi ied explosives detection sys-
tems (EDS)], he developed dual-energy transmission and 
X-ray backscatter methods for this purpose. He was the Prin-
cipal Investigator for the CTX 5000, the irst certi ied EDS. He 
served as the FAA’s Integrated Program Manager for Checked 

Baggage Security and as the Technical Advisor to the Director of Civil Aviation 
Security Policy and Planning. More recently, he served as Portfolio Manager 
for Explosives Countermeasures within the Science and Technology Director-
ate of the Department of Homeland Security, and as the CTO of Astrophysics, 
Inc. He holds a B.S. in Physics from the City College of New York, an M.A. in 
Physics from Yeshiva University, and a PhD in Nuclear Science and Engineer-
ing from the Catholic University of America.

Susan L. Rose-Pehrsson
Dr. Susan L. Rose-Pehrsson is the Director of the Navy Tech-
nology Center for Safety and Survivability in the Chemistry 
Division at the Naval Research Laboratory (NRL), Washing-
ton, DC. The Navy Technology Center conducts basic and 
applied research and development programs aimed at the 
solution of current and future Navy problems in the ields 
of combustion, ire extinguishment, ire modeling and scal-
ing, damage control, fuels chemistry, lithium battery safety, 

and hazardous chemical and explosives detection. The research scope spans 
closely coupled theoretical and experimental studies in laboratory-scale to in-
termediate and real-scale. Dr. Rose-Pehrsson also leads the Sensor Lab in the 
Laboratory for Autonomous Systems Research. She led the team to design and 
construct a Trace Explosives Sensor Testbed (TESTbed) to evaluate sensors 
and materials using a variety of explosive vapors.
Dr. Rose-Pehrsson received her B.S. in chemistry from the University of Vir-
ginia in 1979 and her M.S. in Analytical Chemistry in 1981.  She began her 
career as a research chemist in the Chemistry Division at the Naval Research 
Laboratory in 1981. In 1984, she was selected by NRL for the Edison Memori-
al Graduate Training Program at Pennsylvania State University.  She received 
her PhD in Analytical Chemistry from Pennsylvania State University in 1988 
(Thesis Title: Pattern Recognition Analysis of Sensor Arrays for Toxic Vapor 
Detection). She conducts research in toxic vapor detection, explosives detec-
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tion, trace analysis, sensor development, and data analysis. These activities 
are directed to method and instrument development for the support and 
protection of personnel. Dr. Rose-Pehrsson is the author of numerous jour-
nal articles, professional society presentations, and technical reports. She also 
holds nine patents.  

Brian Sauser
Dr. Brian Sauser is an Associate Professor in the Jim McNatt 
Institute for Logistics Research at the University of North 
Texas (UNT). He currently serves as the Director of the Com-
plex Logistics Systems Laboratory and Associate Director of 
Research for the Center of Logistics Education and Research. 
Before joining UNT, he held positions as an Assistant Profes-
sor with the School of Systems and Enterprises at Stevens In-
stitute of Technology; Project Specialist with ASRC Aerospace 

at NASA Kennedy Space Center; Program Administrator with the New Jersey 
– NASA Specialized Center of Research and Training at Rutgers, The State Uni-
versity of New Jersey; and Laboratory Director with G.B. Tech Engineering at 
NASA Johnson Space Center.
Dr. Sauser’s research interest is in the engineering, management, and gover-
nance of complex systems. Dr. Sauser has led research in these areas, which 
has resulted in changing the manner in which systems are evaluated and risk 
is assessed on complex systems. Products from his research have been adopt-
ed by Boeing Corporation, Lockheed Martin, Northrop Grumman, the Depart-
ment of Energy, and the Department of Defense (National Security Agency, 
U.S. Navy, U.S. Army). He is a National Aeronautics and Space Administration 
Faculty Fellow, Professional Development Institute Business Fellow (2015-
16), IEEE Senior Member, Associate Editor of the IEEE Systems Journal, past 
Editor-in-Chief of the Systems Research Forum, and past Associate Editor 
of the Guide to the Systems Engineering Body of Knowledge. Dr. Sauser has 
published 53 refereed journal articles; 64 refereed conference proceedings; 4 
books; 6 book chapters, and 17 research reports.
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Michael B. Silevitch 
Michael B. Silevitch is currently the Robert D. Black Profes-
sor of Engineering at Northeastern University in Boston, an 
elected fellow of the IEEE, the Director of the Homeland Se-
curity Center of Excellence for Awareness and Localization of 
Explosives Related Threats (ALERT), and the Director of the 
Bernard M. Gordon Center for Subsurface Sensing and Imag-
ing Systems (Gordon-CenSSIS), a graduated National Science 
Foundation Engineering Research Center (ERC).His training 

has encompassed both physics and electrical engineering disciplines. An au-
thor/co-author of over 65 journal papers, his research interests include labo-
ratory and space plasma dynamics, nonlinear statistical mechanics, and K-12 
science and mathematics curriculum implementation. Prof. Silevitch is also 
the creator of the Gordon Engineering Leadership (GEL) Program at North-
eastern University, a graduate curriculum offered through the College of En-
gineering, with the mission of creating an elite cadre of engineering leaders. 
He and the current GEL Director, Simon Pitts, were recently awarded the 2015 
Bernard M. Gordon Prize for Engineering Education by the National Academy 
of Engineering (NAE). 

Nikolay Metodiev Sirakov
Dr. Nikolay Metodiev Sirakov is a Professor of Mathematics 
and Computer Science at Texas A&M University-Commerce. 
In his research career, he developed methods in the ields of 
active contours, features extraction, shape detection, clas-
si ication, and 2D/3D reconstruction and recognition. His 
methods are applied to the development of approaches for 
automatic weapons and their parts extraction, recognition, 
and threat assessment from images. Another ield of applica-

tion is automatic skin lesion features extraction, and melanoma diagnosis and 
prediction using dermatoscopic images. His research results are presented 
in 119 papers published by reputable journals, book chapters, and sympo-
siums. One of his papers, with a team, received the Lockheed Martin best pa-
per award at the SPIE 2013 Defense Security and Sensing - Automatic Target 
Recognition (SPIE-DSS-ATR). In the last ten years Dr. Sirakov delivered about 
50 presentations at professional meetings and seminars. He has been invited 
to present his research at SPIE-DSS-ATR, Baylor University Medical Center, 
University of Louisiana at Lafayette, University of Arlington, and Texas A&M 
University-Commerce.
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Barry T. Smith
Barry T. Smith is the one on the left. The picture was taken 
while on a 120-mile walk-about of the Ring of Kerry, Ireland. 
Charlie Chaplin’s edi ice lives on the waterfront in Waterville, 
Ireland. Dr. Smith has a M.S. and PhD in Physics from The Col-
lege of William and Mary, and a B.S. in Physics from Duquesne 
University. He has taught from 8th grade to graduate physics 
studies, and was the thesis advisor to two PhD physicists. He 
was a Research Associate Professor at Christopher Newport 

University and The College of William and Mary, a research associate at the 
University of California, Santa Barbara, and Principal Investigator on NASA 
grants for 15 years. Before joining the federal government at the Transporta-
tion Security Laboratory (TSL) in 2004, he worked for a contracting company 
providing scienti ic support to the TSL. 
As head of the Electromagnetic Signatures of Explosives Laboratory (EMX-
LAB), he is responsible for the characterization of explosives, weapons, and 
simulants across the electromagnetic spectrum from DC to the ultraviolet. The 
research involves study of milli-meter and terahertz wave scattering and im-
aging, laser spectroscopy, theory, modeling, simulation, and measurement of 
fundamental properties of explosives (such as dielectric constants). He serves 
as a Subject Matter Expert (SME) to the TSL and outside agencies for security 
systems that use this part of the electromagnetic spectrum. The EMXLAB is 
also tasked with developing new technologies for explosives detection and 
has two patents awarded. Dr. Smith has written more than 100 publications 
and reports, and has been an invited speaker and committee chairman for 
national and international conferences.

Steve Smith
Steve Smith graduated from the University of Utah in 1988 
with a Master’s degree in Physics and a PhD in Electrical En-
gineering. He specializes in sensory systems, electronics, and 
digital signal processing. Dr. Smith has developed a variety of 
X-ray imaging products for medical, industrial, and security 
applications. He is the father of the X-ray body scanner, used 
to screen persons entering security controlled areas, such as 
airports and military installations. Dr. Smith is the author of 

“The Scientist and Engineers Guide to Digital Signal Processing,” with more 
than ten million copies distributed over the internet.  At present, he is Presi-
dent and Chief Technical Of icer of Tek84 Engineering Group, where he is de-
signing the next generation of body scanning technology.
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Suriyun Whitehead
For over 15 years, Mr. Whitehead has been involved in the 
force protection and aviation security domains, leading the 
delivery of solutions addressing a wide variety of technical 
and programmatic challenges.  Mr. Whitehead is developing 
program initiatives for the Transportation Security Admin-
istration Of ice of Security Capabilities in the areas of: ven-
dor-neutral airports, standardized integration and user in-
terfaces for screening technology, third party development of 

automated threat detection and recognition algorithms and screening perfor-
mance validation. He also supported the Department of Homeland Security 
Science and Technology Directorate, Explosives Division where he enabled 
the DHS objective to supplement the capabilities and capacities of aviation 
security vendors, driving the development of the Digital Imaging and Commu-
nication for Security (DICOS) standard, expanding the marketplace of screen-
ing capabilities, and strengthening the detection of an increased population of 
homemade explosives. Mr. Whitehead was a staff lead systems engineer with 
the Boeing Company providing service through PhantomWorks, Homeland 
Security and Services, and Mission Systems.  
He was responsible for the design and deployment of scalable multi-tiered 
solutions for security command and control, asset visualization and threat as-
sessment services for US Department of Defense, US Department of State, and 
private sector commercial customers.

Jan Steven van Wingerden
Jan Steven van Wingerden is CEO of OD Security. Jan Steven has gained man-
agement experience from the aircraft, graphic art, medical, and security in-
dustries. OD Security specialises in security applications for body scanning. 
OD Security was founded in 1960 as a subsidiary of the famous company Old 
Delft, for the development and manufacturing of Thorax scanning based on 
X-ray. As one of the irst Dutch companies who specialised in the X-ray appli-
cation, OD Security developed the Odelca, the irst machine used for popula-
tion screening to detect tuberculosis. Based on the knowledge of population 
screening, OD Security started to develop a scanner for security purposes. The 
irst scanner was introduced to the market in 2005. OD Security is now ser-

vicing a numbers of body scanners installed worldwide. The main objective 
for OD Security is to constantly improve the technology and always look for 
better solutions through the sophisticated use of high tech features.
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12. Appendix: Questionnaire

Attendees were asked to ill out a questionnaire providing feedback on the 
workshop.  The questions are listed below; the answers appear in the next 
section. Responses are grouped by question and then by person; the irst re-
spondent is response A for each question, the second respondent is B, and so 
on.

1. What is your relationship to ALERT?
2. Do technologies need to be developed for fusing with existing systems 

(for example with CT-based baggage or MMW passenger screening)?
3. Which technologies discussed during this workshop show promise for 

fusing with existing systems and why should they be deployed?
4. What promising emerging technologies were not discussed at the 

workshop for fusing with existing technologies?
5. What should be done to expedite the deployment of emerging 

technologies?
6. How can third parties (that is, not the incumbent vendors) be involved in 

the development of equipment that can be fused with existing systems?
7. What did you like and dislike about this workshop?
8. Do you have recommendations for future workshop topics?
9. What would you like to see changed for future workshops?
10. What other comments do you have?
11. How satis ied are you with the format of the ADSA workshops?
12. How satis ied were you with the topics and focus of the ADSA14 

presentations and discussion? 
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13. Appendix: Questionnaire Responses

Question 1: What is your relationship to ALERT?

A. Government Representative

B. National Lab Representative

C. Industry Representative (Security Vendor)

D. Industry Representative (Security Vendor)

E. Industry Representative (Security Vendor)

F. Industry Representative (Security Vendor)

G. Industry Representative (Security Vendor)

H. Academia

I. Government Representative

J. Government Representative

K. Industry Representative (Security Vendor)

L. Industry Representative (Security Vendor)

M. Industry Representative (Security Vendor)

N. Academia

O. National Lab Representative

P. Industry Representative (Security Vendor)

Q. Academia

R. Government Representative

S. National Lab Representative

T. Academia

U. Government Representative

V. National Lab Representative

W. National Lab Representative
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X. Industry Representative (Non-Security Vendor)

Y. Government Representative

Z. Industry Representative (Security Vendor)

AA. Academia

AB. Industry Representative (Security Vendor)

AC. Academia

AD. Government Representative

AE. Industry Representative (Security Vendor)

AF. Industry Representative (Security Vendor)

AG. Industry Representative (Security Vendor)

AH. Industry Representative (Non-Security Vendor)

AI. Industry Representative (Non-Security Vendor)

AJ. Industry Representative (Security Vendor)

AK. Industry Representative (Security Vendor)

AL. Industry Representative (Security Vendor)

AM. Industry Representative (Non-Security Vendor)

AN. Industry Representative (Security Vendor)

AO. ALERT Team Member

AP. Government Representative

AQ. Industry Representative (Security Vendor)

AR. Industry Representative (Security Vendor)

AS. Industry Representative (Security Vendor)

AT. Industry Representative (Security Vendor)

AU. Industry Representative (Security Vendor)

AV. Academia
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AW. Industry Representative (Security Vendor)

Question 2: Do technologies need to be developed for fusing with 
existing systems (for example with CT-based baggage or MMW 
passenger screening)?

A. No response

B. No response

C. Yes.

D. Yes. Without something, we can only postulate about how fusion 
might work. Why limit ourselves?

E. Yes. There is no silver bullet technology that can adequately cover all 
the security screening needs.

F. I don’t think that the case has been made strongly enough that we 
really are TECHNOLOGY limited in the Aviation Transportation sector.

G. Yes.

H. No response

I. No response

J. No response

K. Yes.

L. They are discrete components now that have their particular strengths 
and weaknesses. The hard part is integrating those components and 
knowing when to rely more heavily on which ones.

M. Yes.

N. No response

O. No response

P. No response

Q. No response

R. No response
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S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. Where it makes sense but it should not be a blanket requirement.

AA.  No response

AB. No response

AC. No response

AD. No response

AE. Yes, but it’s not obvious what some of those technologies should be.

AF. Yes, fusing technologies might improve existing systems performance.

AG. Yes, I believe the best solution for obtaining high probability of detec-
tion is through fused technologies.

AH. Yes!

AI. Yes.

AJ. Yes.

AK. Yes. 

AL. Yes. As do methods for evaluating true ef iciency from a security and 
operational manner.

AM. No response

AN. I do not believe as strongly in the example given. I do believe in Few 
View systems fused with specialized analysis (i.e. trace, IR, etc.).

AO. No response
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AP. No response

AQ. Yes. 

AR. Yes. Data fusion is critical for increasing throughput.

AS. No response

AT. Fusing should not be the goal but connecting systems can have a great 
added value.

AU. Yes. 

AV. No response

AW. Yes. 

Question 3: Which technologies discussed during this workshop 
show promise for fusing with existing systems and why should 
they be deployed?

A. No response

B. No response

C. Diffraction based scanners need to be fused with CT scanners. Body 
scanners with ATR can be used to provide an ROI for non-eye-safe la-
ser material ID systems.

D. The smaller (in scope) the better. Fusing little pieces must be easier 
than fusing monolithic systems.

E. Spectral imaging technologies that might enable identi ication of ex-
plosive threats that only appear as anomalies on existing AIT systems.

F. No response

G. XRD is the one that I think shows the most promise. CT-XRD systems 
are already deployed outside the U.S. and they have shown a dramatic 
reduction of the false alarm rate at higher detection standards than 
the ones currently deployed in the U.S.

H. No response

I. No response
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J. No response

K. Integrated Trace and X-Ray luggage, People identi ication and track-
ing, Biometrics, Wide Band MMW, Dielectric Constant measurements 
complimentary to MMW, Scanning X-Ray sources, Scatter based mate-
rial identi ication.

L. CT, mmw, video analytics, stand-off.

M. X-ray diffraction systems deployed in conjunction with upstream AT 
or CT systems.

N. No response

O. No response

P. No response

Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. Connecting passengers screening with their bag scanning may have 
value in identifying patterns.

AA. No response

AB. No response

AC. No response

AD. No response

AE. Not sure any of the particular technologies discussed during this 
workshop are far enough along to be considered for fusing with exist-
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ing systems at the checkpoint.

AF. X-ray diffraction.

AG. MMW stand-off detection should be fused with stand-off chemical 
trace detection so that the security operator can not only detect that 
there is chemical trace in the area but also know who/what has the 
trace component.

AH. Most promising technology was Automatic Object Classi ication for 
2D X-Ray and 3D CT by Toby Breckon of Durham University that could 
be deployed with TSA’s 2D X-Ray used in current checkpoint. Could 
substantially increase effectiveness and speed of current screening for 
sharps and irearms.

AI. Phase-contrast imaging.

AJ. Near real-time standoff IR imaging.

AK. No response

AL. Checkpoint CT. Multiple modes of inspection mesh well with RBS 
that is halfway to being accepted as a means of focusing effort where 
threats are most likely to be.

AM. No response

AN. Few view systems directing suspected threats to specialized analysis 
for con irmation.

AO. No response

AP. No response

AQ. XRD. Because it combined with CT device can offer better explosive 
detection capability than CT only.

AR. Non-rotation CT shows promise, assuming system cost and MTBF can 
both be brought down to practical levels.

AS. No response

AT. Don’t know. Maybe body scanners can be connected with pro iling 
systems.

AU. No response 
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AV. No response

AW. No response 

Question 4: What promising emerging technologies were not dis-
cussed at the workshop for fusing with existing technologies?

A. No response

B. No response

C. No response

D. X-ray diffraction; Dogs (OK - they aren’t emerging, but how do we fuse 
them?).

E. Passive spectral imaging.

F. Synthetic Aperture Developments.

G. None that I think of.

H. No response

I. No response

J. No response

K. No response

L. No response

M. More discussion in combining security information with big data ven-
dors. Internet of Things (IoT) is currently attracting signi icant inter-
est and investment from commercial vendors. X-ray detection systems 
can be considered as an extension or part of IoT and should be able to 
leverage emerging technology/capability in this area.

N. No response

O. No response

P. No response

Q. No response

R. No response
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S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. More discussion on standoff passenger screening.

AA. No response

AB. No response

AC. No response

AD. No response

AE. There is still a need for a reliable and non-obtrusive shoe scanner. 
Also, fusing biometric (whether it be facial, iris, or ingerprint) scan-
ning into the checkpoint would go a long way towards verifying when 
foreign nationals leave the US which is an important CBP issue, and 
not a TSA issue, but still within the DHS’s domain.

AF. No response

AG. MMW Stand-off detection was not discussed in detail. A very short 
presentation.

AH. Facial recognition.

AI. No response

AJ. Trace vapor sampling.

AK. No response

AL. Remote, contactless, malicious intent detection.

AM. No response

AN. Few View Systems.
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AO. No response

AP. No response

AQ. None.

AR. No response

AS. No response

AT. Don’t know. 

AU. No response

AV. No response

AW. No response

Question 5: What should be done to expedite the deployment of 
emerging technologies?

A. No response

B. No response

C. Create certi ication requirements for performance results from fused 
systems. Vendors will work to overcome the challenges from there.

D. Better opportunities for quick-look ield assessment.

E. Fund demonstrations to promote discussion between industry and 
government.

F. I do not see anything that is ready enough to improve our systems 
while still complying with what TSA and the public want.

G. TSA needs to ind a way to accelerate operational testing for lower 
TRL technologies. Current mind set is too risk-averse to allow for any 
real improvement. It is not a case that most of the recent advancement 
in EDS technology are currently being deployed outside the U.S.

H. No response

I. No response

J. No response
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K. Better funding. Support industry to invest in riskier emerging technol-
ogies. Academy can’t do it due to security constrains.

L. This is one of the problems that surely needs addressing. Deployment 
involves research, development, testing, marketing, and support. Ven-
dors would be more eager to participate if there was a clear incentive 
and if the hurdles to achieving the goal were surmountable. Although 
we have heard how the TSA is eager to partner with vendors and ease 
the way to success for both, the reality is quite different. There is very 
little motivation to improve existing systems or to invest in new ap-
proaches. Even a modest improvement could take years to go through 
the frustrating regulatory process. And if the certi ication pass/fail 
has only a single tier, a grade of D is just as good as an A+. And vendors 
have been assured on the one hand that there is money for develop-
ment, and on the other hand they are told that the TSA is not buying 
anything new. Very confusing and frustrating. It is hard to come up 
with a strategy in such an uncertain environment.

M. Change the business model. All X-ray equipment should be leased. The 
vendors should be paid per bag. This would guarantee future revenue, 
drive signi icant investment in the market and attract the attention of 
established leasing companies that operate on much larger scales to 
the aviation security industry.

N. No response

O. No response

P. No response

Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response
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Z. Provide a simpli ied early stage vetting process for new technologies 
with low TRL and provide a stage gate process to evaluate progress 
toward predetermined requirements.

AA. No response

AB. No response

AC. No response

AD. No response

AE. Shorten the Test & Evaluation cycles. TSA’s upcoming Innovation Lane 
initiative could also be very helpful towards getting new technologies 
deployed faster.

AF. No response

AG. DHS should create more SBIR or other forms of development funding 
to expedite emerging technologies’ TRLs.

AH. TSA provide platform for rapid testing in operational environment. 
TSA/vendors provide access to uncompressed stream of commerce 
images from currently deployed screening equipment to vendors who 
can develop algorithms. It was amazing what Toby Breckon’s team 
had done with old, compressed images.

AI. Lobby congress.

AJ. No response

AK. Realistic performance evaluations and risk acceptance.

AL. Allow, promote, and assist in funding of local testing of technologies 
and ConOps by vendors and airports, on targets (pax, bags, etc) that 
have already been processed by security. More play, more often, less 
structured, less dif icult to obtain.

AM. No response

AN. Allow more access to the testing facilities. Eliminate big companies 
manipulating the spec. Establish a 7-10 year grace period for govern-
ment employees directly involved in testing/certi ication from transi-
tioning directly to big companies.

AO. No response
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AP. No response

AQ. Take some airports as “sand boxes” after lab veri ication.

AR. Faster certi ication process.

AS. No response

AT. Reducing bureaucracy.

AU. No response

AV. No response

AW. Test-beds and trials to provide information to users, developers, and 
sponsors on what functionality emerging technologies can provide 
and how they can be used. It’s a learning process all round.

Question 6: How can third parties (that is, not the incumbent ven-
dors) be involved in the development of equipment that can be 
fused with existing systems?

A. No response

B. No response

C. Help with algorithm development. Help design testing that explores 
the limits of capability.

D. More openness on their part to discuss what they REALLY do. 3rd par-
ties have a tendency to oversell and under deliver. If they’re so good, 
why won’t they expose what they really want? Why is this problem 
always foisted on the existing vendors?

E. I am not sure.

F. I am not sure. Acquisition is the way that it has historically happened.

G. It depends on what they provide. It is my opinion that the role of the 
government is to set requirements and provide an environment where 
business relationships are encouraged and market driven. In this way, 
incumbents will be incentivized to work with third party vendors that 
have solutions that work and can be integrated with their equipment.

H. No response
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I. No response

J. No response

K. By becoming subs to the incumbents. The incumbents know their 
technology needs and will engage third parties if it is supported by 
the government and the government should underwrite the risks.

L. No response

M. Make the market compelling (see answer to Q6), thus driving invest-
ment and interest. Abstract the data and publish standard test data 
sets to establish independent performance characteristics for new 
vendors, technology and algorithms.

N. No response

O. No response

P. No response

Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. A series of interface control documents need to be created that pro-
vide process interfaces that allow integration.

AA. No response

AB. No response

AC. No response

AD. No response
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AE. Third parties can reach out to incumbent vendors to gauge vendors in-
terests in incorporating their technology. Conversely, OEMs can reach 
out to third party technology suppliers that present on their technol-
ogies in these types of ADSA workshops, and explore the merits of 
involving them in the development of next generation equipment. In-
evitably, funding is required by both the third party and the OEM, to 
incorporate new technologies, and the DHS plays an important role in 
this via their BAA funding initiatives.

AF. No response

AG. By creating partner programs with the incumbents that is funded in 
some part by DHS.

AH. They can establish business relationships with incumbent vendors on 
their own. TSA doesn’t stop that from happening today.

AI. Need active government involvement.

AJ. No response

AK. As subcontractors.

AL. Not sure what is meant by the question. In general, testing, evaluation, 
and ConOp development should become less rigid.

AM. No response

AN. Networking and baggage handling.

AO. No response

AP. No response

AQ. Make some common standards for the hardware/software interfaces.

AR. No response

AS. No response

AT. Pilot projects.

AU. No response

AV. No response

AW. No response
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Question 7: What did you like and dislike about this workshop?

A. No response

B. No response

C. I liked the discussion. I disliked the lack of emphasis on fusing tech-
nologies, the supposed subject of the workshop. Most people present-
ed their standard product/research advertisements.

D. As always - discussion and hallway stuff is best. It was pretty well-bal-
anced, but a little more break/discussion time would be better.

E. Liked the format and free low of discussion. Felt there was not enough 
presentation of emerging technologies.

F. There was a feeling of defocus given the speakers’ various back-
grounds and such. Some speakers were not as prepared and informa-
tive as others.

G. I liked the topics and I liked the greater participation by the TSA.

H. No response

I. No response

J. No response

K. I liked good (record) attendance from the TSA. I didn’t like when pre-
senters ignored the requirements for the broad overview of the con-
tribution of their technology to the main goal of increased security. 
For example, presentation on Phase Contrast X-Ray imaging. Nobody 
has ever explained why it would work in a clattered bag and how it 
would improve detection or false alarm even if it did. And there were a 
few presentations where presenters didn’t talk about the big picture.

L. Many excellent presentations. A few disappointments: Some of the 
representatives of the TSA were not at the decision-making level and 
what they had to say may have no bearing on the actual current policy, 
reality, or trends. Some presentations were like a movie trailer which 
can motivate people to go further and see the movie which turns out 
to be less than expected.

M. More breaks are needed to network. The presentations and papers 
are interesting and valuable however the opportunities to network 
equally so. Perhaps too many topic areas (which then drives the need 
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for more presentations and less time to network).

N. No response

O. No response

P. No response

Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. Interaction and feedback is excellent. The workshop environment is 
works well. The workshop is well organized. I would like to see great-
er participation from the government side including a wider exposure 
to DHS outside of just TSA.

AA. No response

AB. No response

AC. No response

AD. No response

AE. I’ve attended several ADSA workshops over the last 3-4 years, and this 
one had the most DHS, TSA, and TSL participants. 18 of the 150 par-
ticipants were DHS related and I look forward to future ADSAs that 
will have this many, or more DHS participants. The ability to obtain 
real-time feedback from our ultimate TSA customer, and the opportu-
nities for side-bar discussions with them are what I liked most about 
this workshop.

AF. Like: Topics discussed, organization.
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AG. I liked the participation of DHS/TSA personnel. I disliked the uncom-
fortable chairs, my back is still sore. :)

AH. Like: Mix of gov’t / academic / industry presentations. Dislike: Time 
mismanagement led to rushing through some of the talks with mini-
mal time for questions. Not fair to presenter or audience.

AI. No response

AJ. No response

AK. Excellent forum for discussion, both in the meeting and on sidelines.

AL. Liked: Some of the discussions around the issue of technology devel-
opment. Didn’t like: That most presentations did not have much to do 
with checkpoint integration and data fusion.

AM. No response

AN. Liked most discussions.

AO. No response

AP. No response

AQ. A few talks only show very preliminary results with no innovations 
at all.

AR. No response

AS. No response

AT. First time I participated and was encouraged by the attendees. Good 
quality of speakers and participants.

AU. No response

AV. No response

AW. There was a good variety of talks and a good range of attendees - gov-
ernment, user, industry & academia. Audience thinned out quite a lot 
on the second day, which reduced the value and level of discussion.
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Question 8: Do you have recommendations for future workshop 
topics?

A. No response

B. No response

C. This was an excellent topic. I wish it was emphasized more and the 
presenters took it seriously.

D. It would be interesting to have a session with a bunch of “facts” about 
the ield. Gather (perhaps by survey) some “everyone knows” state-
ments and then do a fact-check on them. For example, “Everyone 
knows that testing is the slow part of the process,” and “Everyone 
knows that Backscatter is safe,” and more. We do these piecemeal, but 
it would actually be quite useful to have a working list that is open 
for discussion. Then individual talks could generate out of that in the 
future.

E. Technologies for security outside check point stations (i.e. stadiums, 
subways or other public events).

F. No response

G. Integration and open architectures.

H. No response

I. No response

J. No response

K. No response

L. No response

M. Big Data. IoT applied to aviation equipment and linking to Big Data 
algorithms. Data abstraction to establish independent vendor per-
formance. Funding models. SME perspective to entering and working 
within the aviation security arena.

N. No response

O. No response

P. No response
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Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. Standoff passenger screening requirements and solutions.

AA. No response

AB. No response

AC. No response

AD. No response

AE. I agree with the notion that it’s important to stay focused on aviation 
and airport security topics in order to keep this ADSA community to-
gether.

AF. CT technology limitations, possible improvements.

AG. Yes. Fused system technology efforts to date and what techs should be 
fused that make sense.

AH. No response

AI. No response

AJ. No response

AK. Realistic risk/bene it approaches to security.

AL. The role of operators in RBS. Exploring the concept, and examples, 
of multi-level skill sets among operators. Certi ication of OSARP and 
automated OSARP concepts.
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AM. No response

AN. More TSA/TSL seminars and scheduled each morning.

AO. No response

AP. No response

AQ. Methods to reduce false alarm rates for EDS devices.

AR. No response

AS. No response

AT. Not yet. 

AU. No response

AV. No response

AW. Screening at speed (including discussion of non-aviation topics).

Question 9: What would you like to see changed for future work-
shops?

A. No response

B. No response

C. No response

D. A few one-page talks. By that, I mean, talks with ONE (not too clut-
tered) slide showing a result with 3 minutes of presentation and 10 
minutes of discussion.

E. I’d like to see a greater mix of existing and emerging technologies be-
ing discussed.

F. A different venue. ADSA has outgrown that room it seems. A good 
problem to have.

G. I like the current format.

H. No response

I. No response
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J. No response

K. More presence of the DHS S&T beyond Laura Parker. More conversa-
tions regarding their roadmap. Same for TSA.

L. No response

M. Fewer topic areas. Fewer presentations. More networking sessions. 
More relaxed agenda.

N. No response

O. No response

P. No response

Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. More comfortable chairs. :-) T he rest is great!

AA. No response

AB. No response

AC. No response

AD. No response

AE. I agree with the notion that it’s important to stay focused on aviation 
and airport security topics in order to keep this ADSA community to-
gether.

AF. CT technology limitations, possible improvements.
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AG. Better, broadband Wi-Fi. 

AH. Make reasonable time schedule and maintain it. Provide time at the 
end of day for further dives into topics rather than make it up by 
shortening time planned by presenters.

AI. No response

AJ. No response

AK. No response

AL. More regulator presentation on upcoming bizops.

AM. No response

AN. Lower the A/C.

AO. No response

AP. No response

AQ. None.

AR. No response

AS. No response

AT. No recommendations.

AU. No response

AV. No response

AW. No response

Question 10: What other comments do you have?

A. No response

B. No response

C. No response

D. Good job, as usual!

E. Carl does a tremendous job with organizing and running this work-
shop.
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F. No response

G. No response

H. No response

I. No response

J. No response

K. No response

L. No response

M. Very interesting information. A very welcome opportunity to under-
stand the regulator perspective. This should be further encouraged.

N. No response

O. No response

P. No response

Q. No response

R. No response

S. No response

T. No response

U. No response

V. No response

W. No response

X. No response

Y. No response

Z. This was my irst exposure to the workshop and I found it very inter-
esting. I would look for ways to include a wider audience from indus-
try perhaps by wider exposure of the workshop through advertising.

AA. No response

AB. No response
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AC. No response

AD. No response

AE. I would like to see the speaker presentations posted in a timelier man-
ner. Perhaps within 2-3 weeks of the conclusion of the workshop, in-
stead of having to wait 2-3 months.

AF. No response

AG. None.

AH. No response

AI. No response

AJ. No response

AK. No response

AL. None.

AM. No response

AN. No response

AO. No response

AP. No response

AQ. None.

AR. No response

AS. No response

AT. None. 

AU. No response

AV. No response

AW. This was my irst ADSA and I found it a very valuable event. Thanks to 
all who organized and sponsored it.
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Question 11: How satisfi ed are you with the format of the ADSA 
workshops?

A. Neither Satis ied nor Dissatis ied

B. Satis ied

C. Neither Satis ied nor Dissatis ied

D. Satis ied. Having students at least observe would be nice. 

E. Satis ied

F. Satis ied

G. Very Satis ied. Good forum to have open discussions with people in 
your same ield and an opportunity to network with people from oth-
er ields that may have solutions to your problems.

H. Satis ied

I. Very Satis ied

J. Satis ied

K. Satis ied

L. Satis ied. Keeping things moving is hard. Some presentations needed 
more Q&A time.

M. Satis ied. Fewer topics and presentations. More breaks to promote 
networking.

N. Satis ied

O. Very Satis ied

P. No response

Q. Satis ied

R. Very Satis ied

S. Very Satis ied

T. Very Satis ied

U. Satis ied
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V. Satis ied. The workshop was great. Some additional breaks would be 
nice to allow more time for networking with other participants.

W. Satis ied 

X. No response

Y. Very Satis ied

Z. Very Satis ied

AA. Very Satis ied

AB. No response

AC. Very Satis ied

AD. Satis ied

AE. Satis ied. I think the format is ine. There is ample opportunity to net-
work with participants at the designated break times.

AF. Satis ied

AG. Very Satis ied. I think the format is just right, topics are being grouped 
together that are similar.

AH. Very Satis ied

AI. Satis ied

AJ. No response 

AK. Very Satis ied

AL. Satis ied

AM. No response

AN. Satis ied

AO. Satis ied

AP. Very Satis ied

AQ. Satis ied

AR. Satis ied



Final Report
May 2016 Workshop

Advanced Development
for Security Applications

71

AS. No response

AT. Very Satis ied

AU. No response

AV. Satis ied

AW. Satis ied

Question 12: How satisfi ed were you with the topics and focus of 
the ADSA14 presentations and discussion? 

A. No response

B. Satis ied. Please hold the meeting in a different room with different 
chairs. Those chairs were brutal to sit in. 

C. Dissatis ied

D. Satis ied

E. Neither Satis ied nor Dissatis ied. I would be happier if a broader 
range of technologies was being covered.

F. Neither Satis ied nor Dissatis ied

G. Very Satis ied

H. Satis ied

I. Satis ied

J. Satis ied

K. Satis ied

L. No response

M. Neither Satis ied nor Dissatis ied

N. Neither Satis ied nor Dissatis ied

O. Very Satis ied

P. No response
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Q. Satis ied

R. Very Satis ied

S. Very Satis ied

T. Very Satis ied

U. Satis ied

V. Satis ied. The topics and discussion were very interesting, although 
the stated topic of “data fusion” wasn’t as thoroughly discussed as the 
title might imply.

W. Satis ied 

X. No response

Y. Very Satis ied

Z. Satis ied

AA. Satis ied. Useful knowledge was presented on explosives detection 
and I learned about the hot problems at the checkpoints. I few very 
useful presentation in tracking and weapons detection and identi ica-
tion. I like the format of ADSA and the dedication of the participants 
and the ALERT members. I would be honored if I could continue to 
contribute to ADSA toward weapons/parts detection and threat as-
sessment posed by them at Check Points and soft targets.

AB. No response

AC. Very Satis ied

AD. Satis ied

AE. Satis ied

AF. Satis ied

AG. Satis ied

AH. Very Satis ied

AI. Neither Satis ied nor Dissatis ied

AJ. No response 
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AK. Very Satis ied

AL. Satis ied

AM. No response

AN. Very Satis ied

AO. Very Satis ied

AP. Very Satis ied

AQ. Very Satis ied

AR. Satis ied

AS. No response

AT. Very Satis ied

AU. No response

AV. Satis ied

AW. Satis ied



Advanced Development
for Security Applications

Final Report
May 2016 Workshop

74

14. Appendix: Acronyms

TERM DEFINITION
2D Two dimensional
3D Three dimensional
ACI Airports Council International
ACC Airports Consultants Council
AD-102 Acquisition Management Directive 102.  Also referred to MD-

102 at TSA. http://www.dhs.gov/sites/default/ iles/publica-
tions/102-01_Acquisition_Management_Directive_Rev02.pdf

ADSA Advanced Development for Security Applications (name of 
workshops at ALERT)

ADSA01 First ADSA workshop held in April 2009 on the check-point ap-
plication

ADSA02 Second ADSA workshop held in October 2009 on the grand chal-
lenge for CT segmentation

ADSA03 Third ADSA workshop held in April 2010 on AIT

ADSA04 Fourth ADSA workshop held in October 2010 on advanced re-
construction algorithms for CT-based scanners

ADSA05 Fifth ADSA workshop held in May 2011 on fusing orthogonal 
technologies

ADSA06 Sixth ADSA workshop held in November 2011 on the develop-
ment of fused explosive detection equipment with speci ic ap-
plication to advanced imaging technology

ADSA07 Seventh ADSA workshop held in May 2012 on reconstruction al-
gorithms for CT-based explosive detection equipment

ADSA08 Eighth ADSA workshop held in October 2012 on ATR algorithms
ADSA09 Ninth ADSA workshop held in October 2013 on new methods for 

explosive detection
ADSA10 Tenth ADSA workshop held in May 2014 on air cargo inspection
ADSA11 Eleventh ADSA workshop held in November 2014 on air cargo 

inspection
ADSA12 Twelfth ADSA workshop held in May 2015 on explosive detec-

tion at the checkpoint
ADSA13 Thirteenth ADSA workshop held in October 2015 on explosive 

detection at the checkpoint
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TERM DEFINITION
ADSA14 Fourteenth ADSA workshop held in May 2016 on developing 

and deploying technologies for fused systems
ADSA15 Fifteenth ADSA workshop to be held in November 2016 on next 

generation screening technologies and processes for the check-
point

AIT Advanced imaging technology. Technology for locating objects of 
interest on passengers. WBI is a deprecated synonym. 

ALARA As low as reasonably achievable
ALERT Awareness and Localization of Explosives-Related Threats, A De-

partment of Homeland Security Center of Excellence at NEU
AMU Atomic mass unit
APEX DHS name for projects of primary importance.  In this report, it 

refers to the APEX checkpoint program, which is also known as 
Screening at Speed (SaS)

API Application programming interface
ASTM American Society for Testing and Materials
AT Advanced Technology; a TSA term for X-ray equipment deployed 

at the checkpoint for screening cabin baggage and divested items
ATD Automated threat detection; a synonym of ATR
ATR Automated threat recognition; a synonym of ATD
AATR Adaptable ATR
BAA Broad agency announcement; a DHS and TSA term for a request 

for proposals
BDO Behavior detection of icer
BHS Baggage handling system
BLS Bottled liquid scanner
CAPPS Computer-assisted passenger prescreening system. https://

en.wikipedia.org/wiki/Computer-Assisted_Passenger_Pre-
screening_System

CAT Credential authentication technology
CASRA Center for Adaptive Security Research and Applications
CBP Customs and Border Protection of DHS. http://www.cbp.gov/
CBRA Checked baggage resolution area. Level 3 screening: Open the 

bag
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TERM DEFINITION
CERT Certi ication test performed by TSL for checked baggage sys-

tems (EDS)
CGUI Common graphical user interface
CPU Central processing unit
COE Center of Excellence; a DHS designation
CONOP Concept of operations
CREATE A DHS COE at the University of Southern California
CUDA A parallel computing platform and application programming in-

terface (API) model created by NVIDIA
CT Computed tomography
CTX A model of checked baggage scanner produced by Invision
CZT Cadmium zinc telluride. https://en.wikipedia.org/wiki/Cadmi-

um_zinc_telluride
DARMS Dynamic aviation risk-management system
DHS Department of Homeland Security
DHS S&T Science & Technology Directorate, DHS
DICOM Digital imaging and communications in medicine. A communica-

tion and image format standard for medical imaging equipment.
DICOS Digital imaging and communications for security; a standard 

for sharing data and results from transportation security equip-
ment

DNDO Domestic nuclear detection of ice of DHS
DT&E Developmental test and evaluation
ECAC European Civil Aviation Conference
EDS Explosive detection system; a TSA term for systems to detect ex-

plosives in checked baggage.
EMD Enhanced metal detector
ETD Explosive trace detection
ETP Explosives trace portal
EXD Explosive division of DHS/S&T
FA False alarm
FAR False alarm rate
FBI Federal Bureau of Investigations
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TERM DEFINITION
FOC Full operational capability
GAO Government Accountability Of ice
GUI Graphical user interface
HME Homemade explosive
HP Hydrogen peroxide
HVAC Heating, ventilation and air conditioning
HW Hardware
IATA International Air Transport Association
IED Improvised explosive device
IMS Ion mobility spectrometry
IOS Operating system used for mobile devices manufactured by Ap-

ple Inc.
IP Intellectual property
IPT Integrated product team
IR Infrared
IRD Interface requirements document
JPEG Joint photographic experts group
LiDAR Light Detection and Ranging. https://en.wikipedia.org/wiki/

Lidar
LLNL Lawrence Livermore National Laboratory
MDI Morpho Detection 
MMW Millimeter wave imaging
MRI Magnetic resonance imaging
MS Mass spectroscopy
NGA National Geospatial Intelligence Agency
NEMA National Electrical Manufacturers Association. http://www.

nema.org/
NEU Northeastern University
NMR Nuclear magnetic resonance
NQR Nuclear quadrupole resonance
OCR Optical character recognition 
OEM Original equipment manufacturer 
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TERM DEFINITION
OMB Of ice of Management and Budget
OS Operating system
OSARP On screen alarm resolution protocol/process
OSC Of ice of Security Capabilities, TSA
OSO Of ice of Security Operations, TSA
OSR On screen resolution
OT&E Operational test and evaluation
OTAP Open Threat Assessment Platform. A project conducted by San-

dia National Laboratory for TSA.
OUP Of ice of University Programs. http://www.dhs.gov/sci-

ence-and-technology/of ice-university-programs
PC Personal computer
PD Probability of detection
PFA Probability of false alarm
PI Principal investigator
PNR Passenger name record. https://en.wikipedia.org/wiki/Passen-

ger_name_record
PPV Positive predictive value
Pre-
check

A TSA program to increase the screening speed for certain pas-
sengers

QCL IR Quantum Cascade Laser Infrared
QR Quadrupole resonance
QUAL Quali ication test performed at the TSL to enable equipment to 

be listed on a quali ied products list
R&D Research and development
RBS Risk-based screening
RFI Request for information
RFP Request for proposal
RFST Random inite sets trackers
ROC Receiver operating characteristic. https://en.wikipedia.org/

wiki/Receiver_operating_characteristic
S&T Science and Technology Directorate, in DHS
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TERM DEFINITION
SaS Screening at speed
SME Subject matter expert
SBIR Small Business Innovation Research. https://www.sbir.gov/
SOAP Simple object access protocol. https://en.wikipedia.org/wiki/

SOAP
SOP Standard operating procedure
SPOT Screening of passengers by observation techniques
SSI Sensitive security information
STIP Security technology integrated program
T&E Test and evaluation
TBD To be determined
TCO Total cost of ownership
TDC Ticket and document checker
THz Tera-hertz inspection
TIP Threat Image Projection
Trace Synonym of ETD
TRL Technology readiness level. https://en.wikipedia.org/wiki/

Technology_readiness_level
TRS Tray return system
TSA Transportation security administration
TSIF TSA Systems Integration Facility. A TSA testing facility in Arling-

ton, VA
TSL Transportation Security Lab, Atlantic City, NJ
TSO Transportation security of icer; scanner operator
TSWG Technical Support Working Group
UI User interface
USB Universal serial bus
WTMD Walk-through metal detector
XBS X-ray back scatter
XRD X-ray diffraction
Zeff Effect atomic number
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15. Appendix: Minutes

The ADSA14 minutes were edited for purposes of clarity. All errors in the min-
utes are due to the editors of this report and not due to the speakers them-
selves.

15.1 Key

The following ields indicate the low of conversation as it took place during 
the question and answer portion of each presentation.

• Q:  Question
• C:  Comments from the Audience
• S:  S&T Statement
• TSA:  TSA Statement
• ALERT:  ALERT Statement
• A:  Presenter Answer

15.2 Day 1 Minutes: May 10, 2016

I. INTRODUCTION

Welcoming Remarks 

Speaker: Michael Silevitch (ALERT, Northeastern University)
Discussion of the evolution and impact of ADSA, including perspectives from 
NEU and S&T. 

Speaker: Laura Parker (DHS)
ADSA is a great way to do outreach and delivers on ROI.  More innovative ways 
we can move out.  Ways to engage the community at large.  And you are the 
community. Topics for consideration include soft targets, e.g., stadiums, shop-
ping malls.
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Presentation: Setting the Stage

Speaker: Carl Crawford
Discussion regarding the scope and challenge for aviation security and industry 
engagement.

Identifying and Addressing Competing Goals
ALERT:  There are competing goals for aviation security.  We want to do it 
all—cost, speed, time, effort, and passenger experience.  We want  it to be 
predictable.  It would be faster to remove security at the checkpoint.  There is 
no silver bullet.  Emerging technology cannot do it all either.  The solution is 
fusion.  Solved speci ic problems (e.g., BLS).  The challenge is how to specify, 
service, and purchase fused systems.

ALERT:  We could possibly change CONOPS.  Fusion is here (separate items, all 
participating in a system).  RBS, CONOPS.

ALERT:  Could XBS come back?  Removing the human from the loop.  Better 
behavior detection.

ALERT: How do we fuse?  This falls into category of voting.  Sensor A says X, 
and sensor B says Y.  How do we create a way of fusing so that the whole is 
more than the sum of the parts, where each element is getting information 
from the other elements to inform the result? What is the philosophy?

C:  That is an important point.  We can talk about how it needs to operate as a 
system.  TSA’s initiatives in system architecture speak to that—by integrating 
in a more seamless way.

Q:  How do you prospectively know that a fused system will be successful?

A:  Create a trust, so that regulators allow us to fuse. Right now, it is not al-
lowed.  Trust = con idence that the whole is better.  Also, it leads to con idence 
that the machines can be integrated in the ield.

Where Should We Focus and Where Are the Opportunities?
ALERT:  The last 5-6 major issues have been outside of the transportation area. 
For example, the incidents in Singapore, London, Boston, Paris, and Brussels. 
Should we be looking to what is next?  You have to look at the evidence and 
recognize that something different has occurred.

C:  This is a technical crowd.  We need to recognize the business behind it. If 
there is a technical solution, but the business is not there, then solutions will 
not be ielded.  OEMs already do it on their own.  Integrators need to interact 
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with the OEMs on an individual basis.  We want to explore this.

C:  The customer has not really developed the requirements for the fused sys-
tem.  TSA’s 5-year plan is still buying boxes.  RFPs and RFIs have to address the 
fused system and develop testbeds for that.

TSA:  TSA is working on this.  TSA will be releasing additional RFIs and BAAs 
beginning in the next few weeks and over the next few months.  TSA is the 
customer. We have started to de ine those requirements.  Fusion and system 
architecture are all part of that.

ALERT:  If you want a tangerine detector, are you prepared to disclose that 
you want a tangerine detector?  Are you prepared to say that openly?  People 
coming from other ields. Those who don’t have clearances.

C: We need to create a sustainable ecosystem.  Everyone rushes to a target and 
then you start again.

C: We tend to jump to fusion immediately.  System-of-systems.  We need to 
look at aggregation and correlation.

C: Ecosystem does exist in Europe.  Take technology within a regulatory 
framework and put it together (e.g., McDonald Humphries).

Topics for ADSA14

C:  Trade space of mass vs. detection.  How do false alarm levels change?

II. AVIATION CHECKPOINT OF THE FUTURE – GOVERNMENT 
PERSPECTIVE 

Presentation: APEX Screening at Speed Initiative (Aviation Checkpoint 
of the Future) 

Speaker: John Fortune
Screening at Speed is an opportunity to reach for the big ideas. Discussion of 
pre-check and pre-check-like screening for more persons to increase throughput 
and reduce risk to soft targets. Consideration of revamping what we consider 
the secure areas of the airports.
Recognition that a single incident will impact pre-check, and that a shifting 
landscape is challenging in the R&D environment.
“Checkpoint of the Future” is a speci ic footprint.  Screening at speed is a super-
set that includes a broader landscape:
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• Where do we start the holistic screening process (e.g., passenger ID, big data, 
improved passenger vetting, license plate readers)?  Curb to gate?

• How can we pattern and make RBS effective?
• How do we develop the Human Systems Interface?
• How are TSO’s talents best used?
• What is the future arch?  How do we as DHS consider what the end state is?
• How will perimeter security be used?
• We have great analytics – why is it all manually analyzed?
Thrusts:

• S&T:  Considering a prize completion for algorithm development 
• TSA:  Innovation task force -- forging partnerships with airports, airlines

C:  Throughput is something that tends to get lost.  Transit speed of the belt—
if it’s not keeping up with the speed of commerce, then it’s not it for the pur-
pose.  There are a lot of systems with low FAR that have low belt speed.  CON-
OPS is important (e.g., when, how, and the impact of stopping the belt).

S:  Incremental upgrades will not meet the highest objectives.

C:  Tell us more about the prize competition. Is the goal to come up with a 
dataset that can be shared?  We think we can get value out of this.

ALERT:  The portal is still there. There are challenges if you take the portal 
away. If you don’t go through a portal, you have to consider the CONOPS (e.g., 
crowd management) very carefully.  False alarms may result in backups.

A:  Yes.  Rate limiting factors.  But if we don’t invest that does not improve the 
passenger experience, then when technology is available…

ALERT:  You are looking at a passenger entering the check-in process.  There 
is a huge advantage in knowing about a person before they enter the airport 
(e.g., the minute you purchase a ticket, you are in the system).  There is a big 
opportunity to get information, sort, and prioritize.  It seems to be more im-
portant.

A:  I did not mean to omit it.  SecureFlight can be expanded.  Discussions are 
underway.  Social media is another data source, but privacy and policy needs 
to be considered as we move forward.

C:  What about the issue of Identity Path?  Can you really trust the information 
that people supply?
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A:  Yes, if you can validate the person with biometrics once they enter the 
airport.  We are challenged by our privacy restrictions (e.g., mining travel pat-
terns), so we will need to ind the right balance.  There is an opportunity there 
though. 

ALERT:  Is it easier to tap into social media, or to improve hardware?

A:  Where do you invest?  We can’t solve all of these problems simultaneously.  
How much do we want to invest or explore?

Q:  Many of us were part of Cambria, i.e. checkpoint CT.  Will this have multiple 
Cambria projects under it, or be more holistic?

A:  We have to build the components to get there—build the wall one brick at 
a time, but we can’t lose sight of the system goal.

Q:  Do you have an example of a perfect system?

A:  Israel. Expectations and policy are different. Policies may be very different 
in different places (e.g., privacy, implementation standards).

Q:  This is governed by federal regulations?

A:  There are federal privacy regulations. However, this is a complex space. 
Parts are controlled by the airport, and other parts are controlled by TSA.  
Starting context is different.  There are possibly pieces that can be plug and 
play.  

ALERT:  How do experts in video get funding?

A:  Prize competition, LR-BAA, Topic 12.4  on “systems architecture” provides 
a catch-all.  We are looking at other BAAs in the future, so come talk to us.  We 
are interested in hearing ideas.  We have laid out a framework without a lot of 
solutions.  We hope in 3 years to plug in solutions.

C:  At the recent Innovation summit in Menlo Park, Reggie Brothers stated that 
for innovators who are not previously funded, there is a fast track up to $400K 
– 1-2 months to get funded.

ALERT:  ALERT is very proactive about reaching out to industry as well.  We 
are not in initely resourced, but we are working with our customers to igure 
out which areas to go after more aggressively.



Final Report
May 2016 Workshop

Advanced Development
for Security Applications

85

Presentation: Functionality Needs in Transportation Security Systems

Speaker: Douglas MacIvor
Discussion of how to identify and ield useful capabilities.  TSA is shifting from 
an agency that makes COTS purchases to one that seeks out solutions. Testing is 
challenging, and the real boots on the ground environment is complex.  We all 
want better security at minimal, or no cost. Terrorism is chaotic, so even models 
to simplify the issue get complicated very quickly. We do not need an exhaustive 
analysis to make decisions.  There are some pretty clear opportunities for im-
provement.
We need networked counter measures that speak a language that can be un-
derstood by analytic engines. We have a feedback process – 5 years, advertising 
RFIs and RFPs.  We need to iterate designs more quickly.  SpaceX.  ID scanning 
machine have to operate in complex environments.  SpaceX 3-4 times to no ex-
plode.  Crash and burn, learn, and do it better the next time.
Discriminate threats from non-threats via shape recognition.  This wallet is not 
illed with a threat.

Q: Privacy protections.  No one wants the terrorist to win by us being over-
ly ambitious, such as naked body scanners violating everyone who comes 
through an airport. How can I do it without machine learning and naked body 
scans?  Is there a technology solution that can get that gain, down to the point 
of the scanner?  But I can still improve my algorithm over time.

Q:  If you have a shoe that looks like a shoe, it can’t be an IED?

A:  There are attributes.

Q:  For just that reason, shape is prohibited.  This is a major policy change that 
you are advocating.

A:  Convey informative context for the operator.  Devices can provide informa-
tion that they don’t currently provide.  That sort of fusion and data analytics 
would be immensely useful to the ield.

Q:  If we want to ield a new idea, we go to TSA. TSA tells us that they do not 
have a way to test since there is not a requirement, and this has not changed 
in the past 2 years, so we have to go overseas for a more receptive audience.

A:  I think requirement is a bad word. They pre-suppose you know what you 
want. It is a “chicken and the egg” situation. We have to be open to things we 
have not seen before and see where it leads (e.g., advanced technology dem-
onstrators), and work within the existing regulatory and legal process that is 
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mandated by Congress. That is the process that I hope we can get to within the 
2 year cycle. Urgent operational need is a way to get something to the ield.  I 
do not want to say “We do not have to test it.”  Create a prototype and iterate 
on it to improve it. No one has a nationwide solution.  It is too big of a job. You 
have to put together a common language and tackle it one piece at a time. I 
would like to be satis ied by incremental improvements in one area.

Q: We do not have the same agility that Israel has. Is it true that we have to 
have the same tech in every lane, or can we have different stuff at different 
airports, based on the risk that you perceive?

A:  Demographics are different in different airports (e.g., golf clubs are com-
mon in Florida; ish in Alaska). We can use this to ine-tune data fusion. Until 
we can get out there and show that it works, we can’t.

C:  But that takes requirements?

A:  But I don’t know what requirements to write.  Should I make them 95%, 
50%, or 25%?

C:  We get caught up on requirements.  There is not enough discussion about 
CONOPS.  We do not know how we will use it. It is paralyzing the industry. For 
lower TRL (less than 8 or 9), we should just go out and try it, get feedback, and 
then re ine it.

A:  The resolution methods have more value.  Hand held wands do not give me 
con idence to call the SWAT team. That is just one.  Pat-downs take time and 
occupy staff, driving up life cycle costs.

Presentation: TSA Perspectives -  Q&A 

Speaker: Frank Cartwright
Discussion of TSA’s move to more lexible solutions and the challenges of tradi-
tional procurement, and a presentation of a long list of initiatives. Recognition 
that detection requirements have an operational impact, and the need to har-
monize.
Continued evolution in the adversary threat landscape. TSA is driving to be more 
effective, adaptive, and lexible; more proactive, not just reactive.
Discussion of biometrics:  ingerprints, and irises later. Pre-check has provided a 
database of ingerprints on ile. There is a desire for portability, and non-contact 
technologies.
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TSA is building a system-of-systems view and characterizing the inputs (e.g., 
luggage will meet multiple devices as it travels through the checkpoint).  

C:  With higher passenger numbers coming, is the agency moving from low 
to no hand luggage, to enable the system to work across a larger number of 
passengers?

A:  No. Unless policy changes, this is imposed by the airlines. We will see car-
ry-on littered by clutter, and complex electronics for the foreseeable future.

ALERT:  What about backscatter X-ray – can it come back?

A:  There has been a irestorm in the media.  It has been proven safe.  It is going 
to be based on performance. I do not see why it would not be available for our 
use.

S.  I lew Frontier – they charged more for overhead cabin baggage than 
checked baggage.  This could change what the checkpoint looks like.  We need 
to be aware of this disruptive factor and switch the demographics again.

C:  I do not see RBS.

A:  I just ran out of time.

TSA:  I want to make sure the pre-vetting is worth something.

A:  How do we stretch the checkpoint so that it’s not just within the tight foot-
print? Is CAT one approach to vetting outside of the checkpoint?

Q:  Is integrated and modularized different than fused?

A:  Integration irst, understand, then move to fusion.  Right now, it is boxes 
in the ield, loosely coupled through process.  Before we jump, we need to 
connect stuff.

C:  This is great.  Technology roadmap. One layer down that OSC has done. It 
would be helpful to spell out the timeline for each of the boxes.

A:  We have a landscape and are working on that right now.    

TSA:  How can you help?  Participate in the prize competition and targeted 
BAAs.  Participate in the innovation lanes, and next-gen X-ray BAAs coming 
out.  A draft will be out and spell it all out.
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III. TANGERINE DETECTION

Presentation: How to Say That We Need a Tangerine Detector?

Speaker: Matthew Merzbacher
Discussion of how to engage research without creating security violations. Tan-
gerines are a metaphor for explosives. Full explanations are not feasible, howev-
er, progress can be made and new expertise can be built. Integration is a whole 
series of steps. Contributions at each level serve to improve solutions when the 
problem can be decomposed.

TSA:  You have your peeler, and your seeder, and they do not integrate.  Who 
do you blame?

A:  We blame the testers.  Loose coupling is the only way you will get prog-
ress.  Tight coupling will deliver better performance, but it’s really hard.  The 
more open you keep your interfaces, the more likely that you will pay a perfor-
mance penalty.  It works for most borders.  Open, lexible, and pay. One of the 
reasons that the checkpoint is an interesting use case, is that it becomes much 
harder to spot your gaps.

C:  And add in checked bags…

A:  Checked bags, personal screening, and carry-on.  It’s there in DICOS – loose 
fusion.

C:  There was a report from the informal press that showed how to defeat a 
Rapiscan backscatter scanner. I was initially horri ied, but this highlights the 
challenge of openness vs. “closed-ness” in research within sensitive domains.  
If it is getting out anyway, then openness could help improve the technology.

A:  Tangerines.  We are open, more secure, etc….Everyone knew about vulner-
ability and no one did anything about it. It was a gap in the application of the 
technology – i.e. between the technology and the human operator, but not a 
law in the technology itself.

C:  You can be open and still limit the community who you share with.

C:  The most secure encryption algorithms were through world-wide compe-
tition.

Q:  What makes a system-of-system more challenging?

A:  Ownership.  Everyone will think it’s someone else.  Miscommunication, 
misunderstanding.  Testing becomes a complete debacle.  Are we going to test 
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everything to ensure that all interfaces work?  Automated testing is a must 
and we are in our infancy.

C:  The gaming slide was interesting.  “Airport Scanner” is an app mimicking 
the TSA checkpoint.  More interesting is looking at TSO. Extract metrics. Use 
that phenomena.

A:  There was an app from University College, University of London called 
“Hero Quest,” where the player drives a boat around and goes through rings.  
The player inputs their gender and age.  The app is feeding back information 
to dementia researchers.

C:  That whole area of gamifying is interesting. You can replay edge event sce-
narios and pick statistically relevant data out of that.

IV. EMERGING X-RAY METHODS

Presentation: Enhanced Detection of Weapons and Explosives Through 
X-Ray Phase-Contrast and Dark-Field Imaging

Speaker: Alessandro Olivo
Discussion of exploiting Phase Distortion Effects and delivering detail enhance-
ment. The advantage over diffraction is that all waves are subject to refraction; 
refraction survives under relaxed coherence conditions. The projected source 
size remains less than the pitch, and therefore blurring does not occur.

Q:  Can you explain how the 3 images are formed?  Does it have to do with the 
mask alignment?

A:  Yes.  Extract area, full width, half max, center.  We display the pre-sample 
mask in 3 points, and do so in a single scan. We use an asymmetric pre-sample 
mask. Trade off number of pixel columns for the number of images that you 
need.

Q:  What is your processing time?

A:  40 seconds. If you have multiple slits, divide.

Q:  What is the potential for fusing diffraction and CT?  Can you integrate with 
CT?  How does this bene it the process?

A:  You get 3 images that relate to different aspects.  They are complemen-
tary.  The main bene it is orthogonality – not priors, e.g., Phase, Dark Field 
(microscoping homogeneity).  
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Q:  You have looked at thin objects.  Have you looked at thicker objects?  You 
might see too many objects.

A: Every overlapping object will give you signal at the edge.  You have to have 
some degree of image interpretation. Can that be worse than less?  Maybe.

Q:  How much work has looked at post-processing of signal?

A:  Zero.  The objective was to meet the time constraints as a secondary scan-
ner.

Q:  Have you considered using the same technique, but with conventional 
equipment?  E.g., X-ray with a mm focal spot.

A:  My beamlets have to be separated, not mixed.

Presentation: Gratings-Based X-Ray Imaging for Explosives Detection

Speaker: Erin Miller
Discussion of how scatter offers a new signature that can be useful for explo-
sives, and can be merged with other techniques.  Addresses some of the tradi-
tional dif iculties in material discrimination.  Gratings have interest because of 
the absorption, phase contrast (i.e. x-ray refractive index), and dark ield.  It is 
sensitive to variations on a scale that you are not able to image directly.  Lots of 
things are changing as you change your system design.

Q:  What did you plot?

A:  They are pixels. 

C:  We normally have blobs. 

A:  Different thicknesses of the containers.  Multiple samples.  400 microns, 
2m.  Pitch of the grid:  110 microns.  Putting the specimen in the center should 
give use the highest sensitivity, and lowest link scales.

Q:  Are there practical ways to set up standard absorption and also get this 
scatter measure?

A:  Don’t use a grating when measuring standard absorption, because you 
throw a lot away.  You want a calibration image that is in good alignment.

Q:  Energy resolving detectors -- does that buy you anything?
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A:  You can do tomography.  Phase is differential.  Yes, that would be slick and 
would get you to the different link scales.  It should give you enhanced sensi-
tivity.  Whether it would work in practice I don’t know, but I would like to try 
it.

C:  In the Livermore data, texture was useful.

A:  The issue is not resolving it.  Density luctuation is large enough and sensi-
tivity to link scales is enough to pick it up.

Presentation: Halo’s Work on X-Ray Diffraction 

Speaker: Simon Godber
Discussion of Halo’s concept for using diffraction in primary screening and with-
out unpacking bags and how to deliver technology.
Halo is a commercial company and there has to be a realistic possibility that a 
product can be made out of this today to warrant investment and participation.  
Halo is participating in the DHS/S&T/EXD 13-05 BAA.
IP de ines an optic, an interrogating cone of X-rays.  160Kv 3ma, 5ma, Standard 
COTS.  Standard detection systems.  Low power, small, compact.  Drive from a 
single phase outlet. Run the belt in real time.
Only bespoke is novel optics. Generator $5-8K, detector $8K.

Q:  How can you monitor a bag if you are only looking at one point?

A:  Continuous motion.  Need the AT to prompt, laterally where to look and in 
terms of depth as well.

Q:  What is the shape of the hotspots?

A:  Preferred orientation in the materials. If you do a radial integration, you 
get the diffraction pattern.  It took a long time to ind quali ied persons to 
work on this.

Q:  That is really slick.  Can you talk about more complex scenes?  Talk about 
a bag?

A:  Early stages at looking at clutter.  Valid, but not in a cluttered environment.  
Look at Geometry.  More than one detector, more than one generator.  It would 
not change the fundamental process by which a diffraction pattern would be 
formed.  Established well de ined techniques for separating signals if multi-
ples are present.
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Q:  With energy dispersive diffraction, are you limited in how low you can go 
because of other things in the bag?

A:  I don’t know yet.

Q:  What is the diameter of the circle that you use for illumination?

A:  It’s something that we have worked on heavily.  It’s a small diameter.  It 
uses an extended interrogation volume; the crystal does not have as much of 
an effect than if it was a single collimator.

Q: If it’s not a primary screener, how does it make use of upstream data?

A:  We can laterally move it.  We want lateral position, preferentially height.  
We can use it in conjunction with CT where that is known.

Q:  Is the diameter of the circle the extent of the object that you can interro-
gate?

A:  Yes.

Q:  Can you inspect the whole bag?  Prompted by upstream AT?

A:  Yes, you would need a multi-emitter generator to cover the whole bag, but 
at $5M, how many can we sell?

Presentation: X-Ray Body Scanners with Fused Backscatter and Transmis-
sion Imaging 

Speaker: Steve Smith
Discussion of using transmission X-ray in AIT screening, system effectiveness, 
whether it is safe, and public acceptance.  Backscatter image is uncalibrated; 
transmission image is calibrated.

Q:  What is the scan time?

A:  6 seconds (3 seconds for the front, and 3 seconds for the rear).

Q:  Do you have images of threats?

A:  No, I can’t show them because they are SSI.

Q: Does this detect explosives?

A:  Yes, in a wide range of circumstances.
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Q:  ADSA is comprised of scientists and engineers, but the public has different 
perceptions.  How to convince the public?

A:  Radiation protection organizations found no issues.  Activists advertised 
an “Opt-Out” day to encourage the public to opt out of AIT screening.  Nothing 
happened – no widespread levels of opting out from passengers.  Widespread 
opposition is not true.

C: “Opt-Out Day” was not just radiation, it was about privacy and civil liberties.

Q:  I can attest to the [non-literal] roadblocks, issues, stalling on permitting, 
pushback from airports and communities.  It was a nightmare.  Whether it is 
true or not, it was the perception of the public.  What has changed that we can 
go back into the ield?

C.  Now that you are showing transmission X-ray, you could push people away 
that are not concerned about backscatter.

A. There are stories on the internet – 3 university professors raised concerns 
that went viral.  Congress put pressure on TSA.  TSA engaged the National 
Academy of Sciences to generate a report on safety.  That report is now in 
place.  That could be the difference.

C:  The problem was ATR – congress set the requirement.  TSA could not de-
liver.

C:  ATR failure was the predominant cause of the 96% failure by the Govern-
ment Accountability Of ice (GAO).

C:  I do not see ATR on the horizon.

Q:  Will your body scanner catch titanium in the body?

A:  It will operate at a depth of 1 cm.  Depends on where in the body the tita-
nium is located.

Q:  Does it detect explosives?

A:   We took 263 images recorded in an airport setting with metallic and non-
metallic items and simulated explosives.  91% PD, 3% PFA.

Q:  If a machine is faster and less invasive, it will drive adoption.

A:  The EU reviewed the Secure 1000 and required that it must have ATR; they 
immediately allowed MM-Wave.  X-ray based AIT went through lab evaluation 
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for safety – it is not banned. It’s a performance issue (no ATR).

Presentation: OD’s Products and the Barriers to Using Transmission X-Rays 
at the Checkpoint 

Speakers: Jan Steven van Wingerden & John Shannon
Discussion of OD’s approach to using transmission X-ray in body screening and 
how to deliver and operate the technology.
There are no passengers concealing explosives inside their bodies but some are 
concealing other contraband (drugs).
A lot of systems are deployed overseas, or placed in a separate room away from 
public view.  These are used in countries where you do not have a democracy.

ALERT:  Smuggling a gun into the US would be unusual.

A: But you can smuggle it into the airport.

A:  <1000 mSv/year, not risky, but you get it from the environment and hospi-
tals too.  ALARA.  Economic/Social.  What is the balance between the risk and 
the measurement?

A:  Need to select the suspicious passengers and search those persons, like 
Customs does.

A:  There are 10-15 drug swallowers/day, and we are not catching them. It is 
very dif icult to pro ile them. The Public will not accept this if > 70% appears 
to be innocent. It is not an issue of whether the technology works – the public 
will not accept it.

Q:  Where have you been accepted?

A:  Prisons, high security facilities in risk areas.

Q:  Who are your competitors?

A:  Nuctec, Adani, Smiths.

ALERT: Am I obligated to be scanned when I go to visit a prison?

A:  If you do not consent to scanning, then you will not be permitted to visit.

ALERT:  What happens if you have a false alarm?
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A:  Used them for negatives at arrivals.  If a passenger arrives after a whole 
day of lying.

Q:  What is the dose?

A:  1.7 mSv

Q:  What about obese passengers?

A:  There are 3 scanning modes – up to 2.5 mSv.

S.  There is a lot of other tech in prisons (e.g., Trace).

ALERT:  What if you have a secondary inding, such as a tumor?  Are you lia-
ble?

A:  It is not approved as a medical device. What do you do with that infor-
mation?  I don’t have that information.  They could have a connection with a 
hospital and send the image to them.

ALERT:  What about breast implants?

A:  The system is not deployed at departures, just arrivals.  The system tells 
you that something doesn’t belong.  It does not say that it is a threat. Body 
symmetry.

Q:  Is there room for comparing against a baseline? A collection of historical 
data?

A:  Yes, there is database connected.  There is a limitation of scans per day, 
week, month.

Q:  Do you subtract the images?

A:  Yes, that is exactly what we do.

C:  That is tough to do (e.g., after a meal).

Q:  Assume policy and privacy are beyond us.  We can accept it because of 
bombs in the body.  There are limited options now.  Do you see this from a 
physical space perspective, integrated with backscatter?  On body and inside 
body?

A:  What are you searching for?  Our system is specialized for detecting items 
inside the body.  I do not see the value of combining backscatter with trans-
mission.  I see value in combining pro iling with transmission.
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Presentation: XinRay’s Checkpoint Scanner 

Speaker: Brian Gonzales
Discussion of a new compact stationary gantry CT system for the checkpoint 
and how CT compares to AT.  256 individually controllable X-ray spots in a single 
tube in the size of an AT2 scanner.  No gantry, higher speed.  Can use the com-
pressed sensing approach to further increase the speed.
Scanner provides improved threat detection.  Overlapping items can be differen-
tiated, eliminating the need for divestiture.

Q:  Where do you see increased false alarm rates?

A:  As you increase detection, you generally see increased false alarm rates.  
The algorithm makes a decision.  The operator has to look at false alarm bags.

TSA:  Is it higher rates than AT today? 

A:  When you are in the CT world, you see higher rates than AT.

Q:  Where are you at in development?  When can we see it?

A:  We are currently designing a real system.

Q: What is the power requirement?

A:  1800-2000w.

C:  You need to pay more attention to deployability.  We will not be able to go 
into every airport.

A:  Single phase 110V would make it more deployable. I agree. That was one 
of the goals.

Q:  Work with voxels, not geometric?

A:  Yes.

Q:  What is your image quality like?

A:  1mm voxels.  Can pass on ASTM at STP. Single projection views. We can 
generate a straight two-dimensional view. Or CT image.

Q: What is the energy pro ile view?

A: Sandwich detectors. CNT accelerates electrons into tungsten to emit X-rays. 
Dual energy.
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A:  For the past 7 years, we focused on maturing the carbon nano-tube. Now 
we are developing a system.

Q:  Do you think it is adequate?

A:  Yes.

C:  CT brings the basis of increased false alarm rate.

A:  We have to think about false alarms differently, because if we are putting 
CT at the checkpoint, we need to change CONOPS, and change how we think 
about FAR.

Q:  Can you talk about your company in general, and how close you are to de-
tecting edge weapons and irearms?

A:  I can’t comment more than that.  We are doing the research.

Q:  How long will the CNT source last?  You are putting a lot of power onto the 
tips.

A:  You may have to change the tips once in the lifetime of the system.

Q: What is the throughput?

A:  600 BPH.  The dose per view is 167mA.

V. VIDEO AND LARGE DATA

Presentation: PFA Reduction

Speaker: Ron Molway
Discussion of how to best enable the TSOs in the ield to deliver enhanced securi-
ty effectiveness, deployment of capabilities, and privacy restrictions.

C:  Not everything is on a lat surface.  Ceiling height, loor slopes, pillars. 3.6% 
slope.  2.6%, modify loors. Think about the footprint of the equipment.  Min-
imum size system, optimal size system, 30 feet.  Not everything is one-size-
its-all.

C:  Add another layer of complexity.  System-of-Systems is a nationwide net-
work.  If we improve just one, and leave the others vulnerable and no counter-
measures.
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Q:  Do you have a database or image based system at the checkpoint?

TSA:   Right now, we are not allowed to store the images on AIT.  What is the 
right amount of data, how should we store it, where should we store it?  Lo-
cally, or more regionally?

ALERT:  I know you store some data. The most pervasive data is your video. 
It is a massive system that covers the entire space. 30 days’ retention. Much 
larger than what is acquired by the AIT, metal detector, or X-ray system. I think 
you are mandated not to store AIT.

Q:  Can you just state clearly what the restrictions on the AIT data are?

TSA:  Currently when the operator hits the clear button, that image is lushed 
from the memory.

Q:  There is no way to collect a training set – to collect it separately from the 
passenger?

TSA:  In a test setting, it can be collected, which is different than in the airport.

Presentation: Designing the Next Generation Check-Point with Data

Speaker: Deeph Chana
Discussion of sampling data in and outside a checkpoint, privacy, and application 
thereof.  Presented aspects of interconnectivity, movement of people through the 
infrastructure, and understanding the baseline (queuing, load, etc…).

Q:  How do you handle the security issues and be able to bring problems and 
be successful?

A:  We are used to translating the requirements into the research space and 
to support commercial interests. Having people who have working in all 3 
domains is very valuable.

A:  Operators connect the data in our security checkpoint.  Interconnectivity 
driven by function.

Q:  Everyone gets sampled? Tracked?

A:  Sampled. Not tracked.

A:  The system is an operations monitor outside of the regulated security 
space.  We throw away the video.
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Q:  Do you use some software to extract data from video?

A:  Yes.  We use our software. We are detecting heads, not facial recognition. 
As if they are molecules in a gas cloud. This not a privacy issue.  If you want to 
scale a tracking system, it becomes a computationally and tractability prob-
lem.

Q:  How do you make sure you don’t double count?

A:  We count people going in and out of zones.

C:  It is hard to use it for predictive models, since you don’t track people. How 
long people spend in divesting vs. a different area?

A:  Not really, it is very strong to help policy makers.  We look at hotspots at the 
checkpoint and measure the utilization rate of those small zones.

A:   Heathrow and London City used this data for the value proposition for 
proposed changes.  It modi ied their change management system. 

A:  It reveals severe degradation on stress points.  We can see the impact.

C:  After the fact, but it would be hard a priori.

A:  Feeding the modeling environment with real data is what we are keen on 
doing.  What is missing is not generally the idelity, it is the data that you feed 
in.

C:  Have you done any comparison between your system and the Bluetooth 
variant, etc..?

A:  Fairly early on, we did some comparison and also from other studies that 
I have been privy to.  People are asking how accurate this is. Guys with click-
ers. Every Tuesday? Every hour? Every checkpoint? No. Variability between 
counter A and B. Uncertainty gets removed.

Q:  Do you correlate passenger and bags?

A:  No, we focus on passenger low.  Key performance indicators – ensure that 
their contractors are meeting SLAs.

Q:  Can you turn it on to track people?

A:  No, not with how it is set up right now.

C:  It all started with the data centricity. It is all about the data. It doesn’t mat-
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ter. Aircraft and light schedule.

A:  Perfect note to inish on.

Presentation: Video Tracking and Active Learning

Speaker: Avi Kak
Discussion of the factors and considerations for video tracking. Presented the 
challenges related to human subjects, facial recognition, human annotators, 
and the state of the art in multi-camera tracking of objects and people, and com-
bining evidence for faces. Proposed an active learning framework and the use of 
synthetically generated data as a cheaper way to generate data and expose the 
system to exceptions and events easily. “All through the magic of probabilistic 
modeling and Kallman iltering.”

Q:  How is the background managed?

A:  Background is not unique.  Each target has its own background and it gets 
updated separately.

Q:  How do you deal with a crowded lobby?

A:  The system does not generate suspect leads and perform automated de-
tection – it just tracks after selection, tracked subsequently. Human generated 
detection, machine generated tracking.

C:  Not just a human could be baggage.

A:  Yes.

Q:  Can you do camera to camera handoff?

A:  Yes.

Q:  Can you afford full occlusion?

A:  Yes. You have a blob.

Q:  You are not identifying object, its pure motion.

A:  Yes.

Q:  What if the object stops?
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Q: What about the items occluded in a tunnel?

A:  There is a limit to how long the obscuration could be. We are using the 
input velocity.

C:  Not doing re-identi ication, because we don’t have identi ication.

A:  Correct.

A:  Identi ication. A human has to mark it. Human faces reside on manifolds.

A:  Active learning needs enormous amounts of data.  Confounding variables.

Q:  Do you foresee using the original video for training?

A:  Yes, but how much variability can you capture in real video?

Q:  If you pick the person, will it pick up the bag swap?

A:  Yes, you train it to consider bag swaps and those that do not have bag 
swaps.

Q:  What about a bathroom?

A:  Bathrooms are a confounding variable.

Q:  Consider machine learning of static images off an X-ray. Feed it images of 
scans of threats.  Can I feed it to your algorithm?

A:  Yes, it depends.  Machine learning is meant to do this.

VI. DETECTION STANDARDS

Presentation: Evolution of Certifi cation Criteria

Speaker: Fred Roder
Discussion of the history of security screening and the regime of certi ication 
testing as the Government’s best attempt that your products provide effective 
security. The development of the ASTM Image Quality Standard and various in-
novations (backscatter, dual energy) were also discussed.

Q:  Screening was previously executed by each individual air carrier?

A:  One air carrier took responsibility, and billed the others. Not the airport. 
Never the airport.
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A:  Deployment is not based on the “best available technology.” It is the tech-
nology that will address the threat.

VII. STANDARDS AND DEVELOPMENT PLATFORMS

Presentation: Open Threat Assessment Platform

Speaker: Andrew Cox
Discussion of the Open Threat Assessment Platform, the pursuit of more capabil-
ities, engaging third parties, the learning curve, and the data needed; the desire 
for faster innovation, the tradeoffs between operational ef iciency and security 
effectiveness, and how to measure success. Presentation of a partnership op-
portunity to algorithm developers, hardware component developers, and  third 
party GUI developers.
Neutral middle ground allows a whole variety of vendors to come on board.

Q:  When will the irst systems be ready for quali ication?

A:  Get into the ield and pilot irst (prior to checkpoint).

Q:  Interaction with the X-ray OEM?  If I install a detector on an OEM X-ray 
without their knowledge of agreement, will it work?

A:  If TSA hands us equipment, we can, since TSA owns it.  That is not our pre-
ferred situation. Bilateral agreeable and work with them in a way that makes 
them comfortable. As many thriving business models as possible. They need 
to step up to the spirit of the project.

Q:  Can you speak about the GUI?  CT or AT?

A:  All of the above.  Third parties and OEMs are open.

ALERT:  How can one participate?

A:  Respond to the Request for Quote.

Q:  Who is responsible for certi ication?

A:  No commitments regarding certi ication.  Certi ication can become a com-
plicated thing.  As we go through our testing process, what is working and 
what is not; what is broken and what is not.  As we work through that we may 
develop a certi ication process.

TSA:  We are looking to incentivize and be okay with incremental improve-
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ment.  We are not going to buy 500 of these.  We need to create a prototype, 
and give participants the opportunity to get their hands on some real data.  
There is no certi ication plan for this. Use an existing system that draws a red 
box, and now add something that draws an orange box. Once we demonstrate 
that capability in a prototype, there will be more openness to exploration, and 
more con idence to write requirements.

A:  We are working very closely with GD and testing emerging capabilities to 
develop more mature requirements for policy and acquisition for PMO at TSA.

Q:  Are you going to specify a software or development stack that people need 
to work to?

A:  Yes, exactly. We will develop it and distribute it freely and openly.

Presentation: Lessons Learned During the Development and Deployment of 
DICOM

Speaker: Oleg Pianykh
Discussion of the challenges in moving to DICOM and away from traditional ilm 
methods, including the requirements of the new paradigm that replace the re-
quirements of the old paradigm, necessary for delivering promised services and 
for assuring compatibility. Discussion included parallels to the security industry, 
the rationale for making a shift to standardization, and what to base standard-
ization on.

C:  What changed?  Film had compatibility requirements too (e.g., a light box 
for viewing). 

A:  People liked ilm. Moving to DICOM meant that you needed IT experience 
(e.g., bandwidth and QOS tuning, security). If you package the data in the right 
way, it becomes very productive. Initial inertia is enormous. Face the digital 
revolution. DICOM was designed in an abstract way which made it very ef-
icient.  Data objects, services, and application entities, rather than speci ic 

devices – without being dependent on particular implementations. Encapsu-
lates a lot of information in a collection. Makes it enormously rich.

C:  It has to operate in real time.

A:  Yes, it is a concern. We are not talking about six seconds.  Time require-
ments are extremely tight.  The standard itself does not enforce time con-
straints.

Q: Where did it start? Raw, or image?
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A:  DICOM is an interface. Vendor can use proprietary techniques internally, 
but the output must ultimately be output as DICOM. Why should I be compat-
ible with my competition? Ultimately, it is not my images, or your images.  It 
is the patient’s images.

C:  A standard was developed for the exchange of images outside of the device 
itself. Of line type of interface, not online during operational of the scanner.

A:  It is an interface and was not originally developed for internal exchange of 
data. DICOS does support proprietary tags inside DICOS objects. That aspect 
can be misused if not constrained.

Q:  Are any examples of DICOM being used to send images to processors (e.g., 
Computer Aided Detection/Computer Aided Diagnosis)?

A:  DICOM supports 65,000 shades of gray.  A human can see about 200 shades.  
Because it captures the whole range of densities inside the human body, it be-
comes bene icial for computer analysis, and gives you a foundation for devel-
oping computer techniques.

Q:  Has DICOM solved all of the compatibility issues?

A:  It is standardized.

Q:  Is there ATR in medical?

A:  Yes, it is called CAD – Computer Aided Detection/Computer Aided Diagno-
sis.

Q:  Are there third parties?

A:  Yes, a lot.

A:  DICOM enabled the Picture Archiving and Communications System (PACS). 
Images go in DICOM format from device to device.

Presentation: What Can Happen When Subsystems Are Fused?

Speaker: Kevin Johnson
Discussion of sensor fusion, the sensors selected, the data collected, and the de-
cision rules that are applied.
Algorithm development presumes that you have already determined what data 
you need to collect and what you need to detect. Options for fusion are driven 
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by characteristics of the subsystems—how the system interacts with you, and 
how it delivers outputs, and characteristics. Understand the decision problem, 
and how the data relates to that decision problem. Understand the limitations of 
your own understanding of the problem. Be cautious about implementing black 
box systems.  Understand what you are asking for.

ALERT:  What is a bad sensor?

C:  If your assumption is that you have orthogonal sensors, and they are not, 
then that is a bad sensor.

A:  I like complementary a bit more than orthogonal.  If you think you are 
adding more information but it turns out that you are not adding more infor-
mation…

A:  There is no free lunch.  Computational tractability problems.

Q:  Is it fair to say that if you are looking at your second sensor, it is better to 
not fuse, or to improve the sensor?

A:  You are just going to recapture performance of the better performing sen-
sor.

ALERT:  Can you invert the process? I need two sensors. I already have one. 
Can you write the requirements?

A:  Yes.  I can recon igure by analyte set.

Presentation: Systems Readiness Level

Speaker: Brian Sauser
Discussion of maturity assessments, comparing System Readiness Level (SRL) to 
Technology Readiness Level (SRL).

Q:  Is SRL the new TRL?

A:  TRL has value when properly used, however, it does not give a holistic 
picture of system readiness -- it is technology focused.  It does not work very 
well when looking at integration. Systems fail at the integration points, not 
the technology points (e.g. microwave and toaster are both at TRL 9, but they 
don’t work well together).

A: I saw a lot of siloes. Technology is developed for a single interest. How does 
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it it when you put them together? Tech readiness, integration readiness, sys-
tem readiness are just metrics in a larger context.  Perform System Readiness 
Assessments.  How to take a legacy platform and integrate innovation into 
that platform?  Understand better how to implement maturity assessment.

A:  DOD has written a guidebook on System Readiness Assessment.

Q:  What are the features that are used to described readiness maturity and 
how do you measure them?

A:  This is the Holy Grail. It is still subjective. How do you tie it to evidence, and 
artifacts?  That has to happen for Technology Readiness Assessments to have 
value.  GAO is developing a Technology Readiness Assessment Guide, which 
comes out in June/July – 12 month review.

Q:  Have you got insight into the common modes of failures?

A:  MIT did identify some of the challenges—“What stops me from getting 
over the hump? I want to be a 5 and I’m not there.”  We see the biggest humps 
are 3-4 and 6-7. 3-4 is when I’m going out of the basic idea and doing some-
thing with it, such as taking it out of a lab environment and into R&D.  6-7 is 
the point that a technology will be considered within a system.  

C:  Basic to applied.  6 to 7 is the “Valley of Death” for researchers.

C:  But you are also pointing out where funding sources change.

A:  Instead of ighting for funding every year, I am guaranteed every year.

ALERT:  Handling exception faults.  It is dif icult to design, and test.

A:  That is what was MIT was looking at. Waivers. What does it mean when you 
have some exceptions?  Where are you going to give the grade for that?
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15.3 Day 2 Minutes: May 11, 2016

I. INTRODUCTION

Presentation: Call to Order & ADSA15 Discussion

Speaker: Carl Crawford
Discussion of potential topics for ADSA15.

Q:  What is your de inition of soft targets?

A:  Brussels is one example. The incident took place outside the screening 
area. Public Transport is another example. Do we lose the audience if we dis-
cuss soft target scenarios instead of pure technology solutions?

C:  It is portable though.  Access control, perimeter control.  Access a stadium.  
Trace, etc… Pushing out the screening area.

C:  The de inition is “Outside of all security” – standoff detection, and behavior 
detection.

C:  But that is still detection. This is an aviation security audience, that is the 
challenge. There are crossover bene its to aviation security, but you have to 
think about it a bit differently.

C:  The checkpoint has pushed one problem into another problem.

C:  We need to look at system architecture.

C:  …Systems under change.  If you change something, what new things do you 
have to do?  There are a lot of complaints that everything is so rigid. Change 
is really hard. You have to do a lot.  It is not just test, not just validation – it is 
gap control.  There are a lot of facets to that problem:  How to make change 
happen.

TSA:  It is about the system architecture and the reasons for it:  e.g., “Here’s 
where we are going.”  What is hard about this and why have we not done it 
before?  Checked baggage and checkpoint screening have evolved separately. 
How do we put it all together? It is just the model that we have been stuck 
with for a while. How do we change that model?

TSA:  For instance, building type, and infrastructure – when people are build-
ing systems for us, they should understand the airport environment.

A:  Tell us what the constraints are.
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Q:  Low TRL?  Is there anything pie in the sky, that we should look at?

C:  Generating databases for benchmarking algorithms, so you can run prize 
competitions.

A:  We have them in the X-ray ields, but not in the public domain. We do have 
them in video. ALERT is plugged into this work—from both a real airport and 
a mock airport.

C:  Nuanced texture – novel signatures, novel detection.

TSA:  How to make algorithms more robust.

Announcement: Innovating the Future of Aviation Security Workshop

Speaker: Keith Goll
Notice of the June workshop, hosted at TSA.  Discussion of highlights, including 
upcoming aviation security related events, funding opportunities, system archi-
tecture developments, and integrated strategy:

Forthcoming Industry Days and associated Broad Agency Announcements 
(BAA) include:

• Innovating the Future of Aviation Security (June), which will be hosted at 
TSA, and includes classi ied sessions for quali ied attendees.

• Innovation lanes as a new approach for getting equipment into the airport 
environment.

• Accessible Property Screening System which is the follow on for Advanced 
Technology X-Ray.

• Advanced Imaging Technology will begin with a Request for Information 
(RFI) and lead to a BAA.

System Architecture:

• Desire to go to open architecture
• Will address concerns from industry about testing
• Moving forward on interface standards. E.g., We’ve gone down the path with 

DICOS.  What are the barriers for adoption?

Integrated Strategy:

• Change to a model consisting of different levels of performance that are em-
bedded in the classi ied detection standard.
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• BAAs it together such that individual activities complement each other.
• TSA published the 5-year technology investment plan, and TSA is executing 

against the plan.

Q:  The Aviation Consultants Council (ACC) TSA Security Capabilities confer-
ence in in July. Is it redundant with TSA’s Innovating the Future workshop?

A:  The Innovation workshop is down in the weeds, and speci ic to the up-
coming procurements. ACC is industry’s day; they lead the sessions. ACC is at 
a higher level, with broader industry, and perhaps more policy discussions.

C:  What do you know about DHS use of “Other Transaction” Authority (OTA), 
and how that is going to affect competition?

A:  Traditionally, TSA has used OTAs for infrastructure at airports. We are not 
using them for technology acquisition at this point.

C:  S&T does some OTAs.  Contact them.

C:  Workshop has a limit of 2 people per company.

A:  We can’t get everyone in every session. There will be two overview ses-
sions that are the same, to accommodate as many people as possible.

ALERT:  Are there any restrictions?

C:  Non-U.S. citizens have to register by May 17th, and U.S. citizens, by May 30th.

II. MMW, SIMULANTS, AND TSL

Presentation: MMW Identifi cation of Explosives

Speaker: Barry Smith
Discussion of techniques to improve Millimeter Wave (MMW) based Advanced 
Imaging Technology (AIT) in person screening.

Q:  Why did you use the 20 GHz band?

A:  That is where the L3 system operates. We have plans to operate up to 250 
GHz. Portals probably only work up to 150 GHz.

Q:  Is any technology testing with wipes or air low?

A:  This is all Advanced Imaging Technology (AIT). We have 4 in the lab and 
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we are re ining the technique. We are developing an image quality standard. 
Steve Smith is part of the committee, as well as Rohde & Schwarz, TSA and 
others.  It is run by Larry Hudson at NIST and is a consensus standard.

Q:  What about liquids, powders, and solids?

A:  If it gets too lossy, then this technique does not work.

Q:  Can the bomb makers use this technique to mask explosives?

A:  If it conceals the explosive, it would conceal the simulant. This is just pro-
viding a surrogate for the explosive.

Q:  Does this identify the explosive?

A:  Yes. Explosives do vary a lot – you end up with an average. You are talking 
about the polarizability of the material. Measure it wet and dry, and you will 
get a range of re lectivity for the simulant – add water. There is a way to it 
your database to do look-ups.

C:  We are using passive MMW.  We found that active MMW would be easier.

Q:  In implementing this technique, is it a rebuild or a tweaking?

A:  It would be software. It might be a minor hardware change – the hardware 
you need is a function of frequency. All manufacturers use chirp. All you need 
is amplitude and phase; I and Q signals. We have run this on 1,000 images 
with threats on them, which we can process and have access to the raw data 
for.

Q:  Is it because you have the phase?  What about interferometry, or polariza-
tion?

A:  Yes, that could work.

A:  TSA is looking for post-docs to work in laser, MMW, and spectroscopy.

Q:  Is there a bene it for full length arrays?

A:  We would have to change the CONOPS, like CT:  Shield alarms, identify 
explosives.

Q:  Have you looked at dielectric absorbers for shield?

A:  No.
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Q:  How good do you think this is compared with other techniques?

A:  The wider the band, the easier the calculation. It’s like dual energy, because 
it allows for better discrimination and speci icity.

Presentation: XP-DITE: An Integrated, Outcome-Focused, System-Level 
Approaches for Aviation Security Checkpoint Design and Evaluation 

Speaker: Mike Kemp
Presentation of the XP-DITE – a concept for developing a design guide for 
checkpoints that is informed by vetted checkpoint designs and the security and 
throughput impacts of component selection and placement. The end goal is out-
come focused, result oriented regulation.  The challenge today is that once a 
contractor has met regulation, there is no incentive to do better. Checkpoints 
should be optimized for the business needs of the airport. The approach is to 
design and certify the checkpoint. It implements a shared evaluation platform. 
A technology demonstrator is live at Shannon Airport.

Q:  How do you manage probability of detection, and mitigate concealment?

A:  You have to use what people have done. We have access to the testing re-
sults from the EU, and built a large database.

Q:  How do you deal with false alarms?

A:  That is part of it. False alarms affect performance and cost. A lot of data we 
use is estimated data.

Q:  Have you done any operational testing on this system?

A:  We are about to pilot this in a lab with mock passengers.

C:  When you get to the ield, factors such as dirty construction sites, can gunk 
the work on a daily basis.

A:  We are using two trace detectors. Vapor detection by QCL IR Spectroscopy, 
and trace particle detection by Raman Spectroscopic imaging.  This is a proof 
of concept – a sandbox.  We will design it, analyze it with our tools, and predict 
the performance.

Q:  Are you capturing ingerprints?

A:  Yes, in the ield, but for local tracking only, and it gets wiped afterward.
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Q:  Who is doing the QCIR?

A:  Cascade in Glasgow, UK, and the FOI Swedish Defense Lab.

Q:  How do you participate?

A:  If this takes off, the component repository will be open. If vendors want to 
participate, they have to provide performance and security information that 
they normally keep quiet. The construction industry has been doing that for 
decades. We don’t typically do that in security because of the perceived sen-
sitivity.

Q:  Will it tell you the performance if you swap out equipment?

A:  Yes, that is what the design guide will offer, both security and throughput.

Q:  The design tool is synergistic vs. independent?

A:  It is independent, but it is not as bad as that might irst sound. We break the 
threat down to a low level modus operandi and are highly granular.

Q:  How do you get around the issues about the personnel that operate the 
equipment?

A:  We are working with CASRA, who have done a lot of work with human-in-
the-loop.  It’s a bit uncertainty area.  We try and assign probability to operator 
and X-ray.

Q:  You aren’t considering dynamic risk-based screening?

A:  Not yet, that is perhaps a follow on project. Europe is very sensitive to that, 
but it is the obvious way to go.

Q:  How do you deal with a terrorist who is adapting to your system?

A:  Maybe this allows your system to adapt faster?

Q:  You are doing trace and bulk at the same time. How do you make sure that 
your bulk does not overwhelm the trace system?

A:  There is a contamination issue. We do not have the extreme trace sensitiv-
ity that you have in IMS.  We might be okay.
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Presentation: Smiths MM-Wave Person Imager

Speaker: Martin Hartick
Presentation of the Smiths Eqo which relies upon cooperation from the target, 
and discussion of the next generation device that will not require cooperation 
from the target for screening.

Q:  What is the standoff?

A:  It’s a portal that is about 0.5 meters.

Q:  What is the throughput?

A:  It takes focused measurements, so no SAR.  It is comparable to the L-3 
SafeView overall.

C:  I always expected that you would come out with a dual panel system.

A:  It’s a matter of cost.

Q:  Have you tried out a dual panel system in your lab?

A:  No, but we have discussed it.

Q:  Are there any Eqos deployed in airports?  What are the liability implica-
tions (e.g., elderly, people walking)?  How often do they fall and who is liable?

A:  Yes, we have deployed Eqos. Shannon expected to have issues, but they did 
tests and were very happy with the results. We sold the system to Copenhagen 
Airport. It is a matter of the approach.  Consider the SafeView:  How many 
people are able to lift their arms and hold still?

Q:  Do people have to raise their arms?

A:  Yes.

Q:  How do you ensure that people rotate in full?

A:  We have a body model.

C:  Not everyone is lower than 2 meters tall.  Out of gauge is a serious problem.

A:  It would need to be updated with a larger model.

C:  People are laughing, but this is what airports do.
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C:  This would be great to put in a corridor for larger threats, so you are not 
worried about underarms.  Have you looked at the tradeoffs with lower reso-
lution?  Not sure where the cost lies.

A:  Yes, that is an option, but we have not looked at it in detail.  With respect to 
cost, the system uses a large amount of FETs.

Q:  You scan through in 3 dimensions because you can’t form simultaneous 
beams, so you have to do this very fast.

A:  Yes, we are limited by the speed of light.

Q:  It seems that it is going to be limited by the limiting human factors. How 
do you see the system overcoming these factors, so that it is usable in U.S. 
airports?

A:  We have several systems out, including Copenhagen, and we are eagerly 
awaiting the outcomes.

Q:  What is the radius around this, and how much space do you need? The 
closeness to the electromagnetic interference of other items could be a chal-
lenge – picking things that are nearby.

A:  It can be placed close to the AT X-ray scanner. This is not a big deal because 
we are short band – 24 GHz.

Presentation: Stand-Off Threat Detection Using Active MMW

Speaker: Ed Godere
Discussion of active millimeter wave radar and standoff passenger screening.

Q:  Are these the best case scenario or the worst case scenario numbers?

A:  These are typical numbers.  They are relatively old, and captured by the 
U.S. Army.

Q:  This appears to perform about 75% on pipe bombs. What about sheet ex-
plosive, such as C4?  Could this be good for gate screening?

A:  We detect the fragmentation with explosives, but not the explosives (e.g., 
ball bearings, glass fragmentation).

Q:  What about walking into an airport with a backpack?
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A:  We can see the bomb vest, but not the backpack.

Q: Do you have to have a chokepoint for the checkpoint screening?

A: No. This scans front and back with raster queues. We can pick it up as peo-
ple are moving.

Q:  What is the spot size at 30 meters?

A:  7-8 inches.

Presentation: Working with TSL

Speaker: Brian Krenzien
Discussion of how to connect and work with TSL. TSL has developed 200 tech-
nical reports. TSA owns the content, but they are available through TSA. TSL is 
focused on elements that will close an operational gap.

TSA:  This is where you are now. Iterate quickly.

C:  There are other kinds of threats that DHS is interested in (e.g., Rad/Nuke 
detection testing in the Savannah River).

A:  TSL is not involved in that area. We have not stepped into the arena. The 
approaches are siloed; totally separate.

Q:  Do you go looking for technologies, or do you wait for people to come to 
you?

A:  Yes and yes.

Q:  How about internationally?

A:  We do attend international events and we are involved in the EU Harmo-
nization activities, primarily from the perspective of what you are doing in 
Europe and testing. The biggest challenge is classi ication.  Security through 
obfuscation is an approach that we use.

A:  The lab participates with the direct bilateral and TSWG bilateral agree-
ments (e.g., UK and Israel).  These are government oriented.
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III. TRACE, CHEMICAL, AND STAND-OFF DETECTION

Presentation: Stand-off Trace Detection

Speaker: Robert Furstenberg
Presentation of standoff trace, and decentralizing the checkpoint. Discussion of 
eye-safe IR lasers, and the potential for exploitation of rich IR spectral features 
for detection – spectroscopy at a distance.  Can we eliminate swabbing (non-
eye-safe)?  Discussion of all-optical trace detection, creating vapor for IMS de-
tection, and realistic test coupon preparation. Discussion of particle side and 
how they are arranged, the morphology, and how it must resemble the targets. 
Discussion of covert/overt skin analysis.

Q:  How do you simulate skin conditions?

A:  You can buy sebum oil from the laundry industry.  It is waxy at room tem-
perature, and you do have to reformulate it.

Q:  How many explosives are in your database now?

A:  We can sieve anything that is solid, not just explosives.

Q:  Such as C4?

A:  It has plasticizers, so it could be tougher.

Q:  Have you measured how warm your substrate gets?

A:  Under gentle heating, it is about 1 degree.  For vaporization (via pulsing), 
it can get in the 10s of degrees, or enough to cause vapor.

Q:  What is the laser spot size?

A:  You need to have a certain irradiance: sub-millimeter for the vaporization 
work, and for standoff, 0.5 inches. With IMS, you only need to pick up one par-
ticle, so you scan along the handle.

Presentation: AN Detection with MS

Speaker: Susan Rose-Pehrsson
Discussion of non-contact trace approaches – not standoff, but not swiping.

Q:  Since you are measuring ammonia, what is the environmental background 
variability?
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A:  There is a background in the environment of nitrates. We are looking at 
an elevation of both. We can also measure the fuel, which has a high vapor 
pressure.

Q:  Is there a wide variety of backgrounds?

A:  Yes, there is for outdoor environments, but not indoor.

Q:  Is it applicable to other explosives?

A:  Yes, MS is applicable to most other explosives.  Ammonium nitrate (AN) is 
a challenge because it is a salt and has a low vapor pressure.

C:  Dogs trigger on the ammonia.

A:  Dogs are more effective when they are trained on the oxidizer and the fuel, 
and experience more false alerts if they are trained on just one component.

C:  Ammonia is more volatile.

A:  It is the volatile component coming off AN.

Presentation: Chemical Sensing of Explosives 

Speaker: Otto Gregory
Can we compete with a dog’s nose?  In a minimal sense, what would an ETD sys-
tem have as minimum requirements? Portable? Small suitcase?

C:  Interferent molecules such as methyl acrylate (MA) could mask sensor re-
sponse and compromise reliable cargo screening.

Q:  Is this parts per million?

A:  Periodically we calibrate the system. We do sequential tests (e.g., TATP). All 
lines are stainless steel.  We pass air at room temperature. That stream gets 
split and passed over the sensors, and then we subtract the two signals.

C:  There are different types of air low at different airports.

A:  This only works with air low going over the sensors, therefore it is not a 
static system, because it only works in a dynamic sense. The limiting case that 
we use is compatible with mass low controllers. Not high rates.  

Q:  Can you comment on timescale?
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A:  About 1-2 minutes.

Q:  Can you discuss speci icity and denial of service?

Q.  How does the system degrade?

A:  We can make arrays of these things, with each catalyst tweaked for a differ-
ent analyte. We can rejuvenate the catalyst (nitrogen, hydrogen).

Presentation: Multispectral Imaging of Concealed Explosives

Speaker: James Kane
Presentation of the Self-Tracking and Reconnaissance of Explosives (STARE) de-
vice, system block diagram, and performance. Supports covert detection, with 
automated detection involving human in the loop. Cloth scatters light, but does 
not pass through.

Q:  What is the capture speed?

A:  4 frames per second, up to 8 frames per second, and then onto 30. The ex-
plosives have absorption features.

C:  Some of the pixels on clothing light up when people walk away.

A:  That is a motion anomaly. We think we can remove that.

Q:  Does the illumination have a spectrum?

A:  Yes. Laser diodes are fed to beam shaping optics that control the area of 
illumination and degree of speckle. Then the laser is scattered off the subject 
and captured on the imaging camera. Lasers are ired sequentially.

Q:  If someone hides explosives inside a cold pouch, does that affect perfor-
mance?

A:  It’s ine.  It’s not affected by temperature.

Q:  Are the wavelengths eye-safe?

A:  Yes.

Q:  Do you know what the penetration limits are?

A:  Yes, but that is sensitive information.
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Q:  Is this affected by metals, or water?

A:  Metals – yes; Water – no.

Q:  What about seasons, or humidity, such as summer and winter?

A:  Yes, this is not an issue.

Q:  What about 800x-1000x more light energy?

A:  Standoff is at 13m. Indoor lighting is not a problem.

Q:  What about concealment with packaging materials?

A:  Tapes, paper packaging, typical wrapping material, plastic wrap.  It can 
detect through turbans – 26 layers. Metal is a barrier material.

C:  This does not detect the presence of metal.

A:  It is perfect for fusing with another technology. We provide the con irma-
tion that it is an explosive.

C:  Some video was marked blue.

A:  Blue indicates saturation on our detector. We focus on the operating range.

Q:  Have you considered putting on multiple sensors on the same person?

A:  Yes. The problem is synchronizing when the lasers are iring. You can use 
the same illuminator to illuminate the area.

Q:  This is attractive because it is simple. Can you comment on cost in volume?

A:  Fairly low. At volume, it is in the tens of thousands. Just 1-2 would be less 
than $200K.

IV. EMERGING ALGORITHMS

Presentation: Automatic Object Classifi cation for 2D X-Ray and 3D CT

Speaker: Toby Breckon
Discussion of techniques applied to gun and knife detection in cluttered ields. It 
is applicable to other things but not in an unclassi ied space.

C:  98% is too low. That means you miss 2 out of every bag.
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C.  No, that means you miss 2 out of every 100 real explosives for a low prev-
alence.

Q:  What is the level of effort required in hand labelling?

A:  The primary interest of our sponsor is detecting guns crossing borders.

Q:  What if parts slide into other parts?

A:  It is robust. We can detect subparts. If you signi icantly change the shape, 
it will not work.

TSA:  For TSA we have been told that it is very dif icult, and the technology is 
not there.

A:  All of our stuff is published.

ALERT:  Is there independent veri ication?

A:  We are working with one vendor.

Q:  Just guns and bottles?

A:  Guns, bottles, iPads, binoculars.

C:  Knives have traditionally been more dif icult.

A:  Wait for it.

Q:  With CT, you are looking for a collection of artifacts. Have you looked at this 
with other systems?

A:  We have tested with one system. We are open to pushing through this pro-
cess with other.

C:  A laptop that has been tampered with will have a broader distance from 
the reference.

A:  That is a statistical outlier against the class.

C:  What about a 3D TIP Solution?  One of the OEMs?

Q:  You used the Reveal CT-80?

A:  We have all the slices. Metal artifact reduction.

Q:  How would performance change if you decimate the object?
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A:  We use Low Res 512 x 512 volumes.

Q:  Could you do something irst round on a decimated image?

A:  Yes.

Presentation: Partially Occluded Weapons Identifi cation Through 
Partonomy

Speaker: Nikolay Metodiev Sirakov
Discussion of approach for weapons detection.

ALERT:  Do you have to go to manufacturers and get a list of parts?

A:  We use the actual parts.

C:  How does this system respond to any parts that have been modi ied?

A:  If the part is signi icantly changed, it will be missed.

Q:  What is the processing time?

A:  Coming up.

Q:  Why is this an ontology rather than a hierarchy of parts?

A:  It also includes the completed object. There are many uncertainties. Bring-
ing higher level information, can bring better results.

Q:  How much have you looked at clutter obscuring the boundaries?

V. HUMANS IN THE LOOP

Presentation: How Will Humans in the Loop Do at Detecting Tangerines?

Speaker: Matthew Merzbacher
Discussion of the target environment, design and application of technology and 
systems.  How systems are deployed, maintained and used is key. For instance, a 
failure of technology and interpretation (e.g. dark on dark background).

C:  What about malice?  People who are supposed to be on my trusted side, 
but may not be.
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A:  Right.

A:  Changing protocols will lead to new gaps.

ALERT:  Can you get rid of humans?

A:  No, the false alarm rate for such a system would have to effectively be zero, 
and we do not know how to do that. Computers are held to a stricter test stan-
dard. Humans are not held to the same rigid standard.

Q:  We realized that the TSOs did not understand what the scanners were do-
ing. We needed to extinguish the myths to clear this up for the ield.

A:  Yes, myths are very dif icult to ight.

C:  Someone should talk about Threat Image Projection (TIP).

Q:  The average time on the clock for TSOs was 4 months. Some people got 
worse with training. Do they need to understand the tangerine? How much do 
they need to know?

Q:  Does it guide them in unexpected ways -- improves in one area, but de-
grades in another way?

C:  Ultimate resolution is really with the bomb squad. Whether or not the TSO 
knows does affect how the TSO is going to handle the bag. What is the legal 
impact of this?

Presentation: Improving Performance of Human Operators

Speaker: Stephen Mitroff 
Discussion of how the human screener is integral to screening, and approach-
es for training and selecting the right candidates.  Presentation of the Airport 
Scanner game as a tool that can be used to assist in hiring, assessment, and 
training.

C:  The vertical range is huge.

A:  Can we predict superstars early?

Q:  You can’t not hire someone because they do not do well on video games.

A:  Why not? There are a lot of jobs at TSA, not everyone has to do every job. If 
you introduce specialization, you could identify special skills that are good for 
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national security. If you are talking about national security, maybe that should 
change.

Q:  What about the people that did not fall in that cell, but did well ultimately?

A:  Can we learn something from rule breakers? Factor X is meaningful; we 
need to incorporate that too.

Q:  Perhaps we should look at the kids building bombs in Minecraft and see if 
we can predict our future terrorists?

A:  Predictability, measure you are using.  It is engaging.  Do not use a really 
boring PowerPoint, use something that people want to use.

C:  So over time…

A:  There may be people who learn over time.  Look at their performance.

Q:  What makes a gamer a good screener?  Is it hand eye coordination, or in-
teraction with the screen?

A:  We are not sure yet.

C:  How long has it been since they have seen the item? TIP is problematic for 
a variety of reasons. Training purpose and igure out if they are paying atten-
tion.  For training, can you see this working for TSA?

A:  X-ray simulator as a tool for TSA needs (e.g., selection). Maybe TIP is not 
best used for assessment.  TIP takes longer to update than this app.

C:  When I see 29 out of 300K, those are people who have broken through the 
system. I have watched it without being recorded, or threw that device away 
and started on a new one. How do you deal with it and how does it apply to 
the TSA?

A:  Set criteria so that there are minimal criteria. They log in with a TSA email 
address, and then track every experience.

ALERT:  How many people are doing this work in other areas?  Is it common 
to use games to identify something interesting for a group?

A:  Yes, the NGA, surgeons, etc…

Q:  Have you looked at indicators of when people give up on the game? Who is 
going to be willing to stick it out?
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A:  A lot of people want to know the answer to that.

Q:  What happens if your data shows a gender or age bias?

A:  I don’t know.

Presentation: Improve TSA Behavior Detection with Engagement

Speaker: Carl Maccario
Discussion of how to improve behavior detection. People miss things because 
they are told to hurry up.  People would rather face a machine than a human 
being any day of the week. By the time the machine is bolted down, someone has 
igured out how to defeat it.

ALERT:  Is it OK if it is just chance?

A:  Chance is a layer.

TSA:  I spent 9 years in the ield.  All they do is catch illegal immigrants. To me 
that is a success. You do not have terrorists coming through every day. They 
are showing behaviors. We found ½ dozen Amber Alerts. We had people in it 
who wanted to be in it. Limited number of sections.

Q:  Passenger has purchased a $300 TICKET. Do you still screen him?

A:  Yes, we still screen him.

Q:  But how many lights does Israel have?

A:  Push out to the curb.  But we can bene it.

Q:  What do you think about behavior detection technologies?

A:  Yes, but you need humans to resolve. It is a great complement if you can 
ind the right mix.

C:  In 2008 we did a non-statistical study. We called it decision gates. Succes-
sive stimuli as passengers were walking through the airport, started paying 
attention to subsequent gates. Turned out to be very effective. There were 
methodological errors in recent GAO report.
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VI. NEXT STEPS

Presentation: Summary and Next Steps

Speaker: Carl Crawford
Discussion of what we heard, what we did not hear, and areas that need more 
attention.

C:  We did not hear how fusion would be useful.

C:  Are we better off?

C:  All vendors reduced detection to reduce probability of false alarm. In prac-
tice, you go from zero to zero.

C:  The traveling public believes in that detection unity.  If there is any intima-
tion otherwise, then you have problems.

C:  The public believes that it is 5%.

C:  We should devote a whole ADSA to the topic of what is the best that equip-
ment can do, and if we are close to it.

C: How long have you got?  If you have in inite time, we can do that.

C:  Is the best we can do limited by the travelling public?

C:  Terrorists win if they take out a plane, but also if we inhibit too many pas-
sengers.

C:  What is the best we can do within the funding we get from Congress?  Or 
the security theater?

C:  Explore the exponential time constant after an event.

C:  What did we miss?  Relative bene its of integration vs. modularity.  How far 
down do you break it up?

C:  We need increased participation from TSA and operational groups.

C:  What about large public spaces, such as the Boston Marathon? We have not 
discussed anything outside of the airport?

C:  What about inviting policy makers?

C:  We should invite the ASPIRE students.
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C:  We need to publicize ADSA nationwide, and provide X number of spon-
sored seats for students.  Come, meet, and become part of the community.
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16. Appendix: Presentations

This section contains the slides presented by speakers at the workshop.  The 
slides appear in the order that talks were given as shown on the agenda.  Some 
of the presentation slides have been redacted to ensure their suitability for 
public distribution.
PDF versions of selected presentations can be found at the following link: 
https://my iles.neu.edu/groups/ALERT/strategic_studies/ADSA14_Presen-
tations/
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16.1 Carl Crawford: Workshop Objectives

1

Fourteenth Advanced Development for Security 
Applications Workshop (ADSA14):

Development and Deployment of Fusible Technologies for 
the Checkpoint

Workshop Objectives

Carl R. Crawford
Csuptwo, LLC

Doug Pearl, 1956-2016
• Friend & colleague
• Attended many ADSAs
• Presented twice

– Role of third parties in 
medical imaging and security

– Development of DICOM and 
DICOS

– Use of incentives in this field
• His presence will be missed

2

ADSA14 is dedicated to the memory of  Doug
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So What? Who Cares?
• Competing goals for aviation security

– Strengthen security
• More threats, lower mass, fast adaptation

– Increase operational efficiency
• Reduce costs, labor, footprint, deployment time/effort

– Improve passenger experience
• Reduce divesture, wait times

• No silver bullets
– Present equipment may at limits
– No emerging technologies can do it all

• Solution
– Develop technologies that can be fused (connected) to extant systems
– Solve specific problems
– But … fusing systems is known to be difficult

• ADSA14 purpose
– How to specify what problems need to be solved?
– How to test, deploy and fuse
– Review emerging technologies and processes that can be fused

3

Fusion Already Here Already

4

• Risk based screening
• Intelligence
• CONOPs
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Possible Fusible Technologies
• Diffraction, phase contrast
• CT
• Chemical detectors
• Standoff trace
• Video analytics
• Third party involvement
• Advanced algorithms – recon/ATR
• XBS (return of)
• Transmission x-ray
• DICOS
• MMW – dielectric constant
• Removing human from the loop
• Better behavior detection

5

Rule #3 – Public Domain

• Do not present classified, SSI, FOUO or 
proprietary material

• Presentations, minutes and proceedings 
will be placed in the public domain 
– After review for SSI and classified material

6
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Rule #2 – Speaker Instructions
• 2nd slide has to be “so what who cares”

– State how technology will improve explosive 
detection

– Optimum presentation: stop at 2nd slide
• Don’t get trapped into developing the whole 

story before giving the bottom line. 
• Move most slides into backup 
• Put final version of presentation on USB 

memory stick

7

Rule #1 – Open Discussions

• This is a workshop, not conference
• Conversation and questions expected at 

all times, especially during presentations
• Moderator responsible for keeping 

discussions initiating discussion
– Will try to allow speakers to complete their 

introduction

8
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BACKUP SLIDES

9

DHS Tactics
• Augment abilities of vendors with 3rd parties

– Academia
– National labs
– Industry other than the vendors

• Create centers of excellence (COE) at universities
• Hold workshops to educate 3rd parties and discuss 

issues with involvement of 3rd parties
– Algorithm Development for Security Applications (ADSA)

• Forage for technology in other fields

10
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Equipment Requirements 
• Probability of detection 

(PD)
• Probability of false 

alarm (PFA)
• FA resolution
• # types of threats
• Minimum mass
• Minimum sheet 

thickness
• Total cost of ownership

– Purchase price
– Siting
– Labor
– Maintenance 

• Extensibility
• Ability to fuse
• Compatible with risk-

based screening
• False alarm resolution 

methodologies
• Siting
• HVAC, space, weight 

shielding
• Throughput
• Safety 11

Questionnaire
• Request for everyone to answer 

questions preferably during the 
workshop

• ~10 questions – 10 minutes
• Available via Survey Monkey

https://www.surveymonkey.com/s/ADSA14

12
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Minutes
• Minutes will be taken of discussion

– Sensitive information to be redacted 
• Please identify yourself and institution first 

time you speak
• Suriyun Whitehead, thank you for taking 

minutes

13

Archival Materials
• Final reports and presentations from 

previous ADSAs
• Final reports from projects to CT-based 

EDS
– Segmentation
– Reconstruction
– ATR
https://myfiles.neu.edu/groups/ALERT/strategic
_studies/

14
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• Presenters
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15
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Logistics

• Melanie Smith, lead
• Deanna Beirne
• Kristin Hicks
• Teri Incampo 
• Anne Magrath 

Let them know if  you need support during or after workshop.

17

Final Remarks

• “Terrorism causes a 
loss of life and a 
loss of quality of 
life,” Lisa Dolev, 
Qylur

• Need improved 
technology

• Thank you for 
participating

18
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16.2 John Fortune: APEX Screening at Speed Initiative (Aviation 
 Checkpoint of the Future)

May 10, 2016

John Fortune

Program Manager, Apex SaS
HSARPA / Explosives Division 
Science and Technology Directorate

Apex: Screening at Speed (SaS)

ADSA14 – Development and Deployment of Fusible 
Technologies for the Checkpoint

Security and Throughput

Security is affected by the systems’ capability 
to detect evolving threats

Throughput is affected by divestiture 
requirements, false alarms, and secondary 
screening.

Program Challenges

2

False alarms and checkpoint complexity drive 
TSA to allocate more than half of Aviation 

Security funds to screener staffing
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Passenger and baggage screening systems will not meet TSA’s 
highest security objectives through incremental upgrades

Current baggage screening cannot distinguish between some threats
and some innocuous objects

Need more views (current x-ray technology only produces two or four views)
Need data beyond density

Passenger screening causes frequent false alarms
Little to no depth/thickness information
No material discrimination

Reliably discriminating the vast array of conventional and homemade 
threats requires more information than current methods produce

Not simply a data quality issue – need new technical approaches to detect 
challenging threats and reduce false alarms

Why is checkpoint screening hard?

3

• TSA requires new technology to reach their highest threat detection Categories
• Program would reduce the 2,200 lanes used for present CONUS throughput [1]

• Reducing divestiture and false alarms could allow up to 40% of checkpoint staff 
at Standard lanes to be redeployed to support other critical tasks

• The FAA projects domestic air travel volume to grow 2.2%/year [2]

• Goal: Increase TSA’s efficiency, and outpace growing screening demand

SaS Operational Impact

4

SaS Outcome SaS Impact
Improved threat detection Improved security

Fewer new lanes needed Fewer systems and screeners

Reduced false alarm rates Fewer searches/searchers

Walk-through screening Shorter lines, fewer complaints

[1]: TSA Full Operational Capacity, 2014
[2]: FAA Aerospace Forecast, Fiscal Years 2016-2036
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Screening delays create crowds of unscreened, vulnerable 
passengers, tightly packed in open environments

Throughput limitations hinder other CONOPS (stadiums, transit, etc.)

Adversaries have attacked airports outside of the secure area:
1/24/11: Suicide bombing at Moscow's busiest airport, Domodedovo International, 
kills 37 and injures 173
3/22/16: Suicide bombings at Brussels Airport in Zaventem kill 17 and injure 81

Throughput Improves Security

5

Apex SaS must go beyond traditional threat screening

6

Passenger
Vetting

Risk Assessment

Passenger
Identification

Threat
Resolution

Traditional R&D

Apex Screening at Speed Area of Responsibility

Hostile Intent 
Detection

Behavior
Assessment

Enhanced Screening Technologies

Expedited Screening Techniques

Alternative System Architectures

Human/System Interface

Buy Ticket Check-in Transit to 
airport

Enter
airport

Transit to 
security 

checkpoint

Go through 
security 

checkpoint

Enter
Sanitized

area
Board
Plane

Perimeter
Security
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Where does security happen?

7

Airport Arrival/Entry
Identification - unknown

Trust - unknown
Threat – unknown

Density - high

Gate
Identification - Known

Trust – Assumed
Without Threat - Known

Id
ea

l
C

ur
re

nt

Current Security Checkpoint

S
ec

ur
ity

S
ec

ur
ity

High-Flow Security

Passenger Analysis

8

Bag/Traveler 
Association

Passenger ID

Pre-Passenger & Carry-on Screening

Standoff trace (eye-safe 
IR, hyperspectral, 

Raman, etc.)

Credential
Authentication

High-Definition 
Wide-Area 

Surveillance

Behavior 
Detection and 

Hostile Intent in 
Unstructured 

Crowds
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Baggage Screening

9

Computed Tomography 
(hundreds of views) 

geometry

X-Ray
Diffraction

Phase Contrast Imaging
Multi-Energy

Detection

Integrated 
Trace

Long-range/high-risk
techniques: Positrons, 

muons, etc. 

Passenger Screening

10

Multiple
angles/frequencies,

including shoe scanning

Handheld active or 
passive AIT wands for 

resolving alarms

Standoff/walk-through 
video-rate acquisition 

and processing

Integrated Non-
Contact Trace

LANE 2

Proposed Activity

Prize Competition for algorithm improvement 
in collaboration with TSA and TSL
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Broader Architectures

11

Sensor Fusion / Layers

Dynamic Risk-Based 
Screening

Innovation Lanes

• Airport of the Future
• Futures Workshop

12
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16.3 Frank Cartwright: TSA Perspectives - Q&A

ADSA14: Development & Deployment of 
Fusible Technologies for the Checkpoint
a

Tuesday, May 10th, 2016
(Frank Cartwright)

Adapting to Evolving Aviation Security Challenges

The evolution of the threat environment demands a well-informed, highly agile, and well-networked collection of partners and stakeholders to 
anticipate, detect, target, and disrupt adversaries that threaten the freedom of air travel for people and commerce.

Complication

Solution

Situation
The United States and its citizens currently live in a dynamic threat environment, where our Nation 
continues to face adversaries at home and abroad who seek to inflict harm and defeat our aviation 
security measures.

To address today’s threats and increase security effectiveness in a complex environment, TSA is focused 
on deploying an effective, adaptive, and flexible system of security capabilities and technologies in 
cooperation with internal and external stakeholders.

The vast majority of the TSE fleet consists of legacy technology, resulting in equipment and detection 
capabilities becoming technically obsolescent if not replaced or upgraded.  Without innovations to the 
checkpoint system, TSA will be unable to fulfill its goals for the future of the checkpoint and continue to 
implement a reactive, rather than proactive, approach to threats and technology trends.
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TSA’s Ongoing Efforts to Advance Checkpoint Security

The Transportation Security Administration (TSA) aims to achieve a shared vision among Congressional, industry, Department of Homeland 
Security (DHS), and TSA stakeholders to address security technology needs, deploy cutting-edge security capabilities, and increase efficiency 
and security effectiveness in American aviation security.

In
iti

at
iv

es
O

ut
co

m
es

INTELLIGENT
ALGORITHMS CYBERSECURITY

STIP
ENABLEMENT

DETECTION
STANDARDS

BIOMETRICS

TSA is exploring new 
technologies to enhance the 
authentication of passenger’s 
identity at TSA security 
checkpoints

As TSA continues to move 
towards a network-connected 
screening environment, 
many IT security challenges 
need to be addressed 
proactively to ensure the 
security of deployed TSE

PRIZE COMPETITION(S)
Platform for predictive 
modelling and analytics 
competitions where 
companies/researchers post 
their data and statisticians 
and data miners to produce 
the best models

Utilize the latest offering of 
cognitive computing 
capability to explore the 
potential application across 
the Agency’s multi-layered 
security environment.

TSA is actively engaging with 
Industry to facilitate STIP 
integration and connectivity. 
Several proof of concepts are 
planned for evaluations. 

3RD PARTY
ALGORITHM

Design and development of a 
vendor neutral ATR that 
processes data from multiple 
carry-on scanners regardless 
of vendor or model

NON-CONTACT ETD 
AND MASS 

SPECTROMETRY
Mass spectrometry results in 
discrimination improvement 
over traditional IMS and 
significant false alarm 
reductions

NEXTGEN X-RAY
Next Generation X-ray 
systems will provide enhanced 
capabilities at the checkpoint, 
such as automated detection,
multi-dimensional visual 
screening, and improved 
image resolution on bags 

TSA continues to upgrade 
and improve technology 
detection standards to 
address threats and increase 
security effectiveness in a 
complex environment 

WIDEBAND

Wideband capability for AIT 
systems will provide 
improved Inspire threat 
detection and reduce false 
alarm rates

Requirements Tool

A technical requirements management tool 
will provide a standardized and repeatable 
requirements management process, 
enhance communication amongst 
stakeholders during a project’s lifecycle, and 
improve TSA ownership traceability

Systems Architecture

A comprehensive Systems Architecture will 
allow TSA and OSC to proactively identify 
capability gaps and define targeted 
screening capabilities to address those gaps 
by enabling an integrated and modularized 
security screening system

Innovative Technologies

Increased transparency with industry 
stakeholders, those supporting both TSA and 
DHS S&T, will help guide investment 
decisions for future capabilities that enable 
TSA to adapt to evolving security threats in 
the most effective and efficient ways possible

Questions?
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16.4 Matthew Merzbacher: How to Say That We Need a 
 Tangerine Detector?

How to say we need a 
Tangerine detector (and 
specify such a thing)

Matthew Merzbacher
/ May 10, 2016 /

redacted

1

DHS (TSA, CBP, ETC.) GOAL

More innovators working on security…
“The only way we can get these kind of capabilities is if we 
reach out to everyone. There's a lot of incredible technology out 
there and we're working toward reaching as much of it as 
possible.”

– Dr. Reginald Brothers, DHS Under Secretary for Science and Technology

How do we describe the problems to be solved without 
exposing gaps?

SSI or Classified
How do we say we need a tangerine detector without 
mentioning tangerines?

We can’t, but we can still make progress
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2

SOME APPROACHES

Work on another problem (there are plenty)

Find a proxy solution
You need help with tangerines? Ask a monkey (monkeys love tangerines!)
You need help with EDS image processing? Ask medical imaging experts!

Hide the problem (each of these has issues)
Anonymize your data (Netflix)
Simulate the problem (ALERT Task Orders)
Mix it with a bunch of other “problems” (security through obscurity)

Have people look for other kinds of (less-sensitive) citrus and 
transfer the solution to tangerines

Ultimately, each requires an expert to 
vet the result

3

LESS-SAVORY WAYS TO SHARE THE PROBLEM

Rely on third parties (“Everyone 
knows the issue”)

How concerning is this?
Should it be possible to buy/sell 
used security equipment on eBay?

Skirt around the problem without 
direct mention or admit “we have a 
tangerine gap!”
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4

WE NEED TO BUILD NEW EXPERTISE

Simultaneously train and 
assess

Build a network of trust
Create an open “easy” problem
As solvers come forth:

Vet them
Offer access to increasingly hard 
problems

How far can we extend this 
model?

“Purchase in App”

5

ADDITIONAL CONSIDERATIONS

Who can best describe the problem without bias?
Gap Bias: Current experts may be jaded by 
experience (good and bad)
Hammer Bias: Innovators are looking for nails
Requirements Bias: We solve the problems we are 
asked to solve, not the ones that need solving

In what form do you want your tangerines 
detected?

Sensitivity dependent on problem and/or 
modality

Does having humans-in-the-loop matter?
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6

WHAT ABOUT TEAM EFFORTS?

Multiple innovators, working in harmonious concert

Does the problem decompose?
Does PFA track with PD and is it additive?

Open Architecture

Challenges
Testing is a problem
Integration is the problem

My peel-finder doesn’t play nice with your seed-detector
Who gets the blame?

7

BY THE WAY…

Are your innovators even that good?
Google’s not always so great at tangerine detection 
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16.5 Alessandro Olivio: Enhanced Detection of Weapons and  
 Explosives Through X-Ray Phase Contrast and Dark Field 
 Imaging

Enhanced Detection of weapons and 
explosives through x-ray phase contrast 

and dark field imaging

ASDA 2014 
Northeastern University, Boston, Mass - May 10-11 2016 

- Addressed area: carryon baggage inspection 

- Problem solved: practical x-ray phase contrast imaging system 

- Solved how? – incoherent implementation of XPCI 

- Why should people care: 
- Delineation of all objects in a bag (differential phase) 
- Explosive discrimination potential (dark field) 
- Could combine both and “color-code” images 
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Two possible approaches: - detect interference patterns
- detect angular deviations

Refractive index: n = 1 -   + i ; >>  ->
phase contrast ( I/I0~ 4 z/ )  >> absorption contrast ( I/I0 ~ 4 z/ )

Coherent approaches suffer when transferred to conventional sources

THE METHOD CAN BE ADAPTED TO A DIVERGENT 
AND POLYCHROMATIC (=conventional) SOURCE

Olivo and Speller Appl. Phys. Lett. 91 (2007) 074106

polychromatic,
divergent

beam (pre- 
shaping)

pre-sample
apertured

mask

detector
apertured

mask

detector
pixels

photons creating 
increased signal 

photons creating 
reduced signal 

detail

sample

rotating
anode x-ray 
source (focal 

spot
100 m)
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Little loss of signal intensity for source sizes up to 100 μm

Which can be achieved with state-of-the-art mammo sources 

Why?

Olivo and Speller Phys. Med. Biol. 52 (2007) 6555-73

1) Because we are only relying on refraction, which survives under relaxed 
coherence conditions;

2) Because we are use aperture pitches matching the pixel size, i.e. BIG: the 
projected source size remains < pitch, and therefore blurring does “not” occur.

experimental setup
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Preliminary results 
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Differential phase used in previous project 

Olivo et al Appl. Opt.  50 (2011) 1765-9 Ignatyev et al Materials 4 (2011) 1846-60 

Quantitative phase contrast imaging

Munro et al Opt. Exp.  21 (2013) 647-61

SLOPE +

SLOPE -

Titanium Aluminum PEEK 
Highly precise retrieval, 
for both high and low Z 
materials, up to high 
gradients where other 
methods break down
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Endrizzi et al, Appl. Phys. Lett. 104 (2014) 024106 

Three-shot DARK FIELD IMAGING retrieval 

Millard et al. Appl. Phys. Lett. 103 (2013) 114105 

bubbles no bubbles bubbles no bubbles 

absorption dark field 

Example of what images might look like: microbubbles -
a new concept of “phase-based” x-ray contrast agent 
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Endrizzi et al, Sci. Rep. 6 (2016) 25466 

Avoid having to collect multiple frames: 
“asymmetric” mask + scanned acquisition 

- We have tested the dark field method on explosive vs. benign 
materials on a range of samples and demonstrated that 
discrimination is possible; 

- We have repeated all the above measurements with the 
asymmetric masks-based scanning method (all components 
of the imaging system kept still, three outoput images 
obtained simply  through sample scanning) and obtained 
exactly  the same results as with the “static” system requiring 
three input images (paper in preparation) 
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unpublished

UPSCALING: 20 cm masks (largest in the world as 
far as we know) obtained by tiling 3 smaller masks; 
no inherent issue in tiling more. 

Energies up to 100 kVp, further increase possible 

Scan speeds of several cm/s with lab system, can 
be esily increased. 

First tests extremely

-> IT CAN MAKE PHASE CONTRAST HAPPEN 

Edge-illumination XPCi is a NON-INTERFEROMETRIC, TOTALLY INCOHERENT, 
QUANTITATIVE  x-ray phase contrast method working with conventional sources which: 

allows the use of fully divergent, fully polychromatic x-ray sources with focal spots of up 
to at least 100 m - with no additional collimation/aperturing 

requires aperture pitches of the order of ~50-100 m - therefore making fabrication, 
alignment and scale-up (masks are available up to 30 cm) easier.

has been described both by wave & geometrical optics (but for source sizes like the ones 
we use they give the same results) and robust phase and dark-field retrieval was achieved.

Applications are underway in various areas including security, where we have built a 
large-area, high x-ray energy (100 kVp) demonstrator: the next step is to test it on real 
bags containing a mixture of explosive, non-threat materials and cluttering objects. 
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16.6 Erin Miller: Gratings-Based X-Ray Imaging for 
 Explosives Detection

Gratings-based x-ray imaging for 
explosives detection

Erin Miller
Pacific Northwest National Laboratory

ADSA14 May 10, 2016
erin.miller@pnnl.gov; 509-375-1878

The point

2

X-ray imaging is a mainstay of 
checkpoint screening, but has limited 
material discrimination
Gratings-based x-ray imaging provides 3 
distinct contrast mechanisms: improved 
detection?  what about material 
discrimination?

phase contrast has been seen to 
improve contrast for small biological 
samples
scatter is a unique signature
no systematic study of explosives and 
benign materials at energies relevant to 
checkpoint screening

Complex interplay between system 
design and detection characteristics Figure courtesy of H. Martz, LLNL
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Gratings-based x-ray imaging

Gratings-based phase contrast provides three physically distinct contrast 
mechanisms, which may improve detection limits and material discrimination

Absorption contrast is strongly dependent on effective Z
Phase contrast is sensitive to variations in electron density and can give 
enhanced contrast for low-Z materials
Scatter contrast is sensitive to electron density variations (texture) on length 
scales smaller than the imaging resolution

Powdered explosives
simulants; sections 6mm in
diameter. Images acquired
with PNNL’s Talbot Lau
system.

What does this mean for explosives 
detection?

Many explosives have sub-resolution texture
prior work at LLNL to characterize microscale structure

…but…

We need to be able to scale up to relevant energies
The system must be sufficiently robust to operate in a checkpoint 
environment (and affordable)
Changing system design and energy change not only cross sections 
but also the length scales to which the scatter measurement is 
sensitive

4
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Gratings-based phase contrast:
Talbot-Lau Interferometer

5

Gratings-based x-ray imaging approaches

Number of Gratings Grating Characteristics Considerations
3

(Talbot Lau/F. Pfeiffer)
High aspect ratio
Demonstrated as high as 183
keV

High resolution, sensitive to small
density variations. Sensitive to
relatively large length scales for
scatter

2
(Talbot/

A. Olivo, Z.F. Huang)

(Phase /absorption) and
absorption

Stronger constraint on either
source size or grating period;
easier alignment than 3 grating
system.

1
(H. Wen)

Usually absorption; may be
commercially available

Simple and inexpensive; grid
pattern is imaged directly and
processed image resolution is
reduced to grid period. Scatter
sensitive to smaller length scales.

0
(propagation based)

N/A Simplest x ray optics; requires very
small source focal spot; works best
for high resolution imaging of small
objects. No scatter information.

Co
m
pl
ex
ity

Se
ns
iti
vi
ty
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Scatter and Length Scales (1)

• 3 grating system; glass beads 7
850 m (dry and wet); 40 kVp

• Scatter intensity changes with
sample length scale

• Packing fraction also varies
• Miller et al., IEEE Trans Nuc Sci

2013

0

0.5

1

1.5

2

2.5

3

0 0.2 0.4 0.6 0.8 1 1.2 1.4

Ln
(V
/V
0)

Ln(A/A0)

7 micron

44 micron

71 micron

119 micron

150 micron

600 micron

Sc
at
te
r

Absorption

• Absorption is uncorrelated
with particle size

• Scatter intensity increases as
particle size is reduced

Scatter and Length Scales (2)
Single grating: 2m working distance, grid and sample
near center; 40 kVp
d=76 nm

1000 nm 30 nm 8 nm
Iron oxide nanoparticles in water

absorption

scatter

source

sample

detectorgrid

Same three contrast modes,
but different signal intensity
and length scale sensitivity
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The point

9

Scatter offers a new 
signature which may be 
relevant for explosives
Highly attenuating bags

Approaches exist which 
scale readily to baggage 
energies
Interaction cross sections 
and length scales change –
can this align with the 
properties of real explosives 
and benign interferents?

The signatures of threat 
materials and common 
interferents in scatter have 
not been well explored --
and should be

Dandelion (single exposure) Black: absorption.
Red: scatter.

Backup slides

10



Advanced Development
for Security Applications

Final Report
May 2016 Workshop

162

Gratings-based phase contrast:

11

Detector

Object Phase
grating

Source
grating

Analyzer
grating

Object Pattern
grating

Analyzer
grating

Object Pattern
grating

Detector

Detector

3.

2.

1.

Co
m
pl
ex
ity

Se
ns
iti
vi
ty

Talbot-Lau System

X ray source

Detector

PNNL system has been used for
investigations of:

sensitivity to texture
geochemistry, fish biology
explosives detection
synchrotron version has been used to
investigate biofilm structure

Multiple iterations on gratings
fabrication
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Single-Grid Setup

Approx. 2m working distance, with grid near center (~2x magnification)
Sample is near the grid, but can be upstream or downstream (~2x magnification)
Tube Focal Spot size limits the ability to resolve grid features

196 cm

105 cm

2 cm

Source: Comet MXR/HP 11
40 160 kVp; 400 m spot size

Detector: Shad
o box 4k; 10 cm
active area, 50
m pixel size

Grid, held in
mount with set
screws

Sample: pen, pencil, folded paper

Mineralized biofilm (fixed slice)

2m working distance; 230 lpi (110 micron) 40 kVp; 0.4 mm fs

14

Abs Phase Scatter
~4 cm
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Hot lake biofilm (fixed slice)

2m working distance; 230 lpi (110 micron) 40 kVp; 0.4 mm fs
15

Abs: gray scale
Scatter: red scale

Cherry
E47 cherry
correction E48 flat
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Absorption

Phase Scatter

Dry Paper
Water +
Paper

Paper – wet and dry

Scatter Anisotropy

18

Vectran fabric

Glass fiber fabric

Absorption Scatter
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Rat Lung (dried)

2m working distance; 230 lpi (110 micron) 40 kVp; 0.4 mm fs

19

Abs Phase Scatter

Rat Lung (dried)

2m working distance; 230 lpi (110 micron) 40 kVp; 0.4 mm fs
20

Abs: gray scale
Scatter: red scale
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Absorption Phase Scatter

Dandelions

2m working distance; 230 lpi (110 micron) 40 kVp; 0.4 mm fs
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16.7 Simon Godber: Halo’s Work on X-Ray Diffraction

HALO X ray imaging applications
ADSA14
Simon Godber

CEO
HALO X ray Technologies Ltd

sxg@haloxray.com

22/06/2016Halo X ray Imaging 1

Area: Reducing false alarms at the checkpoint
Solution: HALO real time diffraction X ray technology
How: Novel X ray optics combined with COTS
components to form a threat resolving system for an
upstream AT system
Impact:

Reduced false alarms
Improved detection
Reduce requirements on passengers to divest

22/06/2016Halo X ray Imaging 2

Introduction
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22/06/2016Halo X ray Imaging 3

HALO

22/06/2016Halo X ray Imaging 4

HALO
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22/06/2016Halo X ray Imaging 5

HALO

Application of FCT to checkpoint screening
Contract award: 31 August 2015
Prime: Nottingham Trent University

Sub contractor: Cranfield University
Sub contractor: HALO X ray Technologies Ltd

22/06/2016Halo X ray Imaging 6

BAA13 05
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22/06/2016Halo X ray Imaging 7

Key contacts

Nottingham Trent University
Lead scientist: Professor Paul Evans
E mail: paul.evans@ntu.ac.uk
BAA13 05: prime

HXT
CEO: Simon Godber
E mail: sxg@haloxray.com
BAA13 05: sub contractor

Cranfield University
Lead scientist: Professor Keith Rogers
E mail: k.d.rogers@cranfield.ac.uk
BAA13 05: sub contractor

22/06/2016Halo X ray Imaging 8

Further information

• Contact BAA13 05 team
• HXT website

• http://haloxray.com/
• Optics Express publications

• https://www.osapublishing.org/search.cfm?q=evans,
%20rogers&meta=1&cj=1&cc=1

• Youtube
• https://www.youtube.com/watch?v=w_kzUQHnIhE
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22/06/2016Halo X ray Imaging 9

Focal Construct Geometry

22/06/2016Halo X ray Imaging 10

Focal Construct Geometry

convergence
point

multi aperture
(annular) collimator

sample



Final Report
May 2016 Workshop

Advanced Development
for Security Applications

173

22/06/2016Halo X ray Imaging 11

HALO system of systems
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16.8 Steve Smith: X-Ray Body Scanners with Fused 
 Backscatter and Transmission Imaging

ADSA14    May 10, 2014 

X-ray Body Scanners with 
Fused Backscatter and   
Transmission Imaging

Steven W. Smith, Ph.D
Tek84 Engineering Group
Steve.Smith@Tek84.com

2

1. Area:         Backscatter Body Scanners

2. Problem:   Improving Automated Detection

3. Method:    Fusing BackScatter & Transmission

4. So what?   Revolutionary Improvements
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3

Backscatter

4

Backscatter
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5

Backscatter Transmission

6

SECURE 1000  (Rapiscan) SmartCheck (AS&E)

Ait84 (Tek84 Engineering)

Which products use 
Transmission Imaging?
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7

Transmission

10-100x Dose Level
Detect items in body cavities
Extremely cluttered image
Difficult false alarm resolution
Market: Prisons and Jails BackscatterTransmission

Not to be confused with…

Transmission Only Body Scanners

7

Detection of  Metal on 
the Side of  the Body

Importance #1
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9
BackScatter Transmission Fused

9

Enabling Technology for ATR

Importance #2
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11

Transmission
BackscatterTransmission

169

89

245

32 mm Tissue

56 mm Tissue

0 mm Tissue

220

234

18

BackScatter Image

Transmission Image

Uncalibrated

Calibrated

12

One Example:
Body Outlining
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13

Relative Importance for ATR:

1. Image Processing 1
2. Image Processing 2
3. Calibrated Transmission Image 
4. Image Processing 3
5. Image Processing 4

Leading the world in body scanning technology

Steven W. Smith, Ph.D
Steve.Smith@Tek84.com
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16.9 Jan Steven van Wingerden & John Shannon: OD’s 
 Products and the Barriers to Using Transmission X-Rays  
 at the Checkpoint

Soter RS;  
to detect contraband on or inside a human 

body 

 
  

ODSecurity, Netherlands 
CEO; Jan Steven van Wingerden 
j.s.van.wingerden@odsecurity.com 
 
 
 
 
 
 

ODSecurityNA, College Station (TX) 
President:  John Shannon 
John.shannon@odsecurityna.com  

 
5/3/2016 1 ADSA14, May 10-11, 2016; 

j.s.van.wingerden@odsecurity.com 

What benefit could TSA obtain from 
my technology? 

• Detect contraband inside a human body: 
– Swallowed drugs balloons 
– Hidden weapons/explosives in body cavities 
– Swallowed explosives (?) 

• So what, who cares? 
– DEA/Customs and Border protection; 
• Check suspicious passengers within 10 seconds at 

arrivals. 
• Check suspicious passengers within 10 seconds at 

departure 
 

5/3/2016 ADSA14, May 10-11, 2016; 
j.s.van.wingerden@odsecurity.com 2 
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Soter RS 
example images 

5/3/2016 ADSA14, May 10-11, 2016; 
j.s.van.wingerden@odsecurity.com 3 

Swallowed drugs Weapon inside 

Soter RS;  
working principle 

5/3/2016 4 ADSA14, May 10-11, 2016; 
j.s.van.wingerden@odsecurity.com 

Low dose 
through body x-ray 
Moving platform 
10 seconds 
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Soter RS  

• ANSI 43.17: 
– Class 2 limited use system (250 Sv/annum) 

 (± between 0,25 Sv and 2.0 
 Sv/scan) 

• As Low As Reasonably Achievable 
– Selected Suspicious passengers (second tier) 

• Licensed by the radiation authority. 
 

5/3/2016 ADSA14, May 10-11, 2016; 
j.s.van.wingerden@odsecurity.com 5 

Soter RS; 
 to find contraband on or inside an human body 

easy to operate 

5/3/2016 6 ADSA14, May 10-11, 2016; 
j.s.van.wingerden@odsecurity.com 
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16.10 Brian Gonzales: XinRay’s Checkpoint Scanner

XinRay Checkpoint CT 
1

3D Volume CT Image XinRay Checkpoint CT 

Benefits of Checkpoint CT 
Improved ATR  
No to need divest bags 
Improved threat detection  
3D images  
Reduced operator load 
Lower lifetime costs 

 
 

5/10/2016

Challenges of Checkpoint CT 
Size and Cost 
Edge weapons and firearms 
Change in current checkpoint 
CONOPS 
May result in increased PFA. 
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16.11 Ron Molway: PFA Reduction

Transportation
Security
Administration

What can YOU do for the FRONTLINE 
(TSA’s Officers in the Field) today?
Ron Molway
ronald.molway@tsa.dhs.gov
Operations Improvement Branch, Operations Performance Division, Office 
of Security Operations

Operations Improvement is a Challenge
It is tough because:
–Increased passenger frustration;
–Steady innovation and patience shown by adversaries;
–Congressional direction to lower cost and increase Security Effectiveness;
–Complex balance of costs, funding, passengers, threats, training, labor, technology…
Realities are:
–Wholesale refresh of technology is not fast

… and not all technology is suitable
–Majority of costs are related to labor (~$69.2K, fully loaded, x 42.5K officers)

… so we can’t just add more TSOs
–Growth in airline passenger volume not matched by increase in TSO workforce
Need:
–Lower the cost of resolution of false alarms to lower operational costs
–Continued and measurable improvement in security effectiveness
Solution:
–Leverage a systems approach:

• security effectiveness is a function of integrated performance
• workforce and non-material solutions are a major part of the system

2

Funding is available for innovative ideas in this space to improve Security
Effectiveness
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Transportation
Security
Administration

Operations at a glance:
OSO reaches every corner of the United States and its territories, from 
Puerto Rico to the Pacific Islands. Each of the 77 Federal Security Director 
locations are shown below. 

Security Operations

Office of Security Operations
Asst. Administrator

Dep. Asst. Administrator

Operations
Performance

Security Procedures

Performance
Management

Operations
Improvement

Standards &
Effectiveness

Compliance
Programs

Aviation Compliance

Cargo Compliance

Surface Compliance

Aviation Programs

Mission Support

Business
Management

Communications

National
Deployment

Staffing &
Scheduling

Business
Technology
Management

Threat Assessment

Behavior
Detection &

Analysis (BDOs)

NEDCTP
(Canine)

Explosives
Operations
(Resolution)

Screening
Partnership Program Field Operations

By Region

Operations
Coordination

Specialized
Programs

4

Technology
Elements

Conduct
Counterterrorism

Operations

Invest in the
Workforce

Pursue Advanced
Capabilities to
Strengthen
Security

Effectiveness

Ensure
Accountability for

Improving
Detection and

Resolution Results

Sustain Strategic
Communications

OSO Strategic Goals

The Frontline
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How Tough Is the Screening Environment?

In 20151

–“Public Facing” agency – people see much of what we do
–Each day, screened more than 1.9M passengers and 4.4M carry-on bags 
–98% of passengers wait in line less than 20 minutes; 1M passengers in 

TSA Pre ®; 44% of passengers received some form of expedited 
screening

–2,653 guns found at checkpoints
–440 federalized airports; 42,500 TSOs

Screening relies upon a system
–Some tools may actually complicate, rather than simplify, operations
–Security effectiveness is a function of integrated performance

1 Sources: https://www.tsa.gov/news/releases/2016/01/21/tsa releases 2015 statistics
https://www.tsa.gov/sites/default/files/resources/tsabythenumbers_factsheet_031016 508.pdf

Screening Tool Bag

We need to efficiently process stream of
commerce and effectively locate the threat

Technology is a tool
• Consider human factors and

cognitive load
• Consider automation in screening
• Consider fused, connected and pluggable technology

6

?

Systems Approach
– Incorporates non-material 

elements (procedures)
– Leverage suitable 

technology
– Measure integrated 

performance
e.g. X ray + TSO + alarm resolution, etc…
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Improving Security Effectiveness

Characterize the
Baseline

Performance

Potential Configuration
Change

Maximized Security
Effectiveness

Maximized Staffing
Efficiency

Validate Integrated System Performance Improvement
of Configuration Change

Adopt Solutions that Improve Security Effectiveness

•Capture how each individual technical and
operational element contributes to security
effectiveness

•Understand how manipulating one element
influences the behavior of other elements
of the system and impacts integrated
system performance

1. Characterize the
Baseline

2. Evaluate Change

3. Adopt and Deploy
Suitable Changes;
Re baseline

Predict how changes in the system configuration may
affect performance

Identify System Effects

8

Security Layers
• Risk Based Security
• Throughput
• Non Material Approaches

Solutions
• Complexity
• Total Cost of Ownership
• Coverage of Use Cases
• Resolution
• Exception Cases

Checkpoint Layout
• Screener Deployment
• Passenger Paths (X!)
• Equipment Placement

Equipment
• Capability & Configuration
• Human Machine Interface
• Automation
• Connectivity & Standards
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Tracking the Impact

Ensure that the ROC curve reflects the effective integrated 
performance of the screening system, not simply of a scanner or 
other subcomponent
We are also looking to move the ROC curve, not just shift along it
–Adjust the sensitivity index (d’)
–Give operators the tools to be successful on a daily basis

Behind Each Data Point
–…are the costs and tradeoffs

incurred achieving and
maintaining it

–...is an opportunity to 
demonstrate what matters; what
is working, and what’s not

9

Textbook ROC Curve Example
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16.12 Deeph Chana: Designing the Next Generation Check- 
 Point with Data

Designing the Next
Generation Check Point

with Data

Dr Deeph Chana

Deputy Director
Institute for Security Science and Technology

Imperial College London
d.chana@imperial.ac.uk

Highlights and benefit

• Additive/isolated/component design for
security systems remains standard practice
but is dated

• The future of airport infrastructure is
interconnectedness

• Data and data systems will permeate all of
our infrastructure

• Security systemsMUST become data driven
to keep step with the environment in which
they operate and handle increased pax loads

• We show a mature and proven crowd
analytics technology that provides real time
passenger movement data for airport
operational effectiveness
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Isolation architecture – a dated idea

• Some extant security design
assumptions

• What needs to be protected is known
and isolated

• Vulnerabilities and risks are broadly
understood

• Effective to draw a line of security to
separate secure and unsecure zones

• Data outputs from security technology
are vaguely connected by operators

SECURITY SECURITY SECURITY SECURITY

SECURE ZONE

SECURITY SECURITY

… architecture of now …

• Cyber physcal interconnectivity
• Networks are increasing in
physical reach and complexity

• Interconnectivity proving to be
transformative

• Decision algorithms combine &
correlate data and information

• Physical security needs new
focus on data & information in
this environment
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Data gaps in the checkpoint of the
future

............ ......

Enhanced and non enhanced checkpoint lanes

EST EST T T T

• Mixed modal operation as an
example architecture

• Do we understand loading of this
system?

• Can we design a system for load
variability without security
compromise?

• How can we predict how and when
to staff this system?

• Can we get data to dynamically
modify policies in the system?

Desinging a crowd analytics system
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Single sensor …

MIN ceiling …

…MAX floor
coverage

... combined sensor …

• Registeringmultiple camera
views gives spatial and
temporal correlation

• Using this method we can
cover large spaces as though
looking through a single
synthetic camera

• There is no limit to the size and
shape of the monitored zones

• Multiple zones are no problem
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... composite sensor …

… actionable analytics
delivered …

• Queue time and processing
rate

• Area occupancy
• Journey times
• Historic trends
• Predictive analysis
• Data models data
• Second by second updates
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… visualisation

Outlook: a security
checkpoint

• Crowd analytics inputs allow dynamic load
analysis and performance measurement

• Lane throughput feedback dynamic
detection control at lane level

• Pre prepare checkpoint [minutes, hours, days,
weeks, month]

• Monitor performance Effectiveness of
current security policies

• Feed prediction models with real and relevant
data

• Measure impacts of policy changes zonal,
local, regional, national, global

• Monitor the changing nature of the wider
airport to drive changes in security policy,
processes and technology

• … use cases go on
12

......

Checkpoint Data
Cruncher

+ 0010 1000 1111

+ 0010 1000 1111
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Thank you

… data driven technology is a
security opportunity NOT a risk
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16.13 Avi Kak: Video Tracking and Active Learning

Video Tracking and Active
Learning

Robot Vision Lab
Purdue University

http://RVL.ecn.purdue.edu

Avi Kak (kak@purdue.edu)
Noha Elfiky (nelfiky@purdue.edu)

Tracking Passengers and Their
Divested Items

1. It is one thing to design a tracking system that would work for
a specific pattern of indoor illumination, for a specific
checkpoint layout, for a specific floor pattern, etc., and
entirely another to design a system that can adapt with
minimal human input to different environmental conditions.

2. An additional critical attribute of a tracking system is its
resilience to target obscuration.

3. Our experience has shown that good trackers must carry out
dynamic foreground and background modeling to maintain a
lock on the targets.
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Performance Evaluation
Algorithmic Challenges

1. Before a tracker can be deployed at a passenger security checkpoint, its
performance must be quantified with respect to all of the confounding
variables.

2. While real videos make for impressive demonstrations, they do not tell us
how a tracker would fare when the appearance parameters for the
passengers and their possessions are allowed to vary over a wide range.

3. We can now use modern computer graphics tools to create highly realistic
videos with quantified degrees of variability with respect to target
appearance, illumination, background, target obscuration, etc. These can
subsequently be used to evaluate the tracking algorithms.

Organization of the Rest of the
Presentation

1. I’ll first show a couple of synthetically generated rudimentary videos just to
point to the sort of problems we need to address in tracking passengers
and their divested items at airport security checkpoints.

2. I’ll then go over the current state of the art with regard to what can be done
today with trackers that are based on real time dynamic modeling of
foreground/background pixels as targets are being tracked.

3. I’ll then say a couple of words about our ongoing work on recognizing faces
by combining evidence from multiple viewpoints.

4. Subsequently, I’ll go over our Active Learning Framework meant to reduce
the burden on humans when it comes to generating the ground truth data
for training ML algorithms.

5. Finally, I’ll present “What Can Purdue RVL Bring to the DHS/TSA Table?”
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Tracking a Roller Bag and Detecting its
Hand Off

Cheaper way to generate data and can include exceptions/events easily

WeMust Combine Evidence fromMultiple
Cameras

Combining Evidence For Faces is Best Done on Manifolds
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Where Is the State of the Art in Multi
Camera Tracking of Objects and People?
1. Results based on a new approach to tracking: Combined

segmentation and tracking (CVPR2010, ECCV2010)

2. Tracking multiple vehicles simultaneously in wide area
aerial video

3. Tracking vehicles through shadows and occlusions in
wide area aerial video

4. Tracking multiple humans with a network of cameras

5. Tracking rigid objects in real time (with pose
estimation)

Combined Tracking and Segmentation
A New Approach to Tracking
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State of the Art: Tracking Vehicles in
Wide Angle Aerial Imagery

State of the Art: Tracking Vehicles Through
Shadows and Obscurations
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State of the Art: Tracking Multiple Humans
with a Network of Cameras

Tracking 3D Objects and Estimating
Their Poses in Real Time
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Real Time Tracking of Faces
The Intelligent Shelf Project

Tracking Faces with Multiple Cameras

You Need to Cluster Camera Data on a
Manifold When Combining Face Evidence

from Multiple Viewpoints
1. A universally accepted tenet in face recognition community is that when

you look at the same face from different viewpoints, the data you get resides
on a manifold.

2. At Purdue, we have developed powerful algorithms for clustering information
on manifolds.

3. A manifold, while being
locally Euclidean, is non
Euclidean in the original
measurement space.

4. So popular approaches like
PCA and LDA for
dimensionality reduction do
not work
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Active Learning Framework for Designing
Event Detectors for Videos

A big lesson learned from our ongoing IARPRA FINDER project:

• It can be extremely fatiguing for humans to generate the
ground truth data for training machine learning algorithms
for complex applications.

• After marking a few samples as positive or negative, the human
mind becomes a poor judge of whether a new sample is similar
to those already marked or has anything new to contribute to the
training dataset. As a result, the human generated training
datasets tend to be highly redundant.

• As a part of our FINDER project, we have developed an Active
Learning framework in which, at the beginning, the human only
supplies strongly positive and strongly negative samples to the system.

• Subsequently, the system asks for help only on an as needed basis.

Find and label
initial set of
samples

Train detector:

Apply
detector to
new regions

Label uncertain
samples

Human
User

Extract
Features

Train
Classifier

Select samples with
uncertain estimated

labels

Machine
learner

Active Learning: An Introduction
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Active Learning for Detecting Roller Bag
Hand Off

When it Encounters Video
Segments That are Too Close to
the Decision Surface, it Elicits

help from a human

Subsequently, it improves the
Decision Surface Based on the

feedback received from the human

A Human shows strongly
positive and negative
examples to the system

Active Learning System
Creates Initial Decision
Surface from the Flagged

Video Segments

What Can Purdue RVL Bring to the
DHS/TSA Table?

1. We have over 20 years of experience in creating computer vision based
trackers for our industrial and government sponsors.

2. We will use computer graphics to create evaluation datasets for security
checkpoint tracking of passengers and their divested items.

3. We will use our dynamic foreground/background estimation based
framework to design trackers for passenger checkpoint applications.

4. We will use video event detection algorithms to detect changes in the
states of the items divested by passengers.

5. Given the visual complexity of a security check point, most ML algorithms
will require large amounts of human annotated training data. We will use
our Active Learning framework to mitigate the human burden involved.
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16.14 Fred Roder: Evolution of Certifi cation Criteria

Evolution of Certification Criteria

Fred Roder
Certified Dinosaur

May 11, 2016

fredroder@roadrunner.com
(310) 478 3413 ADSA 14

Scope

• Historical perspective
• Covers aviation security requirements from its
beginning (1972) to issuance of EDS
Certification Criteria (1993)

• Discusses forces and players behind
Certification

• Today there are different forces and players,
but many of the same considerations apply

2
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The Basics
• Aviation security prior to 9/11:

–Regulated by FAA
–Executed by air carriers

• Aviation security after 9/11:
–Direct governmental function

Ideally security requirements would have
been determined by the threat. In practice,
other factors held at least equal weight.

3

AVSEC History in a Nutshell

Event Response
Hijackings to Cuba (1960’s) Checkpoints mandated (1972)
LaGuardia bombing (1975) Expl. det. R&D initiated
Air India bombing (1985) Wile E. Coyote bomb detection

mandated
Pan Am 103 bombing (1988) Certification required for EDS

[ASIA Pub. L. 101 604 (1990)]
Mounting political pressure Cert. criteria published (1993)
September 11, 2001 TSA established

Government assumes AVSEC

4
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X Ray Screening IQ Test Objects

circa 1972

circa 1980

2001 & current
soon to be replaced

5

IED Detection Test Objects
Wile E. Coyote bomb
(detection mandatory)

Modular Bomb Set
(detection not required)

6
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Lockerbie (Pan Am 103)

• 21 December 1988
• The human cost:

– 243 passengers
– 16 crew
– 11 on the ground

• Third leg of flight from
Malta to JFK

7

Lockerbie IED

• Approx. threat mass of
Semtex

• Replaced batteries in
Toshiba radio cassette
player

• In unaccompanied
checked bag

• Screened by x ray at
LHR, but dual energy
system unavailable

8
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FAA Response to Lockerbie
• By December 1988 hundreds of explosives
detection R&D projects had been completed.

• Most promising was SAIC’s Thermal Neutron
Analysis (TNA) system, with prototypes then in
airport data acquisition mode.

• Airport data acquisition became initial
deployment.

• Pub. L. 101 45 signed June 30, 1989 requiring
“use of explosives detection equipment . . .
equivalent to or better than (TNA).”

• NPRM (Notice of Proposed Rulemaking) issued
July 10, 1989 mandating TNA use on international
flights.

9

R&D Target IED

10
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The Pushback
• The Air Transport Association (ATA) formally
raised multiple objections:
– FAA had vastly underestimated cost
– Efficacy of TNA had not been established
– No provision had been made for further testing and
development

• An ATA sponsored Berkeley study began
investigating the practicality of checked baggage
screening (not efficacy)

• Nevertheless, the FAA issued the rule specified in
the NPRM as written.

11

As a Result

• President’s Commission on Aviation Security and
Terrorism established.

• After extensive hearings, concluded that “the
requirement for wide spread use of present TNA
equipment should be deferred while the
technology is developed further.”

• Per Commission recommendations, the Aviation
Security Improvement Act (ASIA), Pub. L. 101
604, was signed November 16, 1990.

12
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ASIA

• Deployment of EDS can only bemandated if it
is Certified.

• NOT “best available technology.”
• “Detect under realistic air carrier operating
conditions the amounts, configurations, and
types of explosive materials likely to be used
to cause catastrophic damage to commercial
aircraft.”

13

Response to ASIA

• FAA retained responsibility for EDS certification
because nobody else wanted it.

• The intel community was consulted in determining the
“amount, configurations and types.”

• The National Material Advisory Board/National
Academy of Sciences was tasked to develop
certification testing protocols.

• A new NPRM defining certification criteria was issued
November 4, 1992 and finalized September 10, 1993.

• The Management Plan for EDS Certification Testing was
issued in October 1993.

14
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16.15 Andrew Cox: Open Threat Assessment Platform

Open Threat Assessment 
Platform (OTAP)

Andrew Cox
May, 2016
acox@sandia.gov

ADSA 14

The Open Threat Assessment Platform (OTAP) will develop 

and demonstrate an open architecture baggage screening 

prototype in partnership with several Transportation Security 

Equipment (TSE) manufacturers that allows third-party vendors to 

develop and easily implement detection algorithms and 

specialized hardware upgrades on field deployable TSE.

Overview

An “open” platform is a technology platform that utilizes a “plug-and-play” or open 

architecture based on standardization of data formats, interfaces, and protocols 

that allows for the modularization of a technology platform similar to apps on smart 

phones.
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OTAP Part of TSA Systems Architecture Efforts

Strategic

Tactical

Program
OSC System Architecture Program

Coordinate OSC System Architecture program planning, system requirement 
integration, stakeholder communication, and testbed support.

Functional
Security Screening Segment Architecture

Support risk-based security strategy through end-to-end 
screening system architecture analysis. Currently supported 

by MITRE.

Technical
TSA Requirements Analysis Platform

Implement system architecture testbed to support technical
requirements validation within an integrated system of 

systems. Currently supported by GD.

Proof-of-Concept
Open Threat Assessment Platform

Enable open system architecture by modularizing 
Transportation Security Equipment hardware and software. 

Currently supported by SANDIA National Labs.

TSA has initiated a series of complementary investments to design and implement the OSC 
System Architecture. 

• As-Is and To-Be Models
• Functional Alignment 

Statements
• Technical Integration Approach 

and Gap Analysis

• Testbed design and POC
• Installation procedures
• Published standards and 

requirements for TSE

• Technical experimentation and 
understanding of existing 
standards

• Potential design standards for 
open interfaces

OTAP Software Enables Plug-and-Play
Moving to an Open Systems Architecture (OSA) will lower the technical 

complexity for upgrading Transportation Security Equipment (TSE) with the goal 

of upgrades seamlessly integrated into a plug-and-play platform.
Simpler integration allows for more frequent 

and cost-effective waves of innovation which, in 

turn allow TSA capabilities to match and then 

exceed adversary capabilities.

A plug-and-play platform promotes increased 

specialization in the security technology 

market. 

As a result, the quality of capability upgrades 

may increase as well.  



Final Report
May 2016 Workshop

Advanced Development
for Security Applications

215

Core OTAP Elements
• A set of open, commonly available, and standardized data 

interfaces,  exchanges, and formats to enable engineering of 3rd

party components (e.g., automated threat recognition algorithms 
or ATRs) for their seamless integration into a TSE.

Open Platform 
Software Library 

(OPSL)

• A database of TSE-scanned outputs (e.g., raw radiography data, 
reconstructed images) of threats;  Information on non-threats; 
and associated metadata to develop ATR capabilities. PBOD is 
a single data repository (and possible access to other 
repositories) made available for industry.

Passenger 
Baggage Object 

Database (PBOD)

• A set of software applications that process TSE signal outputs 
(e.g., both raw radiography  data and image data) to provide 
assisted or automated decision-support information to TSOs.

ATR Algorithm 
Integration

• Integration of 3rd party specialized hardware components (e.g. 
upgrades to existing TSE that can provide greater security 
performance).into an open TSE.

3rd Party Hardware 
Component 
Integration

Incremental MVP Demos

MVP Demo
Nov 2016

Lead-up 
Demo 3

Sep 2016

Lead-up 
Demo 2

Aug 2016

Lead-up 
Demo 1

June 2016

4.  Scan bags with both ATRs chosen per simulated 
passenger risk “score”. ATR provide basic non-
accurate threat signal (accuracy to be later
developed). Full MVP documentation for all OPSL
roles.

3.  2nd ATR linked to OPSL and utilizes AT scan
data. Both ATRs utilized even with manual 
switching. One ATR developed per PBOD
collected data for at least 1 explosive type.

2.  One ATR linked to OPSL and utilizes scan
data from AT.  ATR developed using any 
data available.

1.  OPSL installed on one AT that can perform basic
scan functions.
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Current Status of Work Streams
OPSL
– Working w/Rapiscan to modify 620DV OS to be able to read proprietary 

image file (.rcf) to a non-proprietary format (DICOS) by end of May
– Implemented Stratovan’s DICOS Image Converter Tool on 620DV 

converting open standard .png files to DICOS format 
– On schedule to demo OPSL as part of Lead-up Demo 1
– Initial ATR API code and documentation complete
PBOD
– C4 threat article, bag set and database complete by end of May. 

• ~300 threat images fully labeled with ground truth (100% completed)
• ~1000 non-threat images (50% complete)

– Moving on to sheet explosive and other military, commercial and HME 
explosive types

– Beginning CT scans of C4 by end of May
– PBOD process and app complete

Policy Considerations
OTAP is a prototyping project and does not represent a change 
to TSA’s current technology acquisition policy

The OTAP experience and lessons-learned will inform policy

The goal - create new ways to reward innovation and therefore 
sustain a healthier and more diverse vendor market.

OTAP’s goal of creating an open system architecture is one effort (out of 
multiple) pursued by TSA to enable the broadest possible range of 
technologies and business models to flourish.

A wider variety of vendors will more easily, quickly, and reliably be 
able to create capability upgrades (e.g. detection algorithms) across 
the TSE fleet at lower cost to both vendors and TSA.
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Backup Slides

Value Propositions

Modularity leads to steadier 
high-margin revenue stream

Access to threat scan 
dataset enables better, 

quicker sys. development

TSA-provided middleware & 
SDK reduce barriers 

to entry in TSA marketplace

Iterative prototyping reduces 
technical risk, time and cost 

during T&E

OTAP can create value for TSA and a more-vibrant security vendor industry

More capability advances, quicker to 
mature and at lower lifecycle cost

More frequent, predictable and viable 
business opportunities with TSA

TSA Industry

Analysis of best modular break-
points helps define system 
architecture

Modular TSE interfaces 
increase vendor access
to TSA market

Whatever Congress 
appropriates, TSA gets 
more capability per $ spent 

Implements explicit commitments in 
OSC Strategy, TSA 5-yr Tech 
Investment Plan, & by OMB/DHS
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OTAP 18 Month Milestone Estimate

Spring ’16 Spring ’17Summer ’16 Fall ’16 Winter ’17

AT-Validated OPSL ( -MVP)

Operational Testing

PBOD (Initial/Alpha)

PBOD (Beta)

ATR RFP

Basic ATR (In-House and 3rd Party)

OEM Vendor Coll. Planning

3rd Party ATR Training

Data Visualization

OGUI/HF (Vendor Design & T&E)

Field Demo (TRL 5-6)

Begin CT Work

RFQ Evaluation Summary

Six companies will receive awards to the RFQ. 

• IDSS (Checkpoint CT)
• 2 Additional (Awards in process)

• Rapiscan
• ScanTech
• 1 Additional (Award in process)

Sandia RFQ #577847, X-ray Radiography Hardware System, was issued on November 18, 
2015 and closed on December 26, 2015.

EDS / CT Systems

AT Systems

Two upcoming RFQs for software and hardware components

Additional awards to OEMs expected in April 2016
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Open Systems Architecture Modularity 
CONOPs Flexibility

Beyond modularizing 
equipment, an open 
architecture that utilizes 
OTAP, STIP, and other 
communication standards, 
can also support different 
CONOPs and screening 
workflows such as Risk 
Based Screening (RBS) 
since communication 
between sensors will be 
standardized.   Such 
flexibility would even be 
possible in the same 
physical configuration.

Greater flexibility at the CONOPs level can 
allow for improved efficiencies at a system-of-
systems level.   The TRAP project can allow 
for experimentation and validation of potential 
new CONOPs

Continuous ATR Improvement

Detection algorithms annotate the
X ray image. Human factors metrics
track TSO search performance.

TSO provides ground truth
information to the image.

Developers use the ground
truth data sets and human
factors research to improve
the threat detect assist

algorithms.

Improved algorithm is
deployed to the X ray.
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OTAP Foundational Elements
OTAP Proof of
Concept TSE

Passenger Baggage
Object Database

(PBOD)

Open Platform
Software Library

(OPSL)

ATR Marketplace
and T&E process

Integration of
Vendor Software
(e.g. ATR, GUI, etc.)

Integration of
Vendor Hardware
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OEM TSE
Access to

Explosives and Test
Environment

Private Sector
Technologies &
Partnerships

R&D Scientific
Expertise for

Integration and QA

These resources are
needed to produce the
foundational capabilities
of an open system
architecture

These foundational capabilities are necessary to
realize an open systems architecture on a proof of
concept prototype.

An open system architecture is validated by successfully integrating vendor
components. Although Sandia may fill functionality gaps, the main objective is
enabling vendors to deliver necessary functionality.

OTAP Goal: Build an open-system architecture that can a) successfully incorporate vendor 
capabilities, b) withstand the rigors of live operations, c) have a sustainable business model

Speeding the Innovation Cycle
Current proprietary, fully integrated
technology architectures result in the
need to purchase systems that evolve
only as fast as the slowest innovating
component in the system TSA
capabilities are just keeping lockstep
with adversary capabilities.

An open architecture that fully
decouples software from hardware
allows innovation to occur at the
speed of software (and available training
data) More rapid innovation cycles
can allow TSA capabilities to gain
ground and then exceed adversary
capabilities…perhaps at lower cost.

}
TSA capability begins
to break away from
adversary capability

Notional Data
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16.16 Oleg Pianykh: Lessons Learned During the Development  
 and Deployment of DICOM 

Lessons Learned During
the Development and
Deployment of DICOM

Oleg S. Pianykh, PhD
Medical Analytics Group, MGH

Harvard Medical School
opianykh@mgh.harvard.edu www.magroup.space

ADSA14 May 10, 2016

DICOM for DHS and TSA
• DICOM standard, introduced in the late 1980s, has
revolutionized medical image acquisition, exchange, and
processing

• DICOM solved several fundamental problems:
• Standardization of terminology, formats, workflow
• High quality diagnostic digital imaging and data
• Vendor neutral interfacing, networking, and processing

• Why should DHS and TSA learn from DICOM?
• Same goals: Optimal data representation, seamless exchange,
and complex analysis

• DICOM expertise: Nearly three decades of DICOM
implementation history provide extremely valuable lessons on
what to do, and what to avoid

Oleg S. Pianykh opianykh@mgh.harvard.edu
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Was is easy? No!

• Hospital conservatism and resisting physicians
• Existing non DICOM devices
• Simplicity of pre digital printed film
• Lack of IT experts, networks, computers
• Technical limitations (need for diagnostic quality
monitors, large digital archives, bandwidth, etc.)

Oleg S. Pianykh opianykh@mgh.harvard.edu

Medicine before and after DICOM

Oleg S. Pianykh opianykh@mgh.harvard.edu

Before: Hardcopies, film, and
incoherent digital scans

After: Digital data we can fully explore
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What can DICOS learn from DICOM?

Design:
• Use abstract, implementation independent language
(“data objects”, “service classes”)

• Define default data format and protocol, which will
always work. Then add advanced format/protocol
negotiation

• Do NOT reinvent the wheel – use other existing
standards wherever possible

• Get everybody on board, from day one: vendors, users,
security experts, DICOM gurus

Oleg S. Pianykh opianykh@mgh.harvard.edu

What can DICOS learn from DICOM?

Implementation:
• Get in the right, problem solving mood!
• Start small, solve the most important problem, then expand
• Emphasize compatibility and robustness over fancy
• Do not copy the entire DICOM, but get the best of it

Vendors:
• Vendor specific interfaces are pain to maintain and to work
with – even for the vendors themselves

• In DICOS, leave the vendors with enough room for
proprietary. You are developing an interface

• Get the principal vendors involved, and the rest will follow

Oleg S. Pianykh opianykh@mgh.harvard.edu
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Who benefits from DICOM

• Hospitals: Universal interface for medical images
• Patients: Can take their DICOM data anywhere
• Vendors: Can take over other vendors’ data, no
more “proprietary hell”

But keep in mind that they same hospitals and
vendors may hate DICOM for the same exact reasons.
DICOM is nothing but a tool, and everything depends
on how you want to use it.

Oleg S. Pianykh opianykh@mgh.harvard.edu

Learning from DICOM implementation

• Standards take time to develop, to learn, and to master
• Standards introduce inertia: they are hard to update/change
• Implementation inconsistencies can be frequent and even
intentional, and there is no “DICOM police”

• Market wars (“Why should I interface with my
competition?”)

• Dependency on human input (“garbage in – garbage out”)
• May not fit your workflow

All this can make working with standards difficult, but if you
need a sustainable solution, there is no other alternative.

Oleg S. Pianykh opianykh@mgh.harvard.edu
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Conclusions

Oleg S. Pianykh opianykh@mgh.harvard.edu

“Only a fool learns from his own mistakes. The
wise man learns from the mistakes of others.”

Extra slides

Oleg S. Pianykh opianykh@mgh.harvard.edu
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Example: Encapsulating data in DICOM
image

Oleg S. Pianykh opianykh@mgh.harvard.edu

Patient

Modality Study data

Hospital

Physician

Example: Data acquisition quality
• You still need human staff to acquire your data.
When it’s not done right, your data can be
completely useless. Train your staff!

Oleg S. Pianykh opianykh@mgh.harvard.edu

Hand X Ray – which one is better?
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Example: DICOM Patient ID misuses

• Patient ID is meant to uniquely identify a patient, but it
is often entered manually.

• Consequently, Patient ID is the most misused item in
healthcare workflow. But when proper item
identification is not present, integrated digital workflow
is simply impossible.

Oleg S. Pianykh opianykh@mgh.harvard.edu

Samples from real hospitals
(confidential data
anonymized)
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16.17 Kevin Johnson: What Can Happen When Subsystems Are  
 Fused?

ADSA14: Development and Deployment of
Fusible Technologies at the Checkpoint

What can happen when subsystems are fused?

Kevin Johnson
US Naval Research Laboratory
4555 Overlook Ave SW
Washington, DC 20375

kevin.johnson@nrl.navy.mil
ph: 202 404 5407
fax: 202 767 1716

May 10 11, 2016

What area is being addressed?

Trace detection

What is the problem?

Detector fusion as an approach towards improved performance

How is it being solved?

Through careful consideration of detector performance and utilization of
all available information regarding the detection task.

Why does it matter?

Fused systems present an important avenue for improving detection
capability, but does not guarantee improvement in and of itself.

Summary
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Detection = Data + Decision Rule

The ability of the data acquired to support the decision problem associated
with target detection provides an upper limit on the quality of the detection.

Fusion of multiple data sources can improve detection quality if it provides a
marginal increase in the support for the decision problem underlying the
detection.

Reliably taking advantage of fusion requires an understanding of the
underlying decision problem and the manner in which measured data relates
to this problem.

There is more potential in fusing systems with more access “under the hood”
(i.e. black boxes with limited output present fewer options and reduced
certainty for predictable improvement)

Summary

Sensor 1 Sensor 2

10 20 30 40 50 60 10 20 30 40 50 60

Local
Decision
Rules

Decision
Fusion Rule

Output

A Scenario…
Suppose you have two detection systems

for a given target compound, C.

System 1
PD=0.85, PFA=0.1

System 2
PD=0.95, PFA=0.05

PFA

PD

Fused System Performance
Regimes (blue dots)

Fused System
Performance
Regimes

PD PFA
0.81 0.005

0.95 0.05

0.99 0.14
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Suppose now that system one alarms for any one of four
equally likely target compounds, {A, B, C, D}

System two will alarm for {A, B, C, D} at a correspondingly
reduced PD related to the relative frequency of each target.

System 1
PD=0.85, PFA=0.1

Adjusted System 2
PD=0.275, PFA=0.05

PFA

PD

PFA

PD

Fused System Performance
Using Adjusted Sensor 2 PD

Fused System Performance
Using Nominal Sensor 2 PD

PD PFA
0.23 0.005

0.28 0.05

0.89 0.14

PD PFA
0.23 0.005
0.85 0.1

0.89 0.14

PD

PFA

PD

PFA

C 3x more likely than {A,B,D},
Using correct PD for system 2

C 3x more likely than {A,B,D},
Using nominal PD for system 2

C 9x less likely than {A,B,D},
Using correct PD for system 2

C 9x less likely than {A,B,D},
Using nominal PD for system 2

PD PFA
0.61 0.005

0.73 0.05

0.96 0.14

PD PFA
0.61 0.005
0.85 0.1

0.96 0.14

PD PFA
0.12 0.005

0.14 0.05

0.87 0.14

PD PFA
0.12 0.005
0.85 0.1

0.87 0.14
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Suppose now that system one identifies which of the four
target compounds, {A, B, C, D} it has detected.

System 1
output

PD,C= 0.95, PFA,C= 0.05

System two can be used to augment system one
to improve detection of target C.

A B C D nd

A

B

C

D

nd

Detects C Poorly
PD,A= PD,B= PD,D= 0.95
PD,C= 0.55, PFA= 0.1

Detects C Well
PD,A= PD,B= PD,D= 0.82
PD,C= 0.95, PFA= 0.1

Overall Fused System
Performance Regimes

for {A,B,C,D}

PD PFA
0.74 0.076
0.95 0.13
0.96 0.15

PD PFA
0.84 0.088
0.85 0.10
0.86 0.15

System 1

Fuse with System 2 PD,C= 0.95, PFA,C= 0.05

Detections
False Alarms

Missed Detections
Correct Negatives

Actual

0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1
0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

PD

PFA

ROC curves for simulated decision and data fused
sensor systems comprised of two subsystems

System 1 = circles
System 2 = squares

Decision Fused System
Data Fused System

Sensor 1 Sensor 2

Fused
Measurement
Space

Global
Decision Rule

Output

Beyond decision fusion...
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The Fisher information matrix (FIM) describes the information that a set of 
measured variables, x carries about a set of unknown parameters, , of a 
distribution that models x.

An information theoretic view of system fusion

The FIM provides a lower bound for the variance of any estimator 
predicting from x, via the Cramér-Rao bound.

Analyte 1 Concentration0
0

0
0An

al
yt
e
2
Co

nc
en
tr
at
io
n

Sensor 1 Response

Se
ns
or

2
Re

sp
on

se

Unknown Parameters Measured Variables

Optimizing Sensor Array Design
The minimum variance bound derived from the Fisher information can be 
thought of as a measure of the analytical limitation of a sensor array

Log10 Min Variance Bound

Sensor Array Configuration No.

M
in
Va
ria

nc
e
Bo

un
d

Fr
eq

ue
nc
y

Optimized SAW Sensor Array:
Sensors 8, 19, 20, 21, and 22

However, this optimization results in a
greater variance bound for 95% of the
other ternary mixtures.

Example: an optimal SAW sensor
array configuration is determined for
a specific set of three target analytes:
4 bromophenol, ethylphenylether,
and phenyl acetate
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Quantifying Marginal Gain/Loss in Performance

Optimizations for 3, 4, 5, 6 and 7 sensor
arrays show the marginal decline in
variance bound as more sensors are
used.

The optimal 7 sensor array exhibits a
minimum variance bound 30% that of
the optimal 3 sensor array.

The marginal increase in minimum
variance bound associated with
adding analysis of an additional target
from the library to the previously
optimized five sensor array.

Sensor Array Configuration
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Target Compound
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e
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Identifying Target Specific Interferents

Analyte Number

Va
ria

nc
e
Bo

un
d
In
cr
ea
se

Fa
ct
or

4 bromophenol
4 Iodophenol
3 Iodophenol
4 Chlorophenol
3 Bromophenol
3 Chlorophenol

ethylphenylether
1 Nitropropane
n Butyl benzoate
n Propyl benzoate
Methylphenylether
N Methylpyrrole

phenyl acetate
n Butyl benzoate
1 Nitropropane
n Propyl benzoate
4 Methoxyphenol
1 Cyanohexane

Analyte-specific variance bounds can be extracted to investigate potential 
interference problems with other compounds.
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16.18 Brian Sauser: System Readiness Level 

A Hub for Logistics Innovation

Brian Sauser, Ph.D.
University of North Texas

Complex Logistics Systems Laboratory
Jim McNatt Institute for Logistics Research

brian.sauser@unt.edu

System Readiness Level
14TH Advanced Development for Security Applications Workshop (ADSA14)
Development and Deployment of Fusible Technologies for the Checkpoint

May 10 11, 2016 Northeastern University, Boston, MA

2

• Does not give a holistic 
picture of system’s 
readiness

• Assessments of several 
technologies rapidly 
becomes very complex

• Does not provide 
insight into 
integrations between
technologies nor the 
maturity of the resulting 
system

• Provide a systemic view of
system maturity with 
opportunities to drill down to 
element-level contributions

• Gives managers the capability 
to take proactive measures on
systems maturity and risk 
mitigation.

• Allows for methods, processes 
and tools adapted for a wide 
array of system engineering 
development efforts.

IM
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E

W
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N
S
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H

T
S

System Readiness Assessment
holistic evaluation of system maturity

Technolog
y
Readiness 
Level (TRL)

Integration
Readiness 
Level (IRL)

SRL = f (TRL, IRL)

S
TA

T
U

S
 Q

U
O

TECHNOLOGY READINESS LEVEL SYSTEM READINESS LEVEL SYSTEM READINESS ASSESSMENT

• Combining multiple 
technologies and integrations 
in a state of evolving maturity.

• Overcoming the inherent
limitations of using 
applicable experience with 
similar technology systems.

• Reaching consensus on the 
advisability of investments.

• Understanding how progress 
in technology development 
influences development of 
systems (e.g. phased 
development)

http://www.ISRACOI.org

DoD DoE   US Navy   US Army
Lockheed Martin   Boeing   SAIC
Honeywell   KeyLogic Acadmia
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3

Why GAO is Developing a Technology
Readiness Assessment Guide
• Raise awareness about the importance of technology readiness

outside of the DOD and NASA.
• Give program managers and decision makers tools to put them in

a better position to assess technology maturity and manage risk.
• Provide a common language on how to talk about technology

readiness related issues.
• Improve technology investment decisions and outcomes in light of

budget constrained environment and decreased federal spending.
• Increase likelihood that science and technology projects are

successfully transitioned from the lab to acquisition programs.
• Provide a tool for GAO analysts and others examining these

issues.

4

Guides for Implementation SRL

• Use the SRL as an indicator of current system readiness
rather than for predictive analysis

• Incorporate the SRL with other metrics in making program
decisions

• Compare SRLs of the same system throughout its life cycle.
Compare “your system” as it matures, not two different
arbitrary systems

• Let the SRL approach “work for itself”. Avoid interim or
nodal comparison of TRLs and/or IRLs that result in setting
an expectation for what the aggregate or composite
readiness should be
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5

Lessons Learned SRL

• Programs tend to minimize the importance of system and
subsystem integration and thus overestimate the maturity of their
development

• Widespread familiarity with TRL makes acceptance and utilization
of TRL and IRL easier

• Methodology is highly adaptable and can be quickly applied to a
wide variety of development efforts

• TRL and IRL evaluation process brings about insightful discussions
across the team

• Formulating the system architecture early in development is a key
step and leads to an enhancement of the overall systems
engineering effort

• The more development efforts the SRL methodology is applied to
the more we learn

A Hub for Logistics Innovation

Brian Sauser, Ph.D.
University of North Texas

Jim McNatt Institute for Logistics Research
brian.sauser@unt.edu

System Readiness Level
14TH Advanced Development for Security Applications Workshop (ADSA14)
Development and Deployment of Fusible Technologies for the Checkpoint

May 10 11, 2016 Northeastern University, Boston, MA

http://www.ISRACOI.org
To create and maintain a collaborative environment for systems readiness information

and relevant research and to share, disseminate, and maintain relevant artifacts.

International System Readiness Assessment Community of Interest
The ISRACOI is a worldwide collaborative community of individuals who have an
interest in integration planning and measurement, system readiness metrics, and
reducing program risk through comprehensive system thinking.

International System Readiness Assessment Community of Interest
The ISRACOI is a worldwide collaborative community of individuals who have an
interest in integration planning and measurement, system readiness metrics, and
reducing program risk through comprehensive system thinking.
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BACK UP SLIDES TO SUPPORT ANY DISCUSSION

8

Technology Readiness Level (strengths)

• Effectively (and accurately) provides
component technology readiness
assessment

• Stakeholders coming together to
evaluate component TRLs initiates
the considerations of other
important factors

• Assessment using TRL is an iterative
process that can be easily repeated
during development
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9

Government Accountability Office

• The challenge…
– There are few metrics used

within the DoD to gauge the
impact of investments or the
effectiveness of processes used
to develop and transition
technologies (1999)

– Additional metrics in
technology transition are
needed (1999)

– DoD needs to enable success
through demonstration of
value and the credibility of new
processes through the use of
metrics (2002)

• The solutions…
– DoD began implementing the

TRL as a metric to assess the
maturity of a program s
technologies before its system
development begins (1999)

– Assuring a weapon system s
technologies are demonstrated
to a high level of maturity
before beginning its program
(2002)

– Using an evolutionary or
phased approach to developing
such systems (2002)

10

TRL Shortcomings

• Application of TRL to systems of technologies is not
sufficient to give a holistic picture of system readiness
– TRL is only a measure of an individual technology

• Assessments of several technologies rapidly becomes very
complex without a systematic method of comparison

• Multiple TRLs do not provide insight into integrations
between technologies nor the maturity of the resulting
system
– Yet most complex systems fail at the integration points

“Technology Readiness Levels at 40: A Study of State of the Art Use, Challenges, and
Opportunities” (A. Olechowski, S.D. Eppinger, N. Joglekar, MIT, April, 2016) details an
important limitation with the go to standard for gauging technology development.
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SystemMaturity Assessment SRL

Technology 
Readiness 
Level (TRL)

Integration 
Readiness 
Level (IRL)

SRL = f (TRL, IRL)

The SystemValue Proposition:
To provide a systemic view of 

developmental maturity with

opportunities to drill down to 

element-level contributions

To allow managers the capability 

to evaluate system development 

so as to take proactive measures

To create highly adaptive 

methods, processes, and tools to

use on a wide array of system 

engineering development efforts

12

DoD DoE   US Navy
US Army   Lockheed Marin
Boeing   Academia   SAIC

Honeywell   KeyLogic

MAIN ACHIEVEMENT:
• Provide a systemic view of system maturity
• Creative methods, processes and tools 

adapted for independent assessment
• System maturity assessment resulting in 

proactive risk mitigation measures

HOW IT WORKS: 

• Does not give a holistic 
picture of complex 
system’s readiness

• Assessments of 
several technologies 
rapidly becomes very 
complex

• Does not provide 
insight into integrations 
between technologies 
nor the maturity of the 
resulting system

Technology Readiness Level

System Readiness Level
SYSTEMIC VIEW OF MATURITY

International Systems 
Readiness 

Assessment
Community of Interest

Methods, Processes, 
Tools
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System Readiness Assessment
holistic evaluation of system maturity

http://www.ISRACOI.org

Technolog
y
Readiness 
Level (TRL)

Integration
Readiness 
Level (IRL)

SRL = f (TRL, IRL)

Understand & Bound System
Obtain Project Information

Decompose & Map System
Identify Components/ System Change
Develop/Update Mapping

Design or
Configuration

Change

Re-eval/
No System
Change

Perform Iterative Evaluations
Evaluate Components and Interfaces
Determine / Update TRLs and IRLs
Determine / Update SRL
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USV US3

AN/AQS 20A

AN/ASQ 235
(AMNS)

AN/AES 1
(ALMDS)

BPAUV
PC

MVCS
(USV)

MVCS
(RMMV)

TSCE
MH 60 MPS

Combat
Mgmt
System

MVCS
(On board)MPCE

MP SRL MP SRL
w/o Sea Frame

MP 1 0.60 0.57

USV;
MPCE;
RMMV;

MVCS (USV);
BPAUV PC

MH 60S

7

7 6

7

7

7

7

3

66 6

6

7

6 6 6

66 6 6

7

7

7

7

7

BPAUV

AN/WLD 1
(RMMV)

7

6

6

LEGEND

Risk to Cost and/or Schedule
Low Medium High

1 Technology Readiness Level 

Current Mission System SRL Status 

1 Integration Maturity Level 

1 System Readiness Level Demarcation 

MP Technology

Current Mission Package SRL Status 

Scheduled Position 

Sea Frame System

Previous Mission Package SRL Status 

Memory 
Card

Hard
Drive

6

6

33

6

MH-60S;
MH-60S MPS

MVCS (OB)
MVCS

(RMMV)
US3;

BPAUV AQS-20
AMNS;
ALMDS

.1 .2 .3 .4 .6 .7 .8 .9.5 1SRL 

Example provided by Northrop Grumman in support of the US Navy PMS 420 Program

All Data is Notional

Trade Between Advanced Capability or
Increased Performance

14

AN/AES 1
(ALMDS)

USV US3

AN/AQS 20A

AN/ASQ 235
(AMNS)

BPAUV
PC

MVCS
(USV)

DLS (RMMV)

TSCE
MH 60 MPS

Combat
Mgmt
System

MVCS
(On board)MPCE

MP SRL MP SRL
w/o Sea Frame

MP 1 0.64 0.67

MH 60S

6

9

7

7

7
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66 6 6
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7
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BPAUV

AN/WLD 1
(RMMV)

7

6

6

Memory 
Card

Hard
Drive

6

6

7

6

DLS
(On board)

7

5

9

5

6

.1 .2 .3 .4 .6 .7 .8 .9

MVCS (OB)
MVCS (USV)
DLS (OB)

USV
BPAUV   

BPAUV PC  
US3

DLS(RMMV)
MPCE RMMV

AQS-20
MH-60S

AMNS
ALMDS

MH-60S MPS

7

7

LEGEND

Risk to Cost and/or Schedule
Low Medium High

1 Technology Readiness Level 

Current Mission System SRL Status 

1 Integration Maturity Level 

1 System Readiness Level Demarcation 

MP Technology

Current Mission Package SRL Status 

Scheduled Position 

Sea Frame System

Previous Mission Package SRL Status 

1SRL .5

Example provided by Northrop Grumman in support of the US Navy PMS 420 Program

All Data is Notional

Trade Between Advanced Capability or
Increased Performance
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Integration Readiness Level

IRL Definition
Pr

ag
m

at
ic 9 Integration isMission Proven through successful mission operations.

8 Actual integration completed andMission Qualified through test and demonstration, in
the system environment.

Sy
nt

ac
tic

7 The integration of technologies has been Verified and Validatedwith sufficient detail to
be actionable.

6 The integrating technologies can Accept, Translate, and Structure Information for its
intended application.

5 There is sufficient Control between technologies necessary to establish, manage, and
terminate the integration.

4 There is sufficient detail in the Quality and Assurance of the integration between
technologies.

Se
m

an
tic

3 There is Compatibility (i.e. common language) between technologies to orderly and
efficiently integrate and interact.

2 There is some level of specificity to characterize the Interaction (i.e. ability to influence)
between technologies through their interface.

1 An Interface between technologies has been identified with sufficient detail to allow
characterization of the relationship.

16All Data is Notional

The Value of Systemic
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17

Technol
ogy 6

Technol
ogy8

Technol
ogy9

Technol
ogy 7

Technol
ogy 2

Technol
ogy 3

Technol
ogy 1

Technol
ogy 5

Technol
ogy 4

1.0 SoS Architectures Defined

Technol
ogy 6

Technol
ogy8

Technol
ogy9

Technol
ogy 7

Technol
ogy 2

Technol
ogy 5

Technol
ogy 4

Technol
ogy9

Technol
ogy 6

Technol
ogy8

Technol
ogy9

Technol
ogy 3

Technol
ogy 1

Technol
ogy 5

Technol
ogy 4

Technol
ogy9

Functional
Capability

Physical
Hardware

Logical
Software / Data Flow

System architectures are defined along with identification of operational 
threads and the critical technology elements and interfaces

2.0 Assessment Framework Developed

SE

IPT

PM

• Select applicable TRL / IRL criteria
• Build SRL advancement schedule
• Tie scale to program test events / milestones
• Review proposed criteria, schedule, and 
milestones
• Approves assessment framework

3.0 Quarterly SRL Assessment

TRLs / IRLs 
Evaluated and Justified

SRL Calculated Reports Built

Risks Identified Against Schedule
SRL assessment and test events / milestone gates are 
at or in advance of schedule
SRL assessment is at or in advance of schedule, but test 
events / milestone gates remain to be closed
SRL assessment and test events / milestone gates are 
behind schedule

4.0 Cost Evaluated

SRL Assessment IMS

Cost required to meet each SRL increment can be 
calculated from the test events / milestone gates 

scheduled to be achieved each increment

Cost

SRL0 0.5 1

System Readiness Assessment
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16.19 Carl Crawford: Call to Order & ADSA15 Discussion 

1

Fourteenth Advanced Development for Security 
Applications Workshop (ADSA14):

Development and Deployment of Fusible Technologies for 
the Checkpoint

Call To Order
Day 2

Carl R. Crawford
Csuptwo, LLC

Reminders
• Fill out questionnaire on Survey 

Monkey
• End at 4:00 PM today

–Please stay to end if possible
• Comments welcome after 

conclusion

2
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ADSA15 Provisional Topics
• Soft targets
• Tag and track
• System architectures + networking + Conops
• Deterrence
• Adaptable ATRs
• Simulants – development and testing
• Data mining
• Improving statistical significance of testing
• Human in the loop and the complete loop
• Civil rights and privacy concerns
• Other customers (sports venues, federal buildings, mass transit)
• Prize competitions
• Wands
• Texture in explosives
• TSA deployment models/issues
• Financial implications of fusion
• Testing fusible systems

3
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16.20 Barry Smith: MMW AIT Improvements

Barry T. Smith, Jeffrey Barber,      
James C. Weatherall, Peter R. Smith, 
Joseph Greca, and Kevin Yam

Electromagnetic Signatures of Explosives 
Laboratory (EMXLAB)

Transportation Security Laboratory

Science and Technology Directorate

MMW Identification of 
Explosives
May 11, 2016

Approach

2

Dielectric Signatures of Explosives and Materials

Identification of Explosives

Summary
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3

Motivation for Dielectric Measurement

Image characterization:
A material’s dielectric constant characterizes how it appears in 
millimeter wave images.

Frequency dependence requires specification at a frequency: 
Dielectric parameters must pertain to the specific frequency or 
range used by the imaging system.

Other uses:
Develop explosive simulants by matching dielectric constants 
of explosives to inert materials.
Identification of Explosives (IDX).

4

Millimeter wave imaging

Image contrast depends on how the 
reflectivity from an object differs from 
the (human) background

And for low loss materials, partial 
transmission and reflections from 
back surface can be important
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5

Optics of dielectric media

Reflection coefficients

Transmission coefficient

Beer’s law

Fresnel equations for transmission and  reflection 

0 1 0 1 2 1 

1 0 0 1
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LeTRR 4
1

2
21

6

Dielectric constant

Complex refractive index, n,
is related to the dielectric 
constant:

The dielectric constant 
describes the polarization 
response of a material to an 
electric field. Measured by:  

Radiation
transmission/reflection
Waveguide probes
Cavity resonance methods

n
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7

Simulation based on dielectric values

Optically thin layers have 
reflections on front and back 
surfaces

A thick layer can have a 
significantly different 
reflection signature from a 
thin layer of the same 
material

Precision measurement of 
imaginary component is 
important

Significance of imaginary component of dielectric constant

skin 19.2 10.5i

8

Dielectric-post resonator system
Precision measurement of 
imaginary component of 
dielectric constant

22 – 23 GHz, as determined by 
geometry of post

Rigid Rexolite post with 
cylindrical column removed to 
hold sample

Small volume, 0.11 ml

Non-contact

Perturbative in frequency

Liquids and powders
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9

Resonant spectrum, TE011
Electromagnetic resonances 
occur with modes “trapped” in 
dielectric material.

Real part of dielectric derives 
from frequency shift

Imaginary part of dielectric 
derives from line width (or 
quality factor)

Quality factor “corrected” for 
non-dielectric loss

empty fixturefilled fixture
f

f
2Q

1
Qcorr

1
Q

1
Qempty

2011 SPIE - Proc. of SPIE Vol. 8019 80190F-1

WR51 Resonant Cavity

10

Patent Pending
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Resonant Response

11

Resonant response of cavity to 
different samples: (left to right) 
lossy dielectric sample, uniform 
plastic, and empty sample.

TE301 reflection coefficient with HDPE-
filled cavity:  experimental data (discrete 
points) and simulation (line).

12

Creation of Simulants

Measurements on explosives and candidate base materials

Landau & Lifshitz, Looyenga Equation

Use of inert materials to adjust dielectric constants of base 

materials

Iterative refinement of simulants

3
1

223
1

113
1

mixture
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Motivation

13

Developed prototype test objects 
and simulants for 
explosives/precursors

Further development of image 
quality tools (IQT) for millimeter 
wave imaging 

ANSI N42.59

Consensus standard begun 
February 8-9 2016.

14

Dielectric Constant
Measurement of dielectric constant defines optical characteristics 

for
Electromagnetic signatures for explosive detection
Development of simulants for explosives
Standards for active and passive millimeter wave detection 
systems

Technique based on resonance cavity can be used to measure 
small amounts of low loss materials 

Liquids and powders, as well as solids
Imaginary dielectric component between 0.002 and 0.2.

New Technique under development for lossy materials at any 
frequency
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Identification of Explosives
IDX

15

Technique uses the reflectivity collected over a 
wide range of frequencies. 

Detects real and imaginary components of 
dielectric constants. 

Identification accomplished by comparing 
detected values to those of actual explosive.

Identification of Explosives

16
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Intensity Resolution Requirement

17

Reflection model

r

Image intensity depends on:
• Frequency
• Composition (refractive index or dielectric)
• Configuration (thickness, backing material)

Paper, 1 cm thickness metal backing

P1000, 1 cm thickness metal backing

Analysis uses built-in MATHEMATICA functions.

Fits the reflectivity model parameters L, n', and n'' to the 
experimental data.

MMW IDX

18

Paper
= 2.34(3)+0.18(4)

P1000
= 2.86(7)+0.11(2)i

Parameter Extraction from Reflectivity Data
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MMW IDX

19

P1000
= 2.86(7)+0.11(2)i

P1000 samples of various thickness

Proof-of-Principle

20

Weatherall, J.C., Barber, J., and Smith, B.T.,  “Spectral Signatures for 
Identifying Explosives with Wide-Band Millimeter-Wave Illumination“, IEEE 
Transactions on Microwave Theory and Techniques, Vol. 64, NO. 3, pp 999-
1005, March 2016

Standoff detection with 6% reflection error (4 bit 
resolution) and 5 phase error
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21

Summary

Optical properties characterize MMW imaging.

Dielectric measurements define optical characteristics;

New techniques for measuring dielectric constant.

Identification of Explosives using MMW.
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Concealed Explosives Detection 2016 Workshop
19 – 24 September

Downing College, Cambridge, UK

Registration will open at
www.concealedexplosives.org in the near future.

24
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XP DITE : Outcome
focused, system level

approaches for
checkpoints
Mike Kemp

Iconal Technology
Ltd

ADSA 14 – Boston May 10-11 2016

mike.kemp@iconal.com
+44 1223 313508

2

16.21 Mike Kemp: XP-DITE: Outcome-Focused, System-Level 
Approaches for Checkpoints
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XP DITE: Accelerated Checkpoint Design Integration
Test and Evaluation

EU FP7 Security Research Project
2012 - 2017

Total Cost: 14.6M Euro

3

Overview

4

• Topic Area:
• Aviation security checkpoints

• Problem addressed:
Checkpoints are inflexible, one size fits all
Dont always work as well as they could

• How solved:
• Certify systems not components
• Design for system level security
• Checkpoint design and evaluation tools

• So what:
• Provides outcome focused, result oriented

regulation
• More consistent security performance
• Flexibility for airports
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The problem

Regulatory framework focuses on types of equipment allowed to be 
used and their detection performance as components in isolation

Complex rules define checkpoint processes

Consequences:

• Overall security performance of the system is not really known

• Lack of flexibility.  Hard for airports to adapt checkpoints to meet 
their individual needs

• Technology innovation is inhibited

5

6

• Cabin Bag
Screening Example
– Branches show

options
– Paths show screening

process leading to
clear/not clear

• Further flowcharts
for
– LAGS
– People
– Non passengers

Current regulations – prescriptive and complex
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Outcome-focused regulation

• Current Approach
– Design largely prescribed

• Permitted screening methods
– Equipment types e.g. WTMD (approved equipment e.g
Manufacturer xx, version y) EC300, EC185, approved lists

– Procedures (e.g. divesting, alarm resolution…) EC185, EC Decisions,
More Stringent Measures in individual Member States

• Outcome focused (system level, performance
based….)
– Outcome prescribed

• Provide security level = x
• Complete, or partial, freedom how this is achieved

XP-DITE enables this paradigm shift

• Outcome focused
• Performance based

• Risk based
• Proportionate
• Flexibility for airports
• Technology innovation
• Happier passengers

Regulation

Security

enabling

Move from equipment based regulations to
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Performance Areas

Compliance

Security

Customer

Ethics

Cost

Operations

Design and Evaluation
needs to balance requirements

in all three areas

Security is only one
Performance Area

XP-DITE is not building the 
ultimate checkpoint of the future –
we are building the tools that might 
enable it

What is system level security?

• Overall probability of detecting a threat : Pd=x
• But……..
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What is system level security?
• Overall probability of detecting a threat : Pd=x
• But……..What threat?

• Pd averaged over all types of threat?
– Guns – large, medium, small, disguised, dismantled, plastic….
– Knives – large, medium, small
– Explosives – military, commercial, HME, solid, liquid, powder…

» Devices (explosive + detonator + power source…)

• Weighted by likelihood of occurrence?
• Weighted according to impact of each threat?

• Pd of all threat sizes or Pd set of minimum threshold
threat types & masses?

• Average Pd or threshold minimum Pd on each threat
type (avoid ‘holes’)?

• ?

What is system level security?

• Overall probability of detecting a threat : Pd=x

• No single answer to what the threat is – regulators and others
must decide

• XP DITE has developed a flexible approach – and has made
some specific choices in the tools to be validated in the
proof of concept checkpoints

MO approach (Modus Operandi)
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Modus Operandi  (MO) Approach

13

Break the threat down into individual components:

MO =   Threat object  (gun, knife, explosive A….)
+ Vector (bag, person….)
+ Concealment ( location, clothing, bag type….)

Pd = wi Pd (MOi)

{MOi , wi}   
chosen by regulator
based on threat

Example XP-DITE concept

• Replace X ray + random manual search + random manual trace
• By X ray + automatic vapour & particle trace on every bag

X-ray

X-ray Trace

Bag
Search

alarm

% random

clear

Bag
Search

alarm

clear

Trace
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XP-DITE Project structure

ACP Requirements & 
Conceptual Model

Shared
Evaluation

Platform
Shared Evaluation Platform Development

ACP Component 
Development

ACP Demonstrator 
Integration

ACP Demonstrator 
Evaluation

Design Process & Design Tool Development
Design 

Process &
Tool

Expert Groups and Dissemination

ACP Requirements & 
Conceptual Model

Shared
Evaluation

Platform
Shared Evaluation Platform Development

ACP Component 
Development

ACP Demonstrator 
Integration

ACP Demonstrator 
Evaluation

Design Process & Design Tool Development
Design 

Process &
Tool

Expert Groups and Dissemination

15

Airports Regulators Manufacturers Passengers Others

Design tool

16

Concepts

Components
repository

Scenarios

Performance
simulation

System level
requirements

optimize

ACP 
design

Performance
data

Design
Guide

TMs
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Design tool – Repository

17

Design tool – Repository

18

Note:equipment makes and models shown are purely illustrative
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Design tool – User Interface

19

Shared evaluation platform

20

• Calculates system performance from component data
• Performance Indicators

• Security & Compliance
• Detection performance ( MO based)
• Unpredictability

• Customer Service
• Perceived waiting time
• Peak waiting time
• Divesting/revesting hassle
• Privacy

• Operations
• Throughput
• Staff numbers
• Floor space
• Cost

• Test methods for components
• Empirical checkpoint evaluation methods
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Field testing and evaluation

21

• Validation of system level concept
• Validation of XP DITE tools

• Paper designs & evaluations
• Proof of principle checkpoints

• Field trial in Shannon Airport
• US Pre Clearance

• Technology Demonstrator evaluated
in test bed and at equipment test
labs (TNO, ICT)

Innovative component development

22

Biometric local tracking

Vapour detection by QCL 
IR spectroscopy

Stand-off passive mm-wave 
passenger screening 

X-ray scanning hand 
luggage multiple capabilities

Trace particle detection by  
Raman spectroscopic 
imaging
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Ethical evaluation

23

Identification of ethical, legal  and 
societal aspects (ELSA)

Guiding
principle

Respect for individual dignity and integrity in ACP screening
processes

Focus Individual Society

Aspect

INTRUSIVENESS

PRIVACY

ERROR/DISCRIMINA

TION

DIVERSION FROM THE

NORM

RESTRICTIVENESS

ACCEPTABILITY
(VALUES)

CHILLING EFFECT

ACCEPTANCE
(SURVEYS)

Et
hi
ca

l
ri
sk

s
as

sy
st
em

le
ve

l
at

tr
ib
ut

es

Intrusion into
spatial privacy

limited access to
standard
screening

accosting
travelers

perceived
intrusion

Intrusion into
bodily privacy

false alarms or
rejections

lack of
accountability

perceived
discrimination

Intrusion into
private life

false data stored misuse of data
perceived
misuse of

data
Disclosure of
Information to

others

affecting
non travelers

lack of
transparency

perceived
risk of error

XP-DITE Outcomes

• Airport operators and checkpoint designers
– Checkpoint design and evaluation tools on paper and in the field
– Enable use of innovative procedures and technologies
– Optimise checkpoints to individual business needs
– Provide evidence to regulators of security level achieved

• Regulators
– Explore system level approaches to security performance evaluation
– Carry out ‘what if’ experiments on potential new regulations and

impact of new technologies
– Enable checkpoints that can be more easily adapted to new threats

• Equipment Manufacturers
– Facilitate introduction of new technologies

• Passengers
– Fewer delays & improved convenience whilst ensuring they are kept

safe
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25

www.xp-dite.eu

mike.kemp@iconal.com

jaap.deruiter@tno.nl

Thank You

The XP DITE project has received funding
from the European Community’s Seventh
Framework Programme (FP7/2007 2013)

under Grant Agreement No 285311
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16.22 Martin Hartick: Smiths Mm-Wave Person Imager 

M. Hartick, K. Roe  Smiths Detection 
Wiesbaden (GER), Edgewood (USA) 
11.05.2016 ADSA 14

Company proprietary Information

Smiths Detection mm-wave person imager

Summary

- Company proprietary Information -   2

• Detection of threats/explosives carried on the body surface

• eqoTM scanner delivers automatic detection of threats/explosives carried on the body

• Active focussed real time imaging @ 24 GHz

• Video rate (14 fps)

• Open setup with small footprint

• No moving parts

• Next generation system:  

Pass through operation mode 

Uncooperative screening of persons

Anomaly detection material classification based on r
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Mission

- Company proprietary Information -   3

Threat Detection:

• Metallic Weapons 

• Non-metallic Weapons

• Explosives

Commercial
Military
HMEs
Liquids

• Drugs

eqoTM Technical Specification

- Company proprietary Information -   4

• Operational frequency:  24 GHz

• Scan volume: 1.1 m x 1 m x 2 m

• Small Footprint

• Focussed Imaging

• Frame rate: 14 frames per second

• Passenger turn through 360°

• Simple touch screen interface for screeners

• Automatic localization of  threats
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eqoTM Fresnel Lense

- Company proprietary Information -   5

Wiesbaden: X-ray;    Paris: Hi-energy X-ray

Watford: IMS - Chem/bio/explosives

Edgewood: Chem/bio/rad/integration

Australia (45)

Dubai &
Doha (80)

New Zealand (7)

Thailand (20)

Singapore (70)

Edgewood, 
MD (450)

Wiesbaden
Germany (555)

Paris, France (150)

UK – Watford & 
London (330) 

St. Petersburg, Russia (20)

Milan, Italy (14)

Moscow, Russia (3)

Japan (13)

India (17)

Sao Paulo
Brazil (45)

Johor Bahru, Malaysia (120)

Toronto
Canada 
(35)

Johor Bahru: X-ray 

Alcoa: Hi-energy X-ray

X-ray systems
Engineered in Germany

Manufactured in 
Malaysia & Germany

Technology 
centres 

of excellence
& manufacturing

Manufacturing 
sites

Sales/Service centres

Manufacturing centres

Alcoa,    
TN (20)

Employees (almost 2000) as 
at 1 August 2015

• The imaging system components
o Transceiver (1)
o Reflector Panel (2)

• The system emits a continuous wave (CW) radar 
signal from (1) towards the reflector panel (2).

• This forward signal is reflected and steered 
towards a volume in the scan space (3).

• If the signal encounters a reflector (person) in the 
scan volume, it will be reflected.

• Upon reaching the reflector, this signal is reflected 
back to the transceiver 

• The forward signal is steered towards all points in 
the scan volume.

• Reflected signals are captured at the transceiver 
and processed to render an image.

1

2 3

Forward Signal Path

Return Signal Path

eqoTM Scanning Procedure

Target Voxel

Focused rays

Source/Receiver

- Company proprietary Information -   6
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• The reflector-array modifies an incident wave front to 
achieve a particular reflected beam pattern. 

• Reflector panel is composed of micro-strip patch 
antenna based reflector-arrays.

• Each antenna is paired with low-noise FET

• Steering is achieved through the binary phase 
approximation and constructive interference

o Each antenna reflects the signal in phase (0 
degrees) or out of phase (180 degrees)

o The reflect-array acts as an elliptical mirror 
ensuring constructive interference. 

Reflector Array

Reflector Panel Array 
Elements with FETs

- Company proprietary Information -   7

• Data is captured in each scanning volume 
throughout the active area

• Once the volume has been scanned, an image is 
rendered and sent for processing

• Capture and process continues while the subject 
makes a 360º turn in the scan volume.  

• The image views are pieced together to produce a 
video-like rendering of the subject making the turn.

• The image dataset, system configuration, and 
background parameters are used as inputs to the 
image processing and detection processes

• Image resolution approximately 1 mm to 2 mm in 
each direction

Image Capture Methodology

The 4mm x 4mm metal test 
reflectors are clearly seen in the 
image, indicating that the 
fundamental resolution is at or 
below this level

- Company proprietary Information -   8
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ATR: 3D Body Model

• Identify anomaly objects in the various views
• Map objects to the correct location on the 

representative human figure.
• Account for threat objects that look different 

depending on body region and concealment
• Suppress typical false alarms on body regions

- Company proprietary Information -   9

• ATR algorithms locate and annotate suspected 
threat or contraband items.  

• ATR addresses privacy concerns by removing 
image display and user analysis 

• The eqo ATR algorithms examine the source 
video sequence to detect items in real time

• Result latency is less than one second
• Detection results are displayed on two “avatar” 

views of a human body
o Suspicious regions are indicated by a  

rectangular box on the avatar in the location 
of the anomaly

o Secondary search is directed at the location 
of the threat indicators

Automatic Threat Recognition (ATR)

- Company proprietary Information -   10
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Next generation CONOPS

Pass Through Operation:

• Open chamber assembly

• Imaging of person while entering and leaving

• Posing required at the centre only

• Larger footprint

- Company proprietary Information -   11

Material classification via r estimation

Assumption: 

• parallel plane reflection

• lossless transmission

• No frequency dependence

Prerequisite:

• precise determination of reflection plane object thickness

• Optical path length difference

1 2

A0

A1
A2

- Company proprietary Information -   12
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r Determination (SAR measurement) *

Scan area
x / mm

y 
/ m

m

0 50 100 150 200 250 300

0

50

100

150 0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

SAR reconstruction

Scenario:
wax stripes, coin 
on silicone 
(covered by 
clothes – not 
shown in the 
photo)

r – reconstruction

x / mm

y 
/ m

m

0 50 100 150 200 250 300

0

50

100

150
0.5
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x 104

blue:
r = 2 – 3,2
 Explosive

green:
r = 4,2 – 5,2

 skin x / mm

y 
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m
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1
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2.5
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2
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d / mm

r

1) 2) 3)

1)  wax
2)  silicon
3)  absorber

Depth Profile
threat

* Work performed in cooperation with Univ. Erlangen

- Company proprietary Information -   13

Technology

Higher Frequency:

• Increased image resolution

• Potential to do r classification

• Stronger contribution of clothing in the image

• Increased amount of data

• Higher complexity

Increased bandwidth:

• Regulation issues

• Technological challenging

- Company proprietary Information -   14
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Summary

• Detection of threats/explosives carried on the body surface

• eqoTM person scanner delivers automatic detection of threats/explosives carried on the 
body

• active focussed real time imaging (24 GHz) at video rate (14 fps)

• Open setup with small footprint

• No moving parts

• Next steps: 

pass through operation mode at same cost

uncooperative screening of persons

Material classification based on r

- Company proprietary Information -   15

THANK YOU

The authors gratefully acknowledge the 
contributions of Dr. Brendan Lyons, Emil 
Entchev, Rory Doyle, Colin Moynihan, and the
team from Smiths Detection Cork, Ireland who 
led the development of the eqo system.

- Company proprietary Information -   16
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Contact:
Martin Hartick
Martin.Hartick@smithsdetection.com

Smiths Detection 
Im Herzen 4
65205 Wiesbaden
Germany

- Company proprietary Information -   17

eqoTM Realization

• Operates at a nominal frequency of 24 GHz
o Industrial, Scientific and Medical (ISM) band
o Clothing is essentially transparent
o Minimal scatter from seams, stitching, and folds. 
o Body is very reflective 
o Dielectric materials show up well against the 

body. 
o Signals sufficient for resolution requirement

• Scan volume: 1.1 m by 1 m by 2 m 

• Transceiver consists of a 
o 10 dB gain horn with integrated circulator
o phase locked transmitter 
o receiver w/ phase locked Local Oscillator (LO). 

4

5

6

1. Signal source and receiver
2. Reflector panel
3. Scanning volume
4. Signal illumination footprint
5. Computer and data storage

- Company proprietary Information -   18
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• Passengers turn through 360°
• Simple touch screen interface for screeners

Image Capture Methodology: CONOPS

- Company proprietary Information -   19

ATR: The Science Behind the Turn (1 of 2)

Reflective threat concealed on the upper arm 
Object detected with non-uniform 
properties

Concealed knife visible when the person 
rotates
Concealment defeated by turn CONOPS

- Company proprietary Information -   20



Advanced Development
for Security Applications

Final Report
May 2016 Workshop

280

ATR: The Science Behind the Turn (2 of 2)

Contoured threat visible with angular 
movement 
Concealment defeated by motion of the 
passenger

Concealed bulk threat visible when the person 
rotates
Concealment defeated by collection of side 
view with full 3-D dataset

- Company proprietary Information -   21

Next Generation mm-wave Imager

Goal of future development:

• CONOPS: 
walk through operation
uncooperative data recording

• Detection: 
anomaly detection material classification
enhanced resolution

• Technology:
higher frequencies
increased bandwidth
SAR based imaging or unfocussed imaging

- Company proprietary Information -   22
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16.23 Ed Godere: Stand-Off Threat Detection Using Active  
 MMW

Radio Physics Solutions
MiRTLE® Active MMW Standoff

Threat Detection using Polarimetric Radar
ADSA14 Northeastern University

May 2016

Ed Godere, CEO
edgodere@rpssys.com

www.radiophysicssolutions.com

Active MMW Standoff Threat Detection

• Standoff passenger screening using active millimeter wave threat detection
Problem

• Preventing bombs, assault weapons and hand guns from densely populated
areas inside transportation centers

Solution

• MiRTLE® (millimeter wave radar threat level evaluation) detects threats
hidden under a persons clothing out to a distance of 30 to 40 meters

So what

• Brussels Airport……………..

Topic Area
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MiRTLE® Block Diagram

Microwave power at 12 – 18 GHz is multiplied up to provide UWB transmission of
millimeter wave power over the entire W band. A GOLA provides a highly directive beam
(up to 45 dBi) to illuminate the target person. Orthogonally polarized receivers provide
two channels of target depth information which is processed autonomously to render a
real time threat/no threat decision

3

MiRTLE® Phenomenology

Detection and discrimination of objects
concealed under clothing is possible
because typical clothing does not
attenuate much at millimeter wave
frequencies. Using pattern recognition
software to analyze the change in
polarization and depth information of
the target, which is encoded in the
scattered waveform, it is possible to
determine the nature or class of object
concealed. As examples, the top left
figure shows the clustering of radar
return amplitude for a body with (RED)
and without (BLUE) a PBIED. Additional
depth information is presented due to
the UWB nature of the system. The
bottom left figure shows the two
receiver channel depth spectra for a
variety of situations

4
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MiRTLE® Active MMW Standoff Threat Detection

MiRTLE® 10

• Hand held, tripod or fixed
• 10 meter standoff detection
• 90% detection of guns to 10m
• 70% detection of knifes to 10m
• 5 6% faults alarm rate (large zippers, belt buckles)
• Operator separation: 10 110 meters
• Power 2 mw average
• Battery life: 4 hours plus
• Weight: 8.5 pounds
• No setup required (on off switch)
• High reliability (no moving parts)
• Emission 25 X lower than MPE limits

MiRTLE® 30
• Tripod or fixed
• 30 meter standoff detection
• 97% Detection of PBIED’s to 30m
• 75% Detection of pipe bombs to 30m
• 70% detection of large assault weapons
• 5 6% faults alarm rate (large zippers, belt buckles)
• Operator separation 30 130 meters
• Power 2 mw average
• Battery life 8 hours plus
• Sensor weight 16.5 pounds
• Setup time 10 minutes of less
• High sensor reliability (no moving parts)
• Emissions 25 X lower than MPE limits

MiRTLE® Standoff Threat Detection Applications
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16.24 Brian Krenzien: Working With TSL

Brian Krenzien

Executive Director (Acting)
Transportation Security Laboratory 
Wm. J. Hughes Technical Center,
Atlantic City, NJ

Science & Technology 
Directorate
Transportation Security Laboratory Overview

TSL – Lab at a Glance

2

TSL works closely with industry counterparts to mature explosives and contraband detection 
technologies to meet customer requirements.

Sole laboratory designated for certification testing for TSA. For the most part, security equipment 
deployed in U.S. airports has passed through TSL for technical support at some point.

We support technology development with a staff of extensive subject matter expertise in 
explosive properties, terrorist tactics, and detection technology performance needs.

We conduct applied research to support T&E so we are ready to test next generation systems as 
they mature.
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If you  have a 
technology that offers 
an opportunity to close 
a DHS component gap 
in contraband 
detection…we want to 
hear from you!!!!

BLUF

3

TSL Focus Areas

4

Applied Research Supporting T&E (Core Labs)
Test Articles/Test Phantoms
Test Standards/Test Methodology
Material Characterization/SSST

Developmental Test & Evaluation
X-Ray based technologies (X-ray/CT)
Radiometric based technologies (Metal Detectors/
Bottled Liquid Scanners/MMW technologies)
Chemistry based technologies (Trace Contact Detection
/Trace Vapor Detection) 

Independent Test & Evaluation
Certification of X-ray, Radiometric, & Chemistry based
technologies
Government customer requested Special Studies

Applied Research (Work for Others)
Vulnerability Assessments/Requirements Definition
T&E for non-aviation technologies
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Industry partners can bring technologies into the TSL via 
two means:

Cooperative Research & Development Agreement (CRADA) with TSL
Establishes roles and responsibilites of TSL and industry partner
Describes nature of T&E activity TSL and industry partner will conduct
Typically reviewed by DHS and industry partner legal teams

Contract through DHS S&T HSARPA Division (Explosives, Borders & 
Maritime)

For example, Broad Agency Announcements

Working with the TSL

5

Technology Optimization Partnership(TOPs)

6

Designed as an internal public-private partnership to expedite the 
maturation and deployment of technologies.

Reduce time to market for emergent technologies. 
Close operational gaps 

TOPs provides numerous “on-ramps” into the TSL depending on 
level of maturity and needs.

Prototype Evaluations & Assessments
Readiness Assistance
Readiness Testing
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Technology Optimization Partnership(TOPs)

7

Technology On-ramps
Entry into acquisition
Industry requests/Component requests
Market survey/analyses

For early proof-of-concept, 
feasibility, or laboratory 
experiments

Subject matter expertise 
guidance provided to the 
partner to enable technology 
optimization

The DT&E group considers the 
system, and may perform 
research activities (e.g. to 
optimize test articles)

Prototype Evaluations/Assessments

8
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For partners providing working 
prototypes or production ready 
systems who wish to receive 
T&E data and development 
guidance

Readiness Assistance is not
necessarily correlated to any 
particular Acquisition or 
Certification window. 

Data collection to help 
determine the technology's limit 
of detection (LOD) and/or 
provide industry data/images.

Readiness Assistance

9

Test data and information 
provided to the partner in order 
to provide development 
assistance via guidance 

Information provided to 
government sponsors

TSL serves as an evaluator of 
technology primarily for the 
vendor involved in a 
certification/acquisition effort

Driven by a component’s 
detection standard
Technology evaluated across a 
broad array of areas
Results are provided to TSL 
IT&E and government sponsor 
to determine if the system is 
ready for certification testing.
In-depth briefings/feedback to 
technology developers

Readiness Testing

10

IT&E makes final determination if 
technology is ready to move into 
formal certification testing
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TSL serves as a test agent for a 
component customer.

Formal process agreed upon by 
component and TSL.
Driven by detection standard
Pass - Fail
In-depth briefings to 
components
Minimal briefings to technology 
developers

(Note: This process occurs outside the TOPs process 
and typically does not involve CRADAs.)

Certification Testing

11

An Average Year at TSL

12

Work with 25 OEMs to mature their 
technologies through CRADAs

Conduct 15 Certification Readiness Tests 
on Checked Bag EDS for conventional 
explosives and HMEs.

Complete 6 field evaluations or lab 
assessments for Cargo Screening 
technologies

Advance 3 commercially available 
Checkpoint systems from one TSA tier of 
detection to the next highest tier of 
detection.

Provide readiness assistance for 6 
vendors working to mature technologies 
(AT, AIT, BLS, SSD)

Independent Test & Evaluation completes
9 EDS Certifications
4 AIT Qualification Tests
6 ETD Qualification Tests
3 Qualification Tests for other technologies
15 Lab Assessments
30 Vulnerability Assessments

Execute 3 applied research efforts for 
other government agencies

Conduct exploratory testing on 4 Next
Generation screening technologies

Publish 200 technical reports (Gov)

Conduct 45 vendor briefs

Develop 15 invention disclosures

File 2 patent applications
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Lab Leadership
Brian L. Krenzien (Acting Executive Director) - (609)813-2709 –
Brian.Krenzien@hq.dhs.gov
Dr. Richard Lareau (Acting Technical Director) – (609)813-2760 –
Richard.Lareau@hq.dhs.gov
Seyhun Byrne – DT&E Division Chief – (609)813-XXXX –
Seyhun.Byrne@hq.dhs.gov
William Petracci – IT&E Division Chief – (609)813-2708 –
William.Petracci@hq.dhs.gov

TOPs POCs
Michael Snyder – X-ray technologies (EDS, AT) – (609)813-2764 –
Michael.Snyder@hq.dhs.gov
Rob Klueg – Radiometric technologies (AIT, BLS) – (609)813-2872 –
Robert.Klueg@hq.dhs.gov
Dr. Jason Stairs – Chemistry technologies (ETD, Vapor) – (609)813-2895 –
Jason.Stairs@hq.dhs.gov

Points of Contact

13
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Historical Growth

15

TOPs Business Overview
Gate 3 results in a determination as to what TOPs testing 
stage each technology enters in at based on TRL.

TRL 3 – 4:  Exploratory Assessments
TRL 4 – 6:  Readiness Assistance
TRL 6 – 7:  Readiness Testing

Partners who do not make it through a stage-gate are 
informed.

Partners who are approved through stage-gates enter 
into a Cooperative Research and Development 
Agreement (CRADA) with TSL.
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Why do we exist?

17

Enabling Legislation:
Aviation Security Improvement Act of 1990 (Lockerbie Pan Am 103):

“Government shall 1) accelerate & expand research, development & implementation of 
technologies & procedures to counteract terrorist acts against civil aviation; 2) determine 
amounts & types of explosives that could cause catastrophic damage to an airplane.”

White House Commission of Aviation Safety & Security of 1996 (TWA 800):
“Government shall develop an action plan to deploy new high technology machines to 
detect the most sophisticated explosives.”

Aviation & Transportation Security Act of 2001 (9/11):
Established TSA and made it responsible for security in all modes of transportation

Homeland Security Act of 2002:
Established DHS to 1) prevent terrorist attacks in the US; 2) reduce vulnerability of US to 
terrorism; 3) minimize damage…from terrorist attacks; … & 7) monitor connections 
between illegal drug trafficking and terrorism…and otherwise contribute to efforts to 
interdict illegal drug trafficking.

Why do we exist?

18

To address these enabling legislative requirements, TSL provides
Impartial, independent oversight

Certification testing is an inherently government role

Subject matter expertise
Detection characteristics by technology
Threat characteristics of interest (physics/chemistry)
Vulnerability/mitigation expertise

Accredited and Repeatable Test & Evaluation procedures
ISO 9001
A2LA 17025

Cost effectiveness & Responsiveness
Flexibility of government employee workforce
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16.25 Robert Fursenberg: Stand-Off Trade Detection

Stand off Trace Detection

Robert Furstenberg, Chris Kendziora, Michael Papantonakis, Viet
Nguyen, and R. Andrew McGill

Naval Research Laboratory
Materials & Sensors, Code 6365

Washington, DC 20375

May 11, 2016
ADSA14 Development and Deployment of Fusible Technologies for the Checkpoint

robert.furstenberg@nrl.navy.mil

Crowded Checkpoints = Attractive Soft Targets…
REDUCE CROWDING BY:

• Fast=no wait checkpoints
• Decentralized, multiple

indoor/outdoor checkpoints
using stand off
detection/surveillance

(Accept <100% scanned/chkpt!)
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Outline

• Motivation/Introduction

• Stand off trace detection
Photo Thermal Infrared Imaging Spectroscopy
Laser Trace Vaporization (followed by IMS detection)

• Realistic Trace Explosives Test Coupons
Preparation
Analysis
Persistence studies

• Conclusions

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Exploit or attack the terrorist network

4

Detect/
Defeat

BOOM

Plan the 
Attack

Decide to 
attack

Observe
Consequences

Attribute
Responsibility

Prepare
for Attack

Conduct 
the Attack

BOOM

Obtain
Resources

Mitigate/
Forensics

Prevent & 
Predict

Detect

Detect

CHECKPOINT
(last chance to prevent attack)
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“Left of boom” CONOPS

• Covert/Overt skin analysis
– Determine presence of

trace explosives

• Covert/Overt car screening
– Probe car door handle at barrier
– Determine presence of trace explosives
– Probe inside trunk with handheld scanner

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

• Covert clothing/bags/shoes analysis
– Determine presence of trace explosives
– Uncooperative subjects (moving)

Understand the source of trace explosives
deposited in fingerprints

J. Verkouteren et al., J. For. Sci. (2007)

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Fingerprint “ground truth”:
• Mass coverage: ~ 1 10 g/cm2

• “Fill factor”: ~ 0.05 1%
• Particle size: ~ 1 25 m distribution
• Particle persistence hours, days, months
• Low vapor pressure => immeasurable vapor,
can only detect solid particles!
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Structural features of Explosives materials
Principal chemical classes of explosives materials

Fuels
Nitrate
(AN)

Perchlorate
(KC)

Peroxide
(TATP)
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Common structural features targeted for IR detection

Symmetrical
stretch

Anti symmetrical
stretch

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

Active infrared stand off detection at NRL
Photo thermal IR Imaging Spectroscopy
(PT IRIS)

Laser Trace Vaporization
(LTV)

QCLQCL

IR camera

Vapor
cloud

• Eye safe IR light source
• Modest ~1oC “active” particle heating
• “Thermal” IR light emitted, collected and
analyzed at a distance

• Successfully field tested a system; TRL 3 5
• Commercially available components; QCL,
bolometer/MCT

• Preferentially vaporization of materials of interest
• Higher laser powers than PT IRIS (not eye safe)
• Proximal interrogation of vapor (e.g. with IMS)

US Patents (NRL 6365): 8,101,915, 8,222604, 8,421,017, 8,421,018
Furstenberg, Kendziora et al, Applied Physics Letters, 93, 224103 (2008)
Furstenberg , Papantonakis et al., Proc. SPIE. 7665, 76650Q (2010)

structural features

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Photo Thermal Infrared Imaging
Spectroscopy (PT IRIS)

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Photo thermal Infrared Imaging Spectroscopy
(PT IRIS)

Surface
contaminated
particles
of explosives

100 microns

RDX fingerprint

thermal radiation

PT IRIS offers rich IR spectral features for detection using:

1. Differential imaging
2. Wavelength selection (excitation)
3. Filtering wavelengths (collection)
4. Spatial contrast
5. Temporal kinetics
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NRL Proprietary

(1) Differential imaging

1. Pulse or chop laser
2. “Laser Off” – “Laser On”

Thermal images of RDX on gold mirror illuminated with chopped QCL IR beam 

Laser Off Laser On Differential

R. Furstenberg et. al, Applied Physics Letters, 93, 224103 (2008)

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

(2) Varying excitation ; selectivity between explosives
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TNT
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Off resonance TNT resonance RDX & TNT RDX resonance

Sample of TNT
and RDX
illuminated by a
heatgun: no
laser

Differential images of QCL-heated samples:
NOTE: Circles indicate the laser spot size.

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
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(2) Spectroscopy by varying excitation

• More wavelengths improve selectivity, sensitivity
• Tunable QCL used here for PT signal from TNT
• 0.5 meter standoff, 30 mW, 7.0 – 7.7 mm (0.01 μm steps)
• Spectrum matches FTIR (all 5 absorption peaks)
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PT-IRIS is effectively stand-off spectroscopy

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

(3) Signal enhancement by filtering on collected emission
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• Emission spectrum mirrors
absorption spectrum by Kirchoff’s
Law

• Use collection LWIR filters to
increase selectivity based on
emissivity

• Filters which transmit or block the
emission from different analytes

• These create a new analyte
“signature” which can be
compared with other known and
unknown materials.

• These also help distinguish
analytes from the substrate

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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(4) Exploiting variations in spatial response

1 inch

• RDX on a painted car panel
• 6.29 μm laser, 10 mm diameter beam, ~40 mW
• Laser manually directed around car panel

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

(5) Signal contrast using temporal kinetics

• RDX on denim
(cotton)

• Comparing
temperature from
pixels known to
contain either RDX or
denim

• Denim heats and
cools faster than RDX

• Can identify RDX in
the presence of
denim

Kendziora, MRS Fall 2011 Proceedings Data taken with R. Jones; ITT

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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PT IRIS summary

• Eye safe IR lasers used to selectively heat trace amounts of
explosives for photo thermal imaging.

• PT IRIS concept has been demonstrated on variety of substrates,
analytes, in/out doors, and at significant standoff distances.

• Real time, standoff, and imaging capabilities

• Chemical identification

• Potential covert operation

• Small QCL footprint allows integration with other capabilities

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Laser Trace Vaporization

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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April 7, 2010 US Naval Research Laboratory

The Problem
• Many explosives offer insufficient vapor for non contact trace
detection.

• Thus, despite the availability of mature vapor detectors,
swabbing is primarily used.

– surface particle swab process
– air jets used to dislodge particles (portal)

• Current particle harvesting techniques:
– time consuming
– non selective
– surface contact method
– high power consumption
– high maintenance

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

April 7, 2010 US Naval Research Laboratory

Vapor Pressure of Explosives

Ammonium
Nitrate

• The vapor pressure range for explosives spans > 12 orders of magnitude
• Low vapor pressure means:

– Particles persist on surfaces for long times
– Very little vapor exists for detection!

• Vapor signature is exponentially stronger at elevated temperatures!

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Vapor Pressure vs. Temperature
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Small increase in temperature = LARGE increase in evaporation!

Ammonium Nitrate Ammonium Nitrate

We need to heat explosives particles.
But, we shouldn’t heat anything else on the surface!

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

Laser Trace Vaporization (LTV)

specific QCL

Vapor
cloud

• Many explosives have low
vapor pressures

• Vapor pressure, and
evaporation rate, have an
exponential dependence
on temperature

• We used an Ion Mobility
Spectrometer (IMS) to
validate signature
enhancement

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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LTV: Prompt vaporization of explosives
(RDX)

Sub micron RDX particles spray coated on polycarbonate

LTV video of RDX
on polycarbonate

• 159 mW, focused
• 600 μm line width
• Cleared area is 2 x 5 mm
• Real time video

White = RDX particles

Black = Laser cleared

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
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LTV test bed

Lens ChopperShutter

Co aligned tunable QCLs

Quantum Cascade Lasers (QCLs):
• Compact
• Tunable/ specific
• > 1 W cw
• Commercially available

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Wavelength selectivity of TNT on PE

On the IR transparent substrate, enhancement only from resonant wavelength

Weakly absorbing

Strongly absorbing

Transmission spectrum of TNT

130 mW
4.5 mm beam spot
(unfocused)
1 μg TNT

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

Comparing heating of surfaces and particles

Input:
particle diameter: dparticle = 2 Rparticle = 69 m
Laser Power: 100mW; 100 m x 100 m spot
Assumed absorption lengths:

in TNT: absorption = 1 m
in the substrate: 100 m

50 μs laser pulse
Simulation by J. Großer (German ESEP)

Shorter pulses provide
better thermal contrast

Due to surface heating of substrate
All laser energy absorbed by substrate

(heated) at either – “optically thick”
Surface absorption important for
longer heating times

Incident laser light

Surface heating conductively heats
explosive particle

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Measurement of thermal kinetics
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Laser Heating of NH4NO3 Powder

• High speed MCT infrared imaging array
• Measured laser heating of AN particles
• 50 80 micron AN particles, 200 ms laser pulse
• Time scale agrees with modeling

•Reaches thermal equilibrium in ~ 50 ms
Again, use shorter laser pulses!!!

Laser on

Laser off

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

• Can optimize the laser pulsing with a better understanding of
substrate/particle properties

• Pulse/chop laser

• Raster beam

Limit heating of substrate/interferent while providing material
vaporization

Strategies to improve LTV selectivity

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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LTV Summary

• LTV can provide the following detection advantages for low
vapor pressure materials (AN, TNT, RDX)

– Adds sensitivity for detection of low vapor pressure analytes
– Selective vaporization from a contaminated surface
– Faster response time
– Non contact or standoff

• Small footprint of QCLs enables interfacing with hand held
vapor detectors or integration into existing platforms

• LTV can easily be adapted for other materials of interest

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Naval Research Laboratory April 26, 2012
SPIE 2012 DSS Meeting

FOUO
NRL Proprietary

Realistic Test Coupon Preparation

J. Verkouteren et al., J. For. Sci. (2007)

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Any detection technique
should be tested against realistic
(fingerprint like) targets!
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Inkjetting

• Analyte distribution is controlled by solvent wetting effects and can
produce a variety of structures after drying.

• It is difficult to produce particle sizes in the desired 5 20 m range.

Sucrose
on PE

TNT
on glass

RDX
on glass

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Particle imaging analysis

NRL ParticleMath
1. Import optical image
2. Scale image
3. Particle analysis

– thresholding
– locate particles/clusters
– identify axis
– axial slices
– compute volume
– effective diameter

4. Compute loading
and particle size distribution

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Sieved RDX particle size & mass distributions

• 20 m sieve produces particles in 5 20 m range of interest
• > 20 m indicative of clustering
• 10 m average particle size = 1.2 ng

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Test Coupon Summary
• Sieving and inkjetting were compared with fingerprinting as
techniques for fabricating test coupons for optical spectroscopy

• Sieving provides test coupons with comparable fingerprint metrics
• Inkjetting provides good control of areal density but poor control of
desired fill factor, particle sizes or particle contact with the substrate
important considerations to optical spectroscopy techniques.

• A new particle imaging analysis technique, NRL ParticleMath was
used to quickly characterize fingerprint or sieved test coupons and
validated by UV visible spectrophotometry.

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC
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Conclusions

• Presented stand off detection techniques
suitable for improved checkpoint screening:

PT IRIS: All optical trace detection
LTV: Create vapor (where there was none) for IMS
detection

• Presented new test coupon preparation
technique

Stand-off Trace Detection ADSA14 – Boston, May 11 Naval Research Laboratory
Washington, DC

Stand off Trace Detection

Robert Furstenberg, Chris Kendziora, Michael Papantonakis, Viet
Nguyen, and R. Andrew McGill

Naval Research Laboratory
Materials & Sensors, Code 6365

Washington, DC 20375

May 11, 2016
ADSA14 Development and Deployment of Fusible Technologies for the Checkpoint

robert.furstenberg@nrl.navy.mil
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16.26 Susan Rose-Pehrsson: AN Detection with MS

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 1

Ammonium Nitrate (AN) Detection with
Mass Spectrometry

Susan Rose Pehrsson Lauryn DeGreeff, Braden Giordano, Greg Collins
And F. Lucus Steinkamp*

Naval Research Laboratory, Chemistry Division
Washington, DC 20375 5342

Adam Lubrano, Benjamin Andrews, and G. Asher Newsome
Nova Research, Inc., Alexandria VA, USA

* Former NRC Post Doc

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 2

So What/Who Cares?

Need to detect Binary explosives (Ammonium Nitrate + Fuel) in checked
luggage/cargo (Baggage)
• Binary explosives are salts making them very difficult to detect
• ETD (eg, IMS) relies on particle sampling and is not selective for AN
• Vapor methods are difficult because of low VP.
• One potential solution: sample AN from headspace or gas above a sample

and detect with Mass Spectrometry
• Method provides verification of both oxidizer and fuel
• Mass Spectrometry is applicable to other explosives
• Detector is very selective
• False alarms would occur from benign combinations of similar component
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Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 3

Binary Explosives Characteristics

Binary explosives are commonly used as Improvised Explosive Devices (IED)
• Oxidizer and fuel mixture:

– Ease of detonation depends on fuel:oxidizer ratio
– Oxidizer Examples: Ammonium nitrate (AN), potassium perchlorate (KClO4)
– Fuel Examples: Sugar, aluminum powder (Al), fuel oil (FO)

• Vapor detection of AN is challenging
– Low vapor pressure (VP)

• Estimated VP = 2.2 x 10 6 mmHg at 25 C
• Compared to VP of TNT = 2.0 x 10 4 mmHg

– AN = salt
• AN is in equilibrium with ammonia and nitric acid

Ammonium Nitrate (NH4NO3)

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 4

Volatile Emissions of AN

“Volatile Emissions of Ammonium Nitrate Under Flowing
Conditions,” F.L Steinkamp, B. Giordano, G. Collins, S. Rose
Pehrsson, Propellants, Explosives, Pyrotechniques (2015),
40, 682 687.

• Characteristics of AN vapor generated from solid sample vary as sample approaches
equilibrium inside chamber

• Initially, large quantities of ammonia observed, but as steady state achieved within
the laminar flow and a dynamic equilibrium established, the ratio of ammonia to
nitric acid in the effluent vapor drops, although never becoming equimolar

• Ratio strongly dependent upon humidity
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SPME Derivatization Method
Detection method for ammonia in the headspace of ammonium
nitrate (NH4NO3). The method is:
• Easy to use
• Sensitive and selective
• Collect sample on solid phase microextraction (SPME) subtract
• Implement a derivatization method on the SPME
• Thermally desorb SPME into a conventional gas chromatography

(GC) mass spectrometry (MS) for analysis

+ NH3

Butyl Chloroformate Ammonia Butyl Carbamate

Or
Mass
Spectrometer

SPME
fiber

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 6

SPME Derivatization Method Advantages

• Direct derivatization of ammonia in a headspace

• No need for liquid phase

• Use of widely available lab instrumentation

• GC/MS readily available in most labs

• Quick sampling compared to alternative techniques

• Approximately 5 minutes

• Rapid analysis

• Under 10 minutes

• The ability to simultaneously detect fuel among the ammonia

Butyl Chloroformate Diethylamine Butyl Diethylcarbamate

A derivatized externally sampled, internal standard (dESIS) is used to provide
fiber to fiber reproducibility with a relative standard deviation of less than 5%.

+
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Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 7

Simple 3 Step Sample Process

Step 1 Derivatization Agent:
Insert a SPME fiber into a 20 mL
headspace vial with 2 mL of Butyl
Chloroformate for 1 minute

Step 2 Sampling: Insert the SPME fiber
into a sample and expose the fiber for 5
minutes

Step 3 dESIS: Immediately after exposing
the fiber to the sample, the fiber is
exposed to the dESIS headspace: 2mL of
1:10000 dilution of diethylamine in
acetonitrile in a 20mL headspace vial for
15 seconds

“Analysis of Ammonium Nitrate Headspace by On Fiber SPME
Derivatization with Gas Chromatography Mass Spectrometry,” A.
Lubrano, B. Andrews, M.H. Hammond, S.L. Rose Pehrsson, Journal of
Chromatography A (2016), 1429, 8 12.

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 8

Headspace Samples for Mixtures of AN and Fuel

Method provides
detection of both the
oxidizer (ammonia) and
the fuel
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Field demonstrations

• Sampled the headspace of soil contaminated with ANFO
• Sampled the air in a magazine storing AN
• Can be implemented passively and actively

• The method needs further development before it can be effectively used in
an operational environment to determine humidity and temperature effects
and to assess the full range of potential interferences.

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 10

New Approach Direct Headspace Samples of AN
The derivatizing agent, butylchloroformate vapor, is cryogenically trapped
on the CIS liner; ammonia vapor from AN is then collected onto the CIS
liner with derivatizing agent. Following collection of the ammonia vapor,
the CIS is heated and the vapor analyzed by GC MS. No internal standard is
used.

The estimated limit of detection with this method is sub ppb ammonia.

Faster method eliminates
the fiber and allows the
method to be sampled
directly
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New Ambient Pressure Mass Spectrometric Analysis
Ammonium nitrate produces ammonia and nitric acid in the gaseous headspace
above bulk solids
• Both are detected in real time using ambient ionization mass spectrometry with

custom designed ion molecule reaction techniques using preconcentration
method

• Preconcentration of NH3 on Tungsten oxide successfully demonstrated

Carbon tetrachloride was selected as
the reagent gas for ion molecule
reactions that generate larger ammonia
adduct ions in a detectable range.

Using preconcentration, the ammonia adduct
was observed atm/z 98 corresponding to
[CCl3+NH3 HCl]+

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 12
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Backup Slides

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 14

Calibration Curve Using the dESIS Method

Adjusted R2 = 0.99212

Ammonia (ppb) Average Sample Average dESIS Avg Ratio STDEV %RSD
0.00 168212 31736357 0.0053 0.0008 14.96
2.50 166742 24619664 0.0068 0.0008 12.29
7.50 207471 17572558 0.0118 0.0014 12.07
12.49 307666 13353280 0.0235 0.0035 14.76
24.93 469498 11180272 0.0420 0.0007 1.57
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Volatile Emissions of AN

“Volatile Emissions of Ammonium Nitrate Under Flowing
Conditions,” F.L Steinkamp, B. Giordano, G. Collins, S. Rose
Pehrsson, Propellants, Explosives, Pyrotechniques (2015),
40, 682 687.

• Characteristics of AN vapor generated from solid sample vary as sample approaches
equilibrium inside chamber

• Initially, large quantities of ammonia observed, but as steady state achieved within
the laminar flow and a dynamic equilibrium established, the ratio of ammonia to
nitric acid in the effluent vapor drops, although never becoming equimolar

• Ratio strongly dependent upon humidity

Effect of temperature on AN vapor
concentration and composition

Ammonia Nitric Acid

Flow

0.6 L/min
5.8/0.42 (14:1)      

0 g/m3 H2O
8.0/0.43 (19:1)      
6.3 g/m3 H2O

1.1 L/min
2.5/0.16 (15:1)      

0 g/m3 H2O
11/nda (--)b             

14.8 g/m3 H2O

ppbv NH3/ppbv HNO3 (NH3:HNO3 ratio)   
Absolute humidity

Ratio of ammonia to nitric acid at two
different humidity levels, dry & elevated

anot detected, bno ratio calculated

Naval Research Laboratory ALERT ADSA14 Workshop - May 10-11, 2016 - Northeastern University, Boston 16

AN Methods in Literature

Zhao and Yinon, “Characterization of ammonium nitrate by
electrospray ionization tandem mass spectrometry,” Rapid
Communications in Mass Spectrometry, 2001, 15, 1514 1519

Ammonium Nitrate in methanol/water solution
introduced to electrospray by syringe pump
produced cluster ions containing entire AN
species via positive ion ESI/MS

Ewing et al., “A critical review of ion mobility spectrometry
for the detection of explosives and explosive related
compounds,” Talanta, 2001, 54, 515 529

Using IMS, Ammonium Nitrate detection has
been reported via the nitrate ion. Ammonia
should be detected in positive polarity while
nitrate ion is observed in negative polarity.
Resolution and specificity problems exist.
Nitrate ion is common in background air.

Mass Spectrometric detection of sample in liquid

IMS detection of vapor from bulk sample

Bulk detection via Nuclear Quadrupole Resonance
Barras et al., “Detection of Ammonium Nitrate inside
Vehicles by Nuclear Quadrupole Resonance,” Applied
Magnetic Resonance, 2004, 25, 411 437

Using NQR, concealed Ammonium Nitrate
detection has been demonstrated in vehicles.
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Ambient Pressure Mass Spectrometric Analysis
Ammonium nitrate produces ammonia and nitric acid in the gaseous headspace
above bulk solids
• Both are detected in real time using ambient ionization mass spectrometry with

custom designed ion molecule reaction techniques
• Insufficient sensitivity for real time detection of headspace concentrations
• Preconcentration of NH3 on Tungsten oxide successfully demonstrated
• The methodology to accurately measure ammonia and nitric acid above bulk

ammonium nitrate was resolved, but lacked a sufficiently developed
tungsten oxide preconcentrator.

Carbon tetrachloride was selected as
the reagent gas for ion molecule
reactions that generate larger ammonia
adduct ions in a detectable range.

Using preconcentration, the ammonia adduct
was observed atm/z 98 corresponding to
[CCl3+NH3 HCl]+
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16.27 Otto Gregory: Chemical Sensing of Explosives

Chemical Sensing of Explosives

Otto J. Gregory, PhD
URI Sensors and Surface Technology Partnership 

Chemical Engineering Department
University of Rhode Island

Kingston, RI 02881
gregory@egr.uri.edu

ADSA14: Trace, Chemical and Stand-off Detection

ADSA14: Trace, Chemical and Stand-off Detection

Can we compete 
with a dog’s nose?

sensitive…..low detection
limits

fast, accurate…………....
real time processing…..
portable………………......
low volatility explosives…..
plume tracking…directional 

Vapor Detection……

Electronic trace detection (ETD) system:
continuous monitoring/screening…24/7
sensitivity…..low detection limits
selectivity….mitigate false positives
expandable to new threat molecules

Our answer: an
orthogonal sensor 
for vapor detection 
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Summary
Orthogonal sensor can detect explosives in the vapor phase at
trace levels: this ETD system is a continuous, passive system with 
built-in redundancies; metal oxide catalyst is simultaneously 
interrogated using thermodynamic and conductometric platforms 

How would TSA benefit from our technology?
Increased detection capability …can detect both peroxide and 
nitrogen based explosives.  Reduction in rates of false positives. 
Expanded threat library.  Enhanced selectivity and sensitivity……. 

So what?
Technology will lead to better screening/monitoring for explosives

Who cares?
TSA and those trying to protect the traveling public; port security 
and those screening cargo for explosives

ADSA14: Trace, Chemical and Stand-off Detection

ADSA14: Trace, Chemical and Stand-off Detection

Orthogonal Sensor 
for Trace Detection
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Two microheaters
with identical
electrical
properties are
thermally isolated
in separate
chambers.

ADSA14: Trace, Chemical and Stand-off Detection 

Both heaters are
coated with an
alumina dielectric.

ADSA14: Trace, Chemical and Stand-off Detection 
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Only one is coated
with a metal oxide
catalyst.

ADSA14: Trace, Chemical and Stand-off Detection 

Both are interfaced to our data
acquisition system.

ADSA14: Trace, Chemical and Stand-off Detection 
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ADSA14: Trace, Chemical and Stand-off Detection 

Mass flow controllers deliver equal
quantities of target molecules to both
sensors.

ADSA14: Trace, Chemical and Stand-off Detection 

Only the catalyst coated microheater will respond
to the analyte, and the bare sensor will record
heat changes due to flow differences and
environmental stimuli.
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ADSA14: Trace, Chemical and Stand-off Detection

Catalyst-coated
microheater senses  
sensible heat effects 
plus the heat effect 
associated with with 
catalyst-analyte
interactions. By 
subtracting the ref.     
signal, extraneous 
heat effects are 
cancelled out; 
response is due to 
catalytic activity only. 

*a small air pump is
used to draw the
incoming air over the
sensor

*microheaters can be cycled to 1000C and thus,
can decompose almost any organic molecule

Orthogonal response to 2, 6-DNT at 410 °C
(SnO catalyst) 
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Catalyst selectivity: Interferents
Interferent molecules such as methyl acrylate (MA) could mask 
sensor response and compromise reliable cargo screening 
screening;

TATP/MA methyl acrylate (MA)

Heat effect due to catalytic decomposition of explosive is 
measured by subtracting the reference signal from the 
catalyst-coated sensor signal; extraneous heat effects cancel 
out and sensor response is due to catalytic activity only…… 
can detect TATP, AN and 2-6 DNT at the “single” ppb level

Using orthogonal sensor modalities, the metal oxide catalyst is 
simultaneously interrogated using thermodynamic and 
conductometric platforms …………this will mitigate false 
positives and false negatives

Our sensor technology can compete with a dog’s nose**

ADSA14: Trace, Chemical and Stand-off Detection

Summary
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16.28 James Kane: Multispectral Imaging of Concealed 
 Explosives

Multispectral Imaging of
Concealed Explosives

Presented to ADSA14

Presented by
James Kane, Ph.D.

Polestar Technologies Inc. 
220-3 Reservoir Street, Needham Heights, MA 02494

May 11, 2016

1

So what? Who Cares?

2

• What space/topic/area is being addressed? Passenger inspection.
• What problem have you solved? Stand-off detection and identification of concealed 

explosives. 
• How have you solved the problem? High-speed multispectral imaging in region outside 

the visible range where cloth does not absorb. 
• So what? Who cares? An ability to locate and identify concealed threats without 

disrupting the normal flow of activity will improve safety without adding additional delay.
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STARE System Block Diagram

Self-Tracking and Reconnaissance of Explosives (STARE)

4

1
2
3
4

The STARE Process

1. Sequential illumination and image capture
SOD 3-20m, @20 m FOV 3.8 x 2.9m, GSD 12mm

2. High-speed image transfer 
3. Feature extraction
4. Pixel-by-pixel vector-based matching filter analysis

for threat detection and identification

5. Threshold on Cos , |P| and contiguous nature of threat
6. Red-scaled image showing threat locations and probable types

i

1

2

P( 1, 2)

Ti( 1, 2)
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STARE System’s Unique Capabilities

5

• Can detect both military and home-made explosives
TNT, DNT, C4, PETN, RDX, HMX, AN, TATP, HMTD

• Probability of detection >90% based on independent testing
• Demonstrated ability to spectrally differentiate explosives from 70+ 

common clutter agents (e.g., foodstuffs, plastics, wood)
• Can detect and identify threats through multiple layers

of cloth and packaging materials
• Detection limit ~ 5g
• Detection rate 8 frames per second
• Can detect on moving subjects (1 meter per second)
• Does not require subjects’ cooperation
• Does not alert subject that interrogation is being performed
• Eye safe (IEC 60825-1 2007, FDA Title 21 part 1040.10)
• No ionizing radiation source
• No privacy concerns

Acknowledgements

6

Special thanks to the following groups for contributing
to Polestar’s development of the STARE system
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16.29 Toby Breckon: Automatic Object Classifi cation for 2D  
 X-Ray and 3D CT
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16.30 Nikolay Metodiev Sirakov: Partially Occluded Weapons  
 Identifi cation Through Partonomy

Partially Occluded Weapons
Identification Through Partonomy

ADSA Workshop (ADSA14),
May 10 11th, 2016

Other Members of the research
group:

David Hurley
Tracy Adkins
Chetana Nimmakayala
Divya Solomon

Nikolay.Sirakov@tamuc.edu
Salvatore.Attardo@tamuc.edu

Authors of the publications
on which this presentation is
based:

Nikolay Metodiev Sirakov
Salvatore Attardo
Christian F. Hempelmann
Abdullah N. Arslan
Grady Price Blount

Texas A&M University Commerce

VVisual Identification of Weapons  and their Parts

• What space/topic/area is being addressed?
– Visual identification of weapons, surveillance in various settings. Including soft targets.

• What problem have you solved?
– Automatic, identification of firearms in images, including partially occluded ones, and

the threat assessment posed by the weapon on the scene.

• How have you solved the problem?
– Fusion of low level features extracted from images and high level information retrieved

from the ontology/meronomy through search and matching.

• Why should TSA, DHS and the audience care about your solution?
– Our solution identifies occluded weapons and parts at different check points and times
– Works in real time, scalable, expandable to non weapon domains and x ray images

• How did we get involved in the security field?
– Developed the first boundary labeled conceptual and visual ontology/meronomy and

methods for automatic segmentation, labeling, searching, matching, identification

• What else can you do for the security field?
– May determine if a weapon could be assembled by parts detected at different points

and times.
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weapon

crew_served_weapon

personal_weapon

heavy_machine_gun

mortar

anti_tank_gun

personal_firearm

bladed_weapon

a33

a35

a54

a66

anti_materiel_rifle

automatic_personal_firearm

handgun

long_gun

light_machine_gun

sub_machine_gun

assault_rifle

semi_automatic_pistol

revolver

shotgun

rifle

a8

a19

a20

a30

a32

a34

a36

a55

a60

a62

a63

a64

a65

a21

a24

a25

a26

a27

a28

a29

a52

a1

a4

a5

a6

a7

a31

sniper_rifle

a2

a3

Threat Level =
Weapon + Context

Threat recognition framework

[1,4]

SSEGMENTATION – Active Contours 

M60  barrel Saiga 12 drum Saiga 12 magazine

Figure 1. Weapons’ parts extraction using S-ACES active contour.

Figure  2.  Human and weapons parts’ boundaries extraction using S-ACES [6].
IMAGE SIZE: 400x710 , 512 x 288 run time 0.135 sec, 0.119 sec, CPU 2.4 GHz

Figure 3. Extraction of human and weapons parts’ boundaries using LPAC active 
contour.
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Visual Hierarchy - Search and Mapping [3.4]

Branch and bound search algorithm based on sequence alignment
• a cluster is examined

• if representative is similar “enough” to the queried object
• links from best matches are followed into Conceptual Hierarchy

• for semantic evaluation [4]

links to Conceptual Hierarchy

SSearch and Matching – Rotational, Scaling Invariant, results from [1]

overall accuracy 100% [1]

Confidence Interval 100%

Known in current ontology

no matches

Unknown to current ontology

non weapon object 100% [1]

Accuracy ~70% within super—class

Confidence Interval [63.25%, 77.75%]
with 95% of confidence [1]



Final Report
May 2016 Workshop

Advanced Development
for Security Applications

341

GUN ONTOLOGY-MERONOMY

Figure 4. Part of the current ontology with hyperonymic (isa; solid line ) and 
meronymic (hoap; has object as part: dashed line; strict inverse of part-of) 
relationships [2].

FFramework - present research

1.  Weapons’ parts detection at  Check Points
2.   Virtual assembling of weapons

[4]
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Spotting Target in a Cluttered Environment – SURF matching, segmentation

Figure 5. (a) and (b) Matching SURF [5] points under rotations and 
orientation; (c ) (d) SURF [5] matching of a weapon’s part with a luggage 
stuff; (e) the best match; f) its boundary extracted; g) best match with a 
weapon.

(a) (b) (c) (d)

(e) f) g)

10

AAutomatic Parts Identification from Partonomy (Meronomy)

Figure 6. a) Extraction – run time 0.12 sec CPU 2.4 GHz [6]
b) Size ontology/meronomy 153 weapons + 30 parts
c) search match – run time 0.6 sec [6].
c) query with known weapon/part – 100% identification success
d) query with unknown weapon/part 55% successful identification

of the 3rd ancestor
e) Confidence Interval [48%, 62%] with 95% of confidence.
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• Which weapons can be detected?
– All firearms in the ontology and those not in the ontology but within the virtual class.

• Can knives be detected?
– Yes, if we add that branch to the ontology

• What are the limitations on disassembly and occlusion?
Disassembled gun: no theoretical limit, smaller generic parts may lead to false positives
Partially occluded guns: ratio of occlusion to recognition

• What are the sources of images?
Visual
We are adapting and developing new segmentation and extraction methods for x ray

• What causes false alarms?
– False positives: anything visually resembling a gun (airsoft guns, toys, models)
– Experiments with a set of non weapon images 100% distinction

• How did you test the method?
– On our labeled ontology/meronomy 183 images of weapons and parts
– Query with weapons/parts and non weapon images.

Potentials, Limitations, Input, Testing

BBackup Slides

Team Members:
1. Dr. Salvatore  Attardo – Dean, College of Humanities, Social Science, and Arts –

Professor, Linguistics, Ontology;
2. Dr. Nikolay M. Sirakov- Professor, Math and Computer Sciences – about 120 

papers in image analysis, segmentation, extraction, matching, classification, 
reconstruction;

3. Dr. Abdullah Arslan – Professor, Computer Science – papers in the field of 
clustering, matching, search, identification;

4. Dr. Christian Hempelmann – Professor, Ontological Semantic Technology Lab, 
computational linguistics, ontological semantics information security;

5. Dr. Grady Blount – Department Head – Applied Science; Professor,, Physics
6. Dr. David Hurley –papers on law enforcement personnel and security; counter-

intelligence agent; DIA, NASIC, CENTOM, EUCOM, AFRL, USAFC, DARPA.
7. Tracy Adkins – Weapons consultant.
8. Divya Solomon – Master Student – Computer Science - Ontology;
9. Chetana Nimmakayala – Master Student - Computer Science – SURF/SIFT.
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13

sample gun concept with properties: Davis Industries P380
incomplete selection of concepts
second-most common semi-automatic pistol involved in crimes in 
the U.S. in 1994

Davis_Industries_P380
is-a semi_automatic_pistol
type-of-fire semi_automatic [inherited]
caliber 0.38
magazine-size 5
rate-of-fire 15 [3x magazine]
magazine-type detachable, internal
barrel-length 2.75
hoap Davis_Industries_380_frame

Davis_Industries_barrel
…

Backup Slides
Ontology/Partonomy

• Types of gun part-to-gun relationships:
• essential: gun is not this gun without part

e.g., removable sight, scope, butt are not essential parts;

• characteristic: gun is definitely this gun with this part
e.g., curved AK magazine or front sight of that gun;

• adjacent to another part: parts that are identified as adjacent in image 
and known to be adjacent in gun confirm identification.

• Threat assessment
• from gun image to identified gun: direct threat value
• (fallback) from gun image to identified gun class: average class threat
• from part image to gun: direct threat value
• (fallback 1) from part image to gun class: average class threat
• (fallback 2) from part image to part class: average ancestor class threat

BBackup Slides
Ontology/Partonomy
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AK 47

personal firearm

AK 47
barrel

AK 47 sight

assault rifle
barrel

assault rifle part

is a
part of
image of

assault rifle

AR 15

AR 15 barrel

concept

neighborhood of the
AK 47 gun concept

image
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16.31 Matthew Merzbacher: How Will Humans in the Loop Do  
 at Detecting Tangerines?

How to say we need a 
Tangerine detector (and 
specify such a thing)

Matthew Merzbacher
/ May 10, 2016 /

redacted

1

DHS (TSA, CBP, ETC.) GOAL

More innovators working on security…
“The only way we can get these kind of capabilities is if we 
reach out to everyone. There's a lot of incredible technology out 
there and we're working toward reaching as much of it as 
possible.”

– Dr. Reginald Brothers, DHS Under Secretary for Science and Technology

How do we describe the problems to be solved without 
exposing gaps?

SSI or Classified
How do we say we need a tangerine detector without 
mentioning tangerines?

We can’t, but we can still make progress
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2

SOME APPROACHES

Work on another problem (there are plenty)

Find a proxy solution
You need help with tangerines? Ask a monkey (monkeys love tangerines!)
You need help with EDS image processing? Ask medical imaging experts!

Hide the problem (each of these has issues)
Anonymize your data (Netflix)
Simulate the problem (ALERT Task Orders)
Mix it with a bunch of other “problems” (security through obscurity)

Have people look for other kinds of (less-sensitive) citrus and 
transfer the solution to tangerines

Ultimately, each requires an expert to 
vet the result

3

LESS-SAVORY WAYS TO SHARE THE PROBLEM

Rely on third parties (“Everyone 
knows the issue”)

How concerning is this?
Should it be possible to buy/sell 
used security equipment on eBay?

Skirt around the problem without 
direct mention or admit “we have a 
tangerine gap!”



Advanced Development
for Security Applications

Final Report
May 2016 Workshop

348

4

WE NEED TO BUILD NEW EXPERTISE

Simultaneously train and 
assess

Build a network of trust
Create an open “easy” problem
As solvers come forth:

Vet them
Offer access to increasingly hard 
problems

How far can we extend this 
model?

“Purchase in App”

5

ADDITIONAL CONSIDERATIONS

Who can best describe the problem without bias?
Gap Bias: Current experts may be jaded by 
experience (good and bad)
Hammer Bias: Innovators are looking for nails
Requirements Bias: We solve the problems we are 
asked to solve, not the ones that need solving

In what form do you want your tangerines 
detected?

Sensitivity dependent on problem and/or 
modality

Does having humans-in-the-loop matter?
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6

WHAT ABOUT TEAM EFFORTS?

Multiple innovators, working in harmonious concert

Does the problem decompose?
Does PFA track with PD and is it additive?

Open Architecture

Challenges
Testing is a problem
Integration is the problem

My peel-finder doesn’t play nice with your seed-detector
Who gets the blame?

7

BY THE WAY…

Are your innovators even that good?
Google’s not always so great at tangerine detection 
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16.32 Stephen Mitroff: Improving Performance of Human 
 Operators

ADSA 14, ALERT Northeastern Univ.
May 11, 2016
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16.33 Carl Maccario: Improve TSA Behavior Detection with
 Engagement

ADSA14

Improve TSA Behavior Detection           
with Engagement 

Carl Maccario
May 11, 2016
781.333.0448

www.centerofnonverbalcommunication.com

1

Detection and Engagement
Pd=Pe

Probability of Detection= the Probability of Engagement 
engagement a critical piece of BDO (Behavior Detection Officer 

protocols will make the program more effective

TSA Assessor program was focused on engagement with every pax 
and had a 33% detection rate!!! TSA stopped program due to false 

allegations of profiling and pressure from the ACLU.

asking questions that require an individual to elaborate and  
provide details allows you to ask specifics by what info is given 

and ask unanticipated questions  
2
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GAO criticisms of BDO .……
• GAO Report says 1. no science behind behavior detection false
• Research going back 50 years confirms the presence of visibly detectable signs of
emotions

• Research going back 50 years confirms the presence of visibly detectable signs of
cognitive activity (thinking about their answers)
DePaulo, B. M., Lindsay, J. J., Malone, B. E., Muhlenbruck, L., Charlton, K., &
Cooper, H. (2003). Cues to deception. Psychological Bulletin, 129, 74 112.above
study is the most recent review of almost 100 years of behavioral science
research which supports cues used in the TSA program.

More clues based on basic human physiology textbooks:
(e.g., Janig, W. (2003). The autonomic nervous system and its coordination by the
brain. In R. Davidson, K. Scherer, & H. H. Goldsmith (Eds.) Handbook of Affective
Sciences (pp 135 186). London: Oxford University Press).

3

GAO report on TSA Behavior program

1. GAO Report says TSA hasn’t caught a terrorist!– base rate of terrorists flying?
2. GAO says behavior observation is only as good as “chance” Program is not just

observation!
3. GAO expert(Hartwig) testified that BDOs should be talking to pax not just

observing, They do!!

4
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Cognitive Engagement
• Cognitive Questioning: Commits an individual to a “story” the security officer can
attempt to verify.. requesting more detail or asking unanticipated questions
E.G.Who else knows your taking this trip? Who can I call to verify what you just
told me? Explain to me what you will do once you land?

• In situations where people are concealing hostile actions, they typically need to
conceal, distort, or fabricate information, as well as typically feel emotions (fear
of getting caught, contempt at law enforcement, etc.).

• Individuals who fear discovery do not want to be linked to their activities and
tend to “avoid and escape” when asked about it. 5

Almost identical dress…….each wearing one glove on 
one hand

6



Advanced Development
for Security Applications

Final Report
May 2016 Workshop

364

Congress asking TSA to reallocate BDOs as TSOs….

• Reality is the aviation security paradigm in this country is driven by
several factors that have nothing to do with security!

• Line waits passengers complaining about waiting in line. They will
wait 25 mins for a Starbucks coffee but not security!

• Pressure from the airlines to get planes out on time, more flights
more $$$$$$

• Pressure from Airlines to the Airport Authorities to TSA
• Congressmen getting complaints from airlines , airport authorities,
and passengers about line waits

7

EEfforts to better detect deception:

• Lyin’ Eyes: Ocularmotor (2012)
• Measures of Reading Reveal Deception (used for interviews)
• Anne E. Cook, Douglas J. Hacker, Andrea K.
• Overall detection85% interesting relationship between eye movements,
pupil diameter and deception

• Head mounted eye tracker, people with corrective lenses excluded
• 25% of participants were tossed –eye movements were “unanalyzable”
• Caffeine effects eye movement
Emotional and physical state effects dilation (running to interview) TAKE
AWAY
• may be successful for visa interviews or national security positions 8
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Efforts to better detect deception cont.:
EYES…….

• Generalizability of an Ocular Motor Test for Deception to a Mexican
Population

• Pooja Patnaik, Dan J. Woltz, Douglas J. Hacker, Anne E. Cook, María
de Lourdes Francke Ramm, Andrea K. Webb, John C. Kircher

• 85%correct classification between guilty and innocent
This study extends previous work (Cook) to a different culture
Mexico. In this study a remote eye tracker was used but a chin rest
was needed to keep the head still.
• Could be useful in lieu of polygraph

9
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16.34 Carl Crawford & Suriyan Whitehead: Summary and Next  
 Steps

1

Fourteenth Advanced Development for Security Applications
Workshop (ADSA14):

Development and Deployment of Fusible Technologies for the
Checkpoint

What was heard?
What was not heard?

What’s next?

Carl R. Crawford, Csuptwo, LLC
Suriyun Whitehead, Booz Allen Hamilton

What Did We Hear?
Agreement: no silver bullet; fusing is required
Funding (TSA/DHS) available through BAAs and 
prize competitions
There is Subject Matter Expertise accessible at TSL.
Equivalent problems can be setup
–Precedent: ALERT task orders
TSA embracing networked systems and third party 
involvement
Systems should be integrated to aggregate data
Simulation/modeling of checkpoint
Upstream changes impacts downstream systems.
Certification/testing requirements drive system design
–Can changes in regulatory testing affect security 

effectiveness and throughput of checkpoint? 2
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What Did We Hear? continued

Tack and track would help CONOPs
–Lot to learn from computer vision field
Accessible Property Screening:
–Phase contrast may help tier 2 inspection
–CT at checkpoint – need study of CONOPs if 
OSARP done on tier 2 

AIT
–Concerns about collecting AIT data
–X-rays for AIT could come back; lots of issues
–Privacy concerns with fusing to AIT
–Dielectric effect could be useful for MMWave

3

What Did We Hear? continued
Pushing screening out
–Distant standoff screening
–Not everyone will be scanned by every sensor
Need to review past to design the present
–Fused systems
–DICOM
Solutions need to be fit for purpose
–Must consider the operator
–Deploying to 450 US airports difficult
Displacement happening – Brussels and other soft 
targets
Covert detection
What should PD be?
People miss things because they are told to hurry up.
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What Did We Hear? continued
You can do some pretty impressive advancements in 
the unclassified space.
“I do weapons detection.  I can get explosives detection 
from someone else.”
Potential in standoff trace, chemical methods, optical 
methods.
–These all have to be fused with other systems.  None of 

these will solve the entire problem.
Different ways to do MMWave
–Standoff and Portal
There are ways to improve behavior detection.
–Ways to enhance the performance of a screener.
Gamification and extracting insights.
Lots of participation from the UK.
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What Did We Hear? continued

Thousands of unanswered questions.
–Its still worth answering the questions.
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What did we not hear?
Financial models
Role of risk based screening, deterrence
Detailed requirements for fused system 
How fused systems will be specified, tested, deployed, 
maintained
Effect of CONOPs++ on TSO costs and security 
effectiveness
How third parties can access data
How to avoid choke points, kill boxes.
Exploitation of big data.
Not enough about tiering, layering
Case studies of other fused systems
Other factors:  Cargo, Pilots, Workers
From TSOs 7

Additional Audience Comments on
“What We Heard”

Tangerines/oranges have different structure
–Creating unclassified equivalent problems
PD of 98% is not enough.
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What Can Be Done To Solve the
Checkpoint Problem?

• Develop fused systems – need better
requirement specs

9

ADSA15 Provisional Topics
Soft targets
Tag and track
System architectures + networking + Conops
Deterrence
Adaptable ATRs
Simulants – development and testing
Data mining
Improving statistical significance of testing
Human in the loop and the complete loop
Civil rights and privacy concerns
Other customers (sports venues, federal buildings, mass transit)
Prize competitions
Wands
Texture in explosives
TSA deployment models/issues
Financial implications of fusion
Testing fusible systems

10
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